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ABSTRACT 

Authentication is an important factor of security. There are many authentication techniques available such as 

Textual Passwords, Graphical Passwords, Biometric Identification, etc. but each of these, individually having 

some drawbacks. To overcome the limitations of the existing authentication technique, a new improved 

authentication scheme is introduced, i.e. 3D Password. This technique can be integrated with existing 

authentication techniques and hence it can be called as a multifactor authentication. The important part of the 

3D Password is the 3D Virtual Environment, which contains objects with which the user interacts. The 

combination and sequence of user interactions that occur in 3D Virtual Environment is the 3D Password. This 

paper outlines the drawbacks of existing authentication scheme and explains the way in which 3D Password 

overcomes these drawbacks.  

 

Keywords: Biometric Authentication, Graphical Password, Textual Password, 3D Password, 3D 

Virtual Environment. 

 

I. INTRODUCTION 

 

Authentication can be categorized as 
[1] [5] 

Knowledge based (what you know), Token based (what you have), 

Biometric based (what you are). Knowledge based password can be further divided as 
[6]

 Recall based and 

Recognition based. In Recall based technique, one repeats some secret that is already created. Most common 

form of this type is Textual password. Textual password 
[3]

 usually consists of text, alphanumeric characters, etc. 

which are of short length. Such passwords can be easily hacked by means of Keystroke recording, Brute force 

attack, Phishing, etc. Daniel V. Klein 
[2]

 studied the pattern of textual password in 1990. He collected nearly 

15000 accounts and observed that, 25% passwords were guessed by using a small well formed dictionary of 

3*10
6 

words although the space of passwords is 2*10
14

, 21% passwords were guessed in the first week and 368 

passwords were guessed in 15 minutes. With about 50 accounts, first account can be guessed in 2 minutes and 5-

15 passwords in a day. Graphical passwords 
[1]

 have a predetermined image, in which the user can select causing 

the sequence to construct the password. Most common form of graphical password is Draw A Secret (DAS) 

where a simple grid is provided and the user creates a drawing. The size and complexity of grid affect the 

password space. It becomes hard to recall where the drawing started, where it ended and where the middle 

points were in case of large grid size. Token based technique provides users, PINs, which can be easily hacked. 

Biometric technique uses unique features of the users but the hardware incurs high cost. Moreover, this type is 
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not applicable to remote or internet users. 3D Password overcomes many of these limitations. The further 

sections describe the 3D Password and its related information. 

 

II. OVERVIEW OF 3D PASSWORD 

 

What is a 3D Password? It is a multifactor authentication scheme which combines existing authentication 

techniques into 3D Virtual Environment. This environment contains various virtual objects. The user navigates 

through this environment and interacts with the objects. The combination and sequence of the user interactions 

in the environment will be the 3D Password. A general example could be given as, the user enters virtual 

environment, where the user can open a virtual door which exists in (x1, y1, z1) position, then switch on the 

light by pressing a button which exists in (x2, y2, z2) position, move a book in (x3, y3, z3) position to (x4, y4, 

z4) position. This combination and sequence of user interactions constructs the user‟s 3D Password. 

1.1 Prerequisites of designing a 3D Virtual Environment 

1.1.1 Real Time Similarity-Possible actions and interactions towards virtual objects should reflect real time 

situations. 

1.1.2 Uniqueness of Objects- Every virtual object should have its own attributes such as position. Thus 

interaction with object1 is not equal to the interaction with object2. 

1.1.3 Size of 3D Virtual Environment- The size of the virtual environment should be designed with care. It 

shouldn‟t be too large or too small. 

1.1.4 Objects and its Types- The number of objects and the type of the objects should be considered. 

 

III. SYSTEM DESIGN 

 

The most important part of the 3D Password system is to design the 3D Virtual Environment and to determine 

what objects it will contain. Let the size of the 3D Virtual Environment be S*S*S. The 3D environment space is 

represented by [1,..,S] * [1,..,S] * [1,..,S]. The objects are distributed in the 3D Virtual Environment with unique 

(x, y, z) coordinates where,  

(x, y, z) € [1,..,S] * [1,..,S] * [1,..,S].  

The user navigates into the 3D Virtual Environment and interacts with the objects using any input devices like 

mouse, keyboard, etc. 

 

3.1 Size of 3D Password Space 

Let Lmax be the maximum length of password in a 3D environment of size (S * S *S ). Equation (1) calculates 

the size of 3D Password space 
[4]

 as: 

n=Lmax 

    Π (Lmax, S) =   ∑ (m + s(AC))
n  

(1) 

n=1
 

where, 

π- Total number of possible 3D passwords of length Lmax or less. 

S--> ( S * S * S) i.e. number of actions, interactions and inputs. 
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m- All possible actions and interaction towards all existing objects. 

s(AC)- The count of the total number of actions and inputs in the environment. 

 

IV. EXPERIMENT 

4.1 Chess 3D Virtual Environment: 

To demonstrate the design and working of 3D Password, „chess‟ has been constructed into 3D Virtual 

Environment. In this, the password is created based on the position of the chess pieces on the chess board and 

also whether the white pieces are towards the user or the black ones i.e. the position of the chessboard. Figure 

4.1 shows the 3D design of chess, which consists of 16 white objects and 16 black objects having a total of 32 

objects. There are 3 buttons provided viz. Help, Reset and Submit. The Help button on click will pop up the 

instructions to be followed while creating the password. The Reset button will place the pieces back to the 

original position. The submit button will create the password and this password will be stored in the database. 

Each square of the chessboard is given a position (example: [1, a], [2, b]) so that the user can remember the 

password with ease. 

 

Fig.4.1: chess 3d virtual environment 

 

Fig.4.2: 3d password creation 

When the user enters into this environment, the user is free to place the pieces at any position on the chess 

board. One can even delete the pieces by simply dragging and dropping it out of the chessboard. The user has to 

memorize only the pieces moved and their position onto the chessboard. Figure 4.2 shows an example of 

creating the 3D Password in the virtual environment.   

 

4.2 Working 

The function fen() gives the overall status of the chessboard. It stores the position of the pieces in the form a 

string. Whenever a chess piece is moved, its new position is recorded and changes are made to the string 

accordingly. For example, when the pieces are at their original position (refer fig.4.1), the string is 

rnbqkbnr/pppppppp/8/8/8/8/PPPPPPPP/RNBQKBNR where the letters indicate the type of chess piece may be 

„p‟ for pawn, „q‟ for queen and so on. Capital letters indicate the white pieces and small letters indicate the black 

pieces. The number 8 indicates that, the row is empty. When the chess pieces are moved (refer fig.4.2), the 

string will be modified as, r1bqkbnr/pp1ppppp/n7/2p5/1P6/4K3/PPPPPPPP/RNBQ1BNR. To make this 

environment user friendly, the chess board has been assigned positions which the user can memorize easily as 

compared to memorizing the string. This string is then stored into the database. 
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4.3 Space Size of Chess 3D Virtual Environment 

According to equation (1) mentioned in section 3.1, the 3D password space can be calculated as 
[4]

: 

n=Lmax 

    Π (Lmax, S) =   ∑ (m + s(AC))
n 
 

                
n=1

 

This 3D Virtual Environment is void of the rules of chess game. Consider the scenario where the user wants to 

create a password and he selects white side which consists of 16 pieces. The user is free to move any of these 16 

pieces in the remaining 63 squares in the chessboard and an additional dropout from the chessboard. Hence a 

total of 16*64 moves are possible i.e. m=16*64. Here, the action is only one i.e. moving the piece and 

interactions are 5 (moving the piece either horizontal, vertical, diagonal-left, diagonal-right, dropping out from 

chessboard) and input is null, hence s(AC)=5. Here Lmax=71. By considering the values mentioned the value of π 

tends to infinity which gives sufficiently large number of possible combinations of the 3D Password. Hence it is 

very difficult for an intruder or a hacker to guess the actual password. 

 

4.4 Comparison of 3D Password with other authentication schemes: 

As described in section 4.3, the combinations of 3D Password are possibly a huge number and hence it becomes 

difficult for anyone to hack it. The requirement of user is different and hence every user will have a different 

preference when selecting the 3D Password. This fact will increase the effort required to find a pattern of user‟s 

highly selected 3-D password. In addition, since the 3-D password combines several authentication schemes into 

a single authentication environment, the attacker has to study every single authentication scheme and has to 

discover what the most probable selected secret could be. 

 

V. SECURITY ANALYSIS 

 

As mentioned before, 3D Password overcomes the limitations of existing authentication schemes especially in 

case of attacks. Mentioned below are some of the attacks 
[1]

 that the 3D Password prevents:  

 

5.1 Brute Force Attack 

The attacker has to try all possible 3D Passwords. It is almost impossible for anyone to guess the correct 

password whose combination can tend to infinity which in turn is time consuming. 

 

5.2 Well Studied Attack 

The attacker has to study all the existing authentication schemes that are used in the 3D Virtual Environment. It 

requires a study of the user‟s selection of objects, or a combination of objects, that the user will use as a 3D 

Password. It‟s hard to accomplish since the attacker has to perform a customized attack against every 3D Virtual 

Environment. 

 

5.3 Shoulder Surfing Attack 

An attacker uses a camera to record the user‟s 3D Password or tries to watch the legitimate user while the 3D 

Password is being performed. This attack could be the most successful type of attack against 3D Passwords. 

However if biometric authentication is integrated, then it becomes difficult for the hacker to break it. 
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VI. CONCLUSION AND FUTURE WORK 

 

There are many authentication techniques available such as Textual Passwords, Graphical Passwords, Biometric 

Identification, etc. but each of these, individually having some drawbacks. To overcome these limitations, 3D 

Password is introduced. It is a multifactor authentication scheme which combines existing authentication 

techniques into 3D Virtual Environment. This environment contains various virtual objects. The user navigates 

through this environment and interacts with the objects. The combination and sequence of the user interactions 

in the environment forms the 3D Password. The application of 3D Passwords could be for Critical Servers, 

Nuclear and Military purposes, ATMs, etc. This paper presented 3D Virtual Environment of Chess which 

showed that the number of possible 3D Passwords almost tends to infinity making it difficult for a hacker to 

break it. 
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