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ABSTRACT 
WSN is a communication network of sensor nodes and node gathers information about physical information.  

Asthe ad-hoc nature of WSN prone to different types of attacks such as Dos. Denial of service (Dos)is an 

attempt to make a machine /network resource unavailable to its intended users. Dos attack generally consist of 

efforts to temporarily suspend services of host connected to internet. Many protocols developed to protect 

against Dos, but it is not completely possible. One of such Dos attack is a vampire attack. Vampire attack is a 

resource exhaustion attack at the routing protocol layer which disables network by consuming more battery 

power. Vampire attack can be carried out in two different forms such as stateless protocol and stateful protocol. 

This attack does not belongs to any specific protocol but depend on properties of many classes of routing 

protocol such as link state, distance vector and so on. This attack is very hard to identify because it uses 

protocol compliant messages. In this project we concentrate on detection, prevention and bound the damage 

from vampire attack in the form of stateless protocol. EWMA is a mitigation method to bound the damage from 

vampire attacks. 

 

Keywords: Denial of Service, Energy Consumption, Routing, Security, Wireless Sensor Network. 
 

I. INTRODUCTION 
WSN is a group of large number wireless sensor nodes / is a communication network spread in a space where all 

nodes are connected by links which communicate over the wireless channeland also node performs many tasks 

as information gathering, data processing, signal processing. Sensor produces a measurable response to change 

in a physical condition as temperature or magnetic field.  WSN acts as self-configured/self-organised, energy 

constrained and is a very efficient in many applications for security purposes such as military applications, to 

monitor the environmental changes and so on. 

 
Figure: 1 Wireless Sensor Networks. 
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Today it is very important to have a secured communication and real time delivery of operation going on 

network. Ad-hoc wireless sensor network provides continuous connectivity, efficiently-deployable 

communication for military applications. WSNbroadcasts communication messages to the nodes but it gets 

affected by different attacks. One of the most popular attack is a Dos (Denial of service) which leads to resource 

exhaustion. We focus on a vampire attack which is one kind of Dos attack. In this paper we focus on how 

lacking protection security protocols causes vampire attack in WSN. 

 

II. VAMPIRE ATTACK 
Vampire attack is a composition and transmission of a message leads to consumption of a more energy by the 

network than identical size message transmission without attack. Vampire attack carried out in stateless and 

stateful protocols.Stateless protocoltreat request as independent transfer which are not related to any previous 

request. Source node which initiates message transfer carries full path route/ address to be followed to reach to 

the destination.It simplify the server design as if dynamically allocates the storage while transaction in 

progress.it is responsible for cleaning the server if the client dies in the middle. Stateful protocols are able to 

remember and store details of interaction between nodes and make decision for flow of data when in stored 

state. It uses two different protocols such as link state protocol called OLSR and distance vector protocol called 

DSDV. 

 
Figure:2 Types of Vampire Attacks 

 

III. OVERVIEW 
In this paper we are considering the effect of vampire attack on source routing protocol and also 

implementation, detection, recovery from carousel and stretch attack. Energy is consumed from nodes only for 

packet transmission and not for reception or processing. 

Carousel attack:Stateless protocols lead to this kind of attacks. An attacker composes a packet within that 

routing loops are introduced purposely in a way that same nodes can appears  many times in a route, because of 

that route length and delay also increases. As we know energy is exhaustedfrom node for packet transmission 

and here loop gets introduced in a route means same node transmits same packet multiple times and results in a 

more energy consumption. As the figure 3.1 shows Carousel attack in which normal path is source à 

AàBàCàDàEàsink. Attack introduces loops in a route and then route becomes sourceà 
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AàBàCàDàEàFà AàBàCàDàEàFà AàBàCàDàEàsink. Energy required by the node A, B, 

C, D, E is two times more than normal energy. 

 
Figure: 3.1Carousel Attack 

Stretch attack: Stateless protocol leads to this attack. This attack causes longer distance travel to the packet than 

needed to reach the destination causes unnecessary energy wastage. Figure 3.2 shows normal route and also 

route caused by attack. Dotted lines shows normal route path (sourceàFàEàsink) and other line shows 

infected route path (sourceàAàBàCàDàEàsink). 

 
Figure: 3.2 Stretch Attack 

Directional antenna attack: Stateful protocols leads to this attack, vampires have some kind of control over 

packet and each node make forwarding decisions independently. Node waste there energy by restarting packet 

in a various parts of network. 

Malicious discovery attack: Error is generated by the attack that is the link does not exist and new non-existence 

link has been created. Stateful protocol leads to this attack.5 

 

IV. EXSISTING SYSTEM 
No-Backtracking property implies vampire resistance and PLGPa satisfies No-Backtracking. No backtracking 

property is satisfied if every packet p traverses the same number of hops weather or not an adversary/ attacker is 

present in the network [1]. This means the adversary cannot perform  carousel or stretch attacks, no node may 

unilaterally specify a suboptimal path through the network [2]. 
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Figure:4 Flow Chart for PLGP-a 

 

V. PROPOSED METHOD 
EWMA is an our proposed protocol/ algorithm where node energy get to threshold level and is very important 

while performing energy intensive task. It is based on sensors energy levels. EWMA works in two phases 

Network configuring phase and Communication phase. 

Network configuring phase: The main purpose of this phase is to establish a optimal routing path from source to 

destination. Node balancing of nodes and minimization of energy consumption for data communication are the 

key factors. Node with threshold level energy sends ENG_WEG massage to all its neighbouring nodes. After 

receiving the ENG_WEG packets neighbouring node sends ENG_REP massage is consist of current energy of 

geographical position node finds the next node by calculating energy required to send particular data packet & 

establishes routing path by selecting nest node of minimum distance. It avoids data packet dropping & next node 

transmits packet safely to the destination. In this phase we achieve load balancing & assign suitable energy to 

forwarding nodes. Finally achieve multi hope load balanced network. 

Communication phase: It avoids same packet transmitting to same node repeatedly. By using data aggregation 

technique it eliminates the process of repeating packets, is achieved by coping content of packet while 

transmitting through nodes. 

 
Figure: 5 Flow Chart of EWMA in Wireless Sensor 
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VI. IMPLEMENTATION 
a. CASE I: packet transmission without any attack. 

 
Figure: 6.1 Battery Power of all Nodes 

 
Figure: 6.2 Packet Transmission without Attack 

b. CASE II: packet transmission in the presence of vampire attack. 

 
Figure: 6.3 Carousel Attack 
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Figure: 6.4 Detection of Carousel Attack 

 
Figure: 6.5 Routing Table Shows Loops in a Path 

 

Figure: 6.6 Consumption of Battery Power After Carousel Attack 
 

VII. CONCLUSION 
In this paper we define vampire attack which is new class of resource consumption attack which uses routing 

protocol & disable the network permanently by exhausting battery power completely. Simulation results shows 

consumption of battery power is more in case of carousel attack than normal case/without attack. In this paper 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                        ISBN: 978-81-931039-3-7 

1352 | P a g e  

we show implementation and detection of vampire attack and for recovery process work is going on by using 

EWMA technique.  
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ABSTRACT 
Friction stir welding is a solid state welding process for joining metallic alloys has emerged as an alternative 

technology used for high strength alloys that are difficult to join with conventional techniques. The applications 

of FSW Process are found in several industries such as aerospace, automotive and marine industries for joining 

Aluminum, magnesium and copper alloys.  The FSW Process parameters such as rotational speed,  welding 

speed, tool pin profile, tilt angle, plunge speed,  axial force  play vital role in the analysis of weld quality  

deciding  joint  strength.  AA6061 aluminum alloy (A1mg-si) has widely used in fabrication of light weight 

structures. An attempt has been made to investigate the effect of   different welding parameters on the weld 

quality of AA6061 aluminum alloy. Cylindrical pin profile is used for tool pin profile in this research.  The 

quality of the weld is well and no defect is found using this tool. Consequently, the obtained results explained 

the variation of stress as a function of strain and the effect of different welding parameters on yield strength, 

ultimate tensile strength & elongation.  
 

Keywords:  Friction Stir Welding, AA6061 Aluminum Alloy, Tool Rotational Speed, Welding 

Speed, Mechanical Properties. 

 

I. INTRODUCTION 
Friction stir   welding (FSW) is a solid state joining Process developed and patented by the  welding institute 

(TWI), UK in 1991[1].  FSW is a continuous, hot shear, auto genius Process involving a Non-consumable 

rotating tool of the harder material then the base Material. FSW has emerged as welding Technique used in high 

strength alloys (2xxx, 6xxx, 7xxx and 8xxx series) for Aerospace, automotive and marine applications [2] that 

were difficult to join with conventional Techniques.   Defect free welds with good mechanical Prosperities have 

been made with FSW in a variety of aluminum alloys.   This solid state process leads to minimal micro 

structural changes and better mechanical prosperities then conventional welding. In this investigation, an 

attempt has been made to understand the effect of parameters on the weld quality of AA6061 alloys using FSW 

process. Cylindrical pin is used as tool pin profile in this research.  The pin traveled longitudinally at different 

welding speeds (mm/min) and the tool rotation speed was held   between 800Rpm to 1500Rpm in all of the 

experiments.  Consequently the appearance of the weld for different welding parameters has been examined by 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                        ISBN: 978-81-931039-3-7 

1354 | P a g e  

using x-ray Radiography technique and the Impact of the stress as a function of strain and the effect of different 

welding parameters on ultimate tensile strength yield strength and elongation are analyzed. 

 
II. FRICTION STIR WELDING PROCESS 
FSW is produced by rotating and plunging a specially designed cylindrical, shouldered tool with a small 

diameter pin into the joint line between two butted plates [3]. Frictional heat causes the metal to soften and 

allows the tool to traverse along the joint line. In this process, the two plates are clamped on a rigid back plate. 

The fixturing prevents the plates from spreading apart or lifting during welding. The welding tool, consists of a 

shank, Shoulder and pin, is then rotated to a prescribed speed. The tool is slowly plunged in to the work piece 

material at the butt line, until the shoulder of the tool forcibly contacts the upper surface of material and pin is a 

short distance from the back plate.  A downward force is applied to maintain the contact and a short dwell time 

(10sec) is observed to allow for the development of the thermal fields for preheating and softening the material 

along the joint. Upon reaching end of the weld, the tool is withdrawn while it is still being rotated.  As the pin is 

withdrawn, it leaves a keyhole at the end of the weld. The FSW process of butt joint is as shown in fig 1, the key 

hole at the end of the weld as shown in fig 2. 

                
Fig 1. Principle of the FSW process for butt joints.    Fig2.Key holes at the end of the welds. 

             

III. SELECTION OF MATERIAL 
Aluminum Alloy AA 6061:- Aluminum alloy AA 6061 is a high strength alloy with excellent corrosion 

Resistance.  This alloy is known as structural alloys.  In plate form, AA 6061 is the alloy most commonly used 

for machining.  The addition of large amount of manganese controls the grain structure which in turn results in a 

stronger alloy. 

Table1:- Chemical Composition of Aluminum alloy AA 6061 (wt%) 
Si Fe Cu Mn Mg Ti Cr Others Aluminum 

0.598 0.343 0.265 0.07 1.095 0.016 0.204 0.048 Balance 

 

Table2:- Mechanical Properties of Aluminum alloy AA 6061. 
Base material AA 6061 

Density  (X 1000 kg/m3 ) 2.7 

Elastic Modulus (Gpa) 70 
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Ultimate Tensile Strength (Mpa) 240.921 

Yield Strength (MPa) 176.247 

Hardness (VHN)5kg 105 

Percentage Elongation 16.78 

 
IV. TOOL DESIGN 
 

Tool design influences heat generation, plastic flow, the power required and the uniformity of the Welded Joint 

[4]. The shoulder generates most of the heat and prevents the plasticized material from escaping from the work 

piece while, both the shoulder and the tool pin affect the material flow.  Friction Stir Welded Tool in this study 

as shown in fig3.  

 
Fig 3: Schematic Diagram of Tool pin Profile. 

 

V. SELECTION OF PROCESS PARAMETERS 
The important parameters affecting tensile strength are tool rotational speed, welding speed, plunge speed, tool 

tilt angle, axial load, tool penetration depth. Out of these parameters such as tool tilt angle and axial load can be 

varied only on machines dedicated to FSW. The other factors which primarily affect the strength of the joint yet 

can be varied easily on any vertical machine centre are tool rotation speed (N), tool traverse speed (V) and tool 

plunge speed (P). Therefore these three parameters are chosen in the present study. 

 

VI. TOOL MANUFACTURING 
The FSW Tool is designed for this Research is tool pin profile of cylinder of D/d ratio 3. Out of various Tool 

materials like tool steel, High speed steel (HSS), high carbon chromium steel, carbon and carbon boron nitride, 

among which HSS steel is chosen as Tool material because of it’s high  strength, high hot hardness, easy to 

process, easily available and low cost. The FSW tool is manufactured using CNC Turning centre and wire cut 

EDM (WEDM) machine. The tools are oil hardened to obtain a hardness of 60-62 HRC. 

The tool material properties as given in table (3). The hardening temperature of HSS-M2 is 1240-12900C, the 

quenching medium is oil/air, the tempering temperature is 550-5800C and Brinel Rockwell hardness is 64-66. 
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Table3: Chemical Composition of Tool Material 

C Si MN Cr Ni W Co V Mo 

0.75-0.9 0.10-

0.35 

0.20-

0.40 

3.57-

4.50 

- 5.50-

6.50 

- 1.75-

2.00 

5.50-

6.50 

 

VII. WELDING PARAMETERS 
The initial Joint Configuration was obtained by securing the plates in position using mechanical clamps.  The 

direction of welding as normal to the rolling direction.  Single pass welding procedure was used to fabricate the 

joint.  The welding parameters used to fabricate the joints are presented in Table (4). Welding parameters 

influence the friction stir welded joints. If the tool rotational speed increases, it shows that there is a increase in 

elongation [5]. 

Table 4:- Welding Parameters 

Welding Parameters/Range Minimum(-) Maximum(+) 

Tool Rotational Speed (Rpm) 800 1500 

Welding Speed (mm/min) 30 80 

Plunge Speed (mm/min) 10 

 

20 

 

VIII. EXPERIMENTAL WORK 
The Friction stir welds have been carried out by using a properly design clamping fixture that allows the user to 

fix the two sheets (75mm * 150mm) with the rolled plate of 5mm thickness to be butt welded on a CNC Vertical 

milling machine. Fig4 shows the experimental set up describing clamping and welding of FSW process.  
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Fig4. Experimental Set up Describing Clamping and Welding of FSW Process 
In this investigation the base material AA 6061 which is widely used in aircraft and auto motive applications 

due to its high strength. FSW plates were examined using X- ray Radiography. There were no apparent defects 

in welded plates.  

 

IX. DESIGN OF EXPERIMENTS 
 

Table 5: Design of Experiments (DOE) 
EXP No Speed 

(N)Rpm 

Welding 

speed(f) 

(mm/min) 

Plunge 

Speed 

(mm/min) 

Fu 

(N/mm2) 

Fy 

N/mm2 

% 

elongation 

1 1500 80 20 115.749 114.597 2.48 

2 1500 80 10 118.07 114.578 3.76 

3 1500 30 20 114.56 113.38 3.3 

4 1500 30 10 96.653 96.653 4.7 

5 800 80 20 117.025 117.025 2.6 

6 800 80 10 117.025 117.025 2.66 

7 800 30 20 134.6 134.6 2.1 

8 800 30 10 119.89 109.9 3.7 

 
X. MECHANICAL TESTS 
Friction stir welded samples were tested for tensile, impact, microstructure and micro hardness properties. The 

testing procedures, geometry of the samples including dimensions as per ASTM standards.  
 

10.1 Tensile Test  
Plain tensile strength and notch tensile strength are carried on UTM (10,000Kgf). The ASTM standard test 

samples are shown in fig 5 & fig6. 
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Fig5: Tensile Test Sample 

 

 
Fig6: Notch Tensile Sample 

10.2 Impact Test  
Impact test samples are prepared from the welded joint. The charpy V- notch impact toughness test carried on 

FIT-300(EN) machine. ASTM standard test sample as shown in fig (7). 

 

 
Fig 7: Impact Toughness Test Sample 
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10.3 Hardness Test  
The samples are cut from welded joints by wire cut EDM and polished and etched. Micro hardness tests were 

conducted using digital micro hardness tester. A 100 gram load is applied for all the samples for a period of 

15secs while measuring the hardness. The micro hardness was measured at equal intervals across weld ments.  
 

10.4 Bend Test 
Bend tests were carried out using UTM (10000 Kgf) tester. 90˚ bend tests were conducted. The ASTM standard 

bend test specimen as shown in fig8. 

 

 
Fig8: Bend Test Specimen 

 

10.5 Metallography 
A low magnification Metscope -1 make was employed for observing the beed shape. The friction stir welded 

samples were sectioned by using wire cut EDM. Silver mirror image is obtained after following the standard 

procedural steps of Metallography. Etching is done carefully using Keller’s regent (3ml Hcl, 5ml HNO3, 2ml HF 

and 190ml distilled water). Micro scope was used for determination of microstructures at various locations. 

 

XI. RESULTS & DISCUSSIONS 

11.1 Visual Inspection 
Visual inspection of the welds revealed that the welds are of high quality and defect free. However pin holes are 

formed at being and termination of the tool along centre line of weld. Surface roughness and semi circular 

striations are found in weld made at low welding speeds. Welds are smooth at high welding speed.  
 

11.2 Tensile Strength Test 
It is observed that the increase in rotational speed has resulted in increases of Tensile strength.  The reason is 

that higher the speed, the higher will be the deformation and heat generation in the weld.  This will result in 

finer grain structures, because of which tensile strength is increases.  The result by tensile test which was 

observed during the experiments were shown in Graphs 1 to 8.  The fractured specimens as shown in fig (9). 

 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                        ISBN: 978-81-931039-3-7 

1360 | P a g e  

 
Fig 9.  Fractured Specimens after Tensile Test 

      
Graph 1.Stress-Strain Diagram for Specimen 1   Graph2.Stress-Strain Diagram for Specimen 2 

   
Graph 3.Stress-Strain Diagram for Specimen 3                     Graph4.Stress-Strain Diagram for Specimen 4 
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Graph 5.Stress-Strain Diagram for Specimen 5                     Graph6.Stress-Strain Diagram for Specimen 6 

     
Graph 7.Stress-Strain Diagram for Specimen 7                    Graph8.Stress-Strain Diagram for Specimen 8 
 

11.3 Notch Tensile Test 
The specimens prepared for notch tensile test as shown in fig 10(a).The Failure of the specimens during notch 

tensile test as shown in fig 10(b). The yield strength, ultimate tensile strength & %elongation during notch 

tensile test for all the specimens are tabulated in table (6). The stress-strain Graphs during notch tensile test as 

shown below. Notch Tensile test is carried on TUE-600(C).The ASTM test samples are prepared. The tensile 

strength is decreasing when weld speed decrease. Stress Strain diagrams for specimens as shown in graphs 9-12. 

Comparison of notch ultimate tensile stress, notch yield stress and % elongation with parent metal as shown in 

figures 11(a), 11(b) and 11(c). 

   
Fig (10) a) Notch tensile test specimens        b) Notch tensile test specimens after failure 
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Graph 9.Stress-Strain Diagram for Specimen 1   Graph10.Stress-Strain Diagram for Specimen 2 

           
Graph 11.Stress-Strain Diagram for Specimen 3                Graph12.Stress-Strain Diagram for Specimen 4 

       
Graph 13.Stress-Strain Diagram for Specimen 5             Graph14.Stress-Strain Diagram for Specimen 6 
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Graph 15.Stress-Strain Diagram for Specimen 7            Graph16.Stress-Strain Diagram for Specimen 8 

The ultimate tensile strength, yield strength and % elongation of the specimens are tabulated 

in table 6. 

Table 6: Ultimate Tensile Strength, Yield Strength and % Elongation of the Specimens 

 PM Speci

men1 

Specim

en2 

Specimen

3 

Specimen

4 

Specimen

5 

Specimen

6 

Specimen

7 

Specimen

8 

Ultim

ate 

tensil

e 

streng

th in 

N/m

m2 

343.

03 

189.

5 

138.9 124.8 170.7 135.3 149.8 179.5 146 

Yield 

streng

th in 

N/m

m2 

292.

4 

168.

6 

124.9 96.4 143.7 107.6 128.6 153.9 116.5 

% 

elong

ation 

0.93 2.9 1.23 2.27 3.87 0.9 4.1 2.83 2.77 
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Fig11 (a). Comparison of Notch Ultimate Tensile Stress 

 
Fig11 (b). Comparison of Notch yield stress 

 
Fig11(c). Comparison of % Elongation 

11.4 Bend Test 
Root and face bend tests were used as an important tool to understand about the ductility and toughness of 

Friction Stir Welds. 
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As friction stir weld samples passes 900   bend as shown in fig 12(a). The root bend and face bend as shown in 

fig12 (b), 12(c). The results reveal that at low welding speeds the specimens withstands maximum bending load. 

The comparison of bending load on the root side and face side with parent metal as show in fig13 (a) and 13(b). 

               
Fig 12 (a) Bend test set up          (b) Root bend                              (C) Face bend   

Table 7: Details of Bend Test for Root & Face bends comparing with parent metal 
 PM Speci

men1 

Specimen

2 

Specimen

3 

Specimen

4 

Specimen

5 

Specimen

6 

Specimen

7 

Specimen

8 

Root 

Bend 

8KN 7.85K

N 

7.8 KN 7.9 KN 7.95 KN 7.9 KN 7.7 KN 7.9 KN 7.8 KN 

Face 

Bend 

8KN 7.8 

KN 

7.8 KN 8 KN 7.9 KN 8.5 KN 7.9 KN 8 KN 8 KN 

 
Fig 13(a) Comparison of Bending Load on Root Side 

 
Fig.13 (b) Comparison of Bend Load for Face Side 
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11.5 Vickers Hardness Test 
The results obtained are plotted against the rotational speed of 800 Rpm & 1500 Rpm & weld speed of 30 

mm/min & 80 mm/min. It is observed that the hardness is min at the weld centre as shown in graph 17 below. 

 
Graph17 Hardness Distribution 

 

11.6. Micro Structure Analysis 
The micro structures reveal that there are four zones along the traverse direction, as in the fig 14, near the stirred 

region, the grains are very fine. This is attributed to dynamic recrystalization; this is normally referred to nugget 

(zone D). This region adjacent to this zone, the grains are straightly inclined because of force exerted on the 

plasticized materials by the tool shoulder. This is normally referred to as thermo mechanically affected zone 

(TMAZ).  Region adjacent to TMAZ along the traverse direction away from interface it is reported that the 

grains are coarse because of extreme heat conditions (Zone C).  This is normally referred of a heat affected zone 

(Zone B). Next adjacent to this zone is base metal (zone A). Schematic fig 14(a), 14(b) and 14(c) as shown all 

these zones [6].  The microstructure of Parent metal as shown in fig (15) 

 
 (a)    (b)     (c)  

Fig 14. Various Zones Microstructures in FS Weld No.7 
The solid-state nature of the FSW process, combined with its unusual tool and asymmetric nature, results in a 

highly characteristic microstructure.   
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Fig 15. Micro structure of Parent Metal AA 6061 

By comparing all microstructures, with parent metal, the formation of very fine grain microstructure, uniformly 

distributed fine  precipitates and higher stir zone hardness are obtained in joint 7 at 800 RPM, 30mm/min feed at 

20 mm/min.  
 

11.7 IMPACT TOUGHNESS 
Table 8, Gives the results of Charpy V-Notch impact toughness of the Friction Stir Welded Aluminum alloy 

using cylindrical pin profile including that of the parent material. The comparison of the impact specimens and 

specimen’s after failure as shown in fig 16(a) & 16(b). Impact toughness values for specimens including parent 

metals as shown in table 8. The comparison of impact toughness of the welds with parent metals as shown in fig 

17. 

        
Fig 16 a) impact test specimens        b) impact test specimens after failure 

Table 8: Impact Toughness of Friction Stir Welding 

Metal PM Specim

en1 

Specim

en2 

Specime

n3 

Specime

n4 

Specime

n5 

Specime

n6 

Specime

n7 

Specime

n8 

Impact 

toughness 

in Joules 

 

42 

 

36 

 

35 

 

30 

 

38 

 

30 

 

48 

 

48 

 

38 
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Fig 17: Comparison of Impact Toughness of the Welds 

Maximum toughness is reported in weld specimens 6 & 7 were the spindle speed is 800 Rpm; it is about 114% 

as comparing with parent metal. 
 

XI. CONCLUSION 
 

1) FSW was successfully carried out on a CNC milling machine and the quality of the welded joints was found 

to be satisfactory. 

2)  Friction stir welding of AA6061 alloy resulted in a dynamically recrystalized   zone, TMAZ and HAZ. A 

Softened region has clearly occurred in the friction stir welded joints of AA6061 alloy. 

3) Mechanical properties of FS welded aluminum alloy AA6061 are influenced by process parameters. 

4) Tensile strength of the FS welded joints is directly proportional to the travel speed, spindle speed and 

plunge speed.    

5) The tensile strength, yield strength, percentage elongation, Hardness, notch tensile properties of the welded 

joints are lower than that of the parent metal.  

6) The impact toughness of some of the specimens6 & 7 is more than that of the parent metal about 114%. 

7) Bending load for face bend of specimen 4 is about 99.375% of parent metal. Where as bending load for root 

bend of specimen 5 is about 106% of parent metal. 

8) Hardness drop was observed in the weld region.  This softening was mostly evident in the HAZ on the 

advancing side of the welds.  This zone corresponds to the failure location in tensile tests. 

9) Maximum tensile strength is 134.6 N/mm2  in Joint No.7 with a spindle speed of 800 Rpm, travel speed 

30mm/min & plunge speed is 20 mm/min. 

10) Maximum yield strength is 134.6 N/mm2  in Joint No.7 with a spindle speed of 800 Rpm, travel 

speed 30mm/min & plunge speed is 20mm/min. 

11) Maximum % elongation is about 4.7% in joint 4 with a spindle speed 1500 Rpm ,travel speed is 30mm/min 

& plunge speed is 10mm/min 

12) Tool breakage was avoided  

13) Maximum Notch tensile stress is 189.5 N/mm 2 in joint no.1 with a spindle speed of 1500Rpm, travel speed 

is 80mm/min & plunge speed is 20mm/min. 

14) Maximum Notch yield stress is 168.6 N/mm2  in joint no.1 with a spindle speed of 1500Rpm, travel speed is 

80mm/min & plunge speed is 20mm/min.   

15)  Maximum % elongation is 4.1% in joint no.6 with a spindle speed of 800Rpm, travel speed 80mm/min, 

plunge speed 10mm/min. 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                        ISBN: 978-81-931039-3-7 

1369 | P a g e  

REFERENCES 
[1]. M.W. Thomas1, J.Nicholas2, J.C. Needham, M.G. Murch, P. Temple smith, C.J. Dawaes, “ Friction stir butt 

welding” ( Dec 1991), G.B. Patent Number. 9125978.8. 

[2]. G.Raghubabu1 et. al, “Microstructure and mechanical properties characterization of friction stir AA 6082 

Aluminum alloy weldments”. IJAEA, Vol 2, Issue 1, 2009, PP 45-64. 

[3].  H.S. Patil, S.N. Soman et.al “ Experimental study on the effect of welding speed and tool pin profiles on 

AA 6082- O Aluminum friction stir welded butt joints”. International Journal of Engineering Science and 

Technology, Vol 12, No.5, 2010, PP 268-275. 

[4]. T. Pavankumar1. et. al.” Influence of tool geometry in friction stir welding on material flow pattern”., 

International Journal of Current Engineering and Technology, Vol 2, SI , 2014, PP 230-235. 

[5]. N. Rajamanickam and V. Balusamy “ Effect of process parameters on mechanical properties of friction stir 

welds using design of experiments”, Indian Journal of Current Engineering and Materials Science, Vol 15, 

Aug 2008, pp 293-299. 

[6]. S. Ravikumar, V. Sheshagirirao and R.V. Pranesh “ Effect of process parameters on mechanical properties 

of friction stir welded dissimilar materials between AA 6061- T 651 and AA 7075- T 651 alloys”, 

International Journal of Advanced Mechanical Engineering, Vol 01, 2014, PP 101-114  



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                        ISBN: 978-81-931039-3-7 

1370 | P a g e  

CLOUD COMPUTING SECURITY USING SHAMIR’S 

SECRET SHARING ALGORITHM FROM SINGLE 

CLOUD TO MULTI CLOUD. 

Monica G. Charate1, Dr. Savita R. Bhosale2 

1PG Scholar, Department of Computer Engineering, MGMCET,Kamothe, New Mumbai (India) 
2Professor, Department of Electronics & Telecommunication, MGMCET, Kamothe, New Mumbai (India) 

   

ABSTRACT 
Cloud Computing offers enormous benefits to its adopters, but it also comes with its set of problems and 

inefficiencies of which security is the biggest concern. In order to leverage a remote cloud based infrastructure, 

a company essentially gives away private data and information that might be sensitive and confidential. Secret 

sharing schemes are used to restrict access to such sensitive and confidential data. Threshold secret sharing 

schemes is a scheme in which the number of the participants in the reconstruction phase is important for 

recovering the secret. In this paper the performance of the Shamir’s secret sharing scheme, is used in a multi 

cloud environment. 
 

Keywords: Data Security, Cloud, Secret sharing, Information Dispersal 
 

I. INTRODUCTION 
 

In the cloud computing environment, security is deemed to be a crucial aspect due to the significance of 

information stored in the cloud. The data can be confidential and extremely sensitive. Hence, the data 

management should be completely reliable. It is necessary that the information in the cloud is protected from 

malicious attacks. Security brings in concerns for confidentiality, integrity and availability of data. Unauthorised 

access to information results in loss of data confidentiality. Data integrity and availability suffers due to failure 

of cloud services. Security has the characteristics of a complement to reliability.  

In addition, doing business with single cloud providers is becoming less popular due to potential problems that 

can affect our data, such as service availability failure (e.g. some catastrophe befalling the cloud service 

provider and disruption of services) and the possibility that there are malicious insiders in the single cloud (e.g. 

stolen data by an attacker who found a vulnerability). To this end the use of multi-clouds instead of single cloud 

service provider to protect data is an optimal solution. 

In order to protect data from hackers, we can encrypt it. But in order to protect the encryption key, we need a 

different method which increases the complexity of the intended solution. Another drawback of this approach is 

that the entire process of encryption and decryption process is time consuming.  
 

II. LITERATURE SURVEY 
 

In the past more research has been conducted into single clouds than into multi-clouds. Multi–clouds can 

address the security issues that relate to data integrity, data intrusion, and service availability in multi-clouds. In 
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addition, most of the research has focused on providing secure “cloud storage” such as in DepSky. Therefore, 

providing a cloud database system, instead of normal cloud storage, is a significant goal in order to run queries 

and deal with databases; in other words, to profit from a database-as-a-service facility in a cloud computing-

environment. 

Rocha and Correia et al.(2010)  determine possible attackers for IaaS cloud providers. For example, Grosse et al 

propose one solution is to prevent any physical access to the servers. However, Rocha and Correia argue that the 

attackers outlined in their work have remote access and do not need any physical access to the servers. Grosse et 

al. propose another solution is to monitor all access to the servers in a cloud where the user’s data is stored. 

However, Rocha and Correia claim that this mechanism is beneficial for monitoring employee’s behavior in 

terms of whether they are following the privacy policy of the company or not, but it is not effective because it 

detects the problem after it has happened.[1] 
 

2.1 Shamir’s Secret Sharing 
Shamir’s algorithm is implemented based on the secure order preserving technique discussed in Shamir’s 

algorithm is applied to each field of the table. The n shares obtained are then distributed to different data centers 

out of which only k of the shares are required to achieve the International Journal on Cloud Computing: 

Services and Architecture (IJCCSA),Vol.2, No.4, August 2012 ,67original values. It is possible to support 

structured querying of the data parsing the query, extracting the conditional values, transforming the values and 

appending them back to the original query before it is sent to the server. Inverse of Shamir’s Secret sharing 

algorithm has to be applied to the received data set to get back the intended result. Assume that the table 

‘employees (emp_no, salary, empname)’ is outsourced. The client should be able to execute the following type 

of queries without revealing the data to any of the Database service providers. 

Exact match queries 

Range queries 

Aggregate queries such as MIN/MAX, MEDIAN, SUM and AVERAGE 
 

2.2 Rabin’s Information Dispersal Algorithm 
Rabin’s IDA is implemented using the technique discussed in. Considering k as the threshold value, n as the 

number of slices, and D as the Data Matrix of size k x t, The data to be stored is arranged in terms of the data 

matrix D and C as the secret Vander monde Matrix of size n x k. The matrix M of size n x t is computed as  

                        M= C * D                                                                                          (1)  

Each of the n rows of M represents a slice. This modified data is stored at multiple data centers 

such that none of them have access to s < k-1 slices. Data retrieval can be achieved by obtaining any k of the n 

slices and applying the reverse IDA. Consider M' to be the k x t matrix formed by obtaining the k slices of data 

stored in the cloud and C' to be the k x k matrix obtained by selecting the corresponding rows of C. Then the 

data matrix 

D can be retrieved as: 

                       D=C’ -1 * M'                                                                                       (2) 

Even with the loss of (n-k) slices, the data can be reproduced thus ensuring availability. A Message 

authentication code can be applied to the test data before dispersal to achieve integrity [2]. 
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2.3 Secret Sharing Strategy 
Having multiple copies of data into different clouds it will just create multiple gates for intruders to hack in. 

Therefore, we need to make sure that the data shipped to multiple clouds is safer that it was on a single cloud. 

This is when we apply the secret sharing algorithm presented by Adi Shamir in [3] .Invented in 1979, the 

algorithm has occupied a huge place  in the area of cryptography. The author discussed the issue of information 

distribution with the aim of showing that there is an orthogonal approach which is based on information 

distribution instead of encryption. The need of a secure communication between two endpoints challenged most 

of the work on data security. A similar approach was discovered by George Blakely [3], but the mathematical 

evolution behind the algorithm is more complicated, that’s where the secret sharing algorithm of Shamir lies – 

in its simplicity of implementation. Shamir’s secret sharing or secret splitting represents a way for distributing a 

secret among a group of n participants, eachof whom is allocated a part of the secret, in our case, a piece of data. 

The strong point of this method is that the secret can be reconstructed only when a predefined number of shares 

are combined together; individual shares are of no use on their own, so anyone with fewer than t out of n shares 

has no extra information about the secret than someone with 0 shares.  

Sharmila Banu K. et al describes organized cloud computing security into three sections: security categories, 

security in service delivery models and security Hore et al.(2013) describes techniques for building privacy 

preserving indices on sensitive Attributes of a relational table, and provides an efficient solution for data 

bucketization. A scheme progressive elliptic curve encryption is presented in [4] that used multiple encryption 

keys to encrypt a part of data multiple time such that final cipher can be decrypted in one run using single key. 

This scheme is based on public/private key cryptography and consumers of application manage cryptographic 

private keys. Furthermore, N re-encryption will be required for N users in case of single data piece sharing.[4] 

dimensions. All relevant information are visualized into cloud computing security in a snapshot which is 

presented in Figure.1 [5]. 

 
Figure 1: Graphical View of Cloud Computing Security [5] 

   Security in cloud services is based on the following:  

1.   Strong network security is possible around the service delivery platform  

2.   Data encryption: for data in transit (particularly over wide area networks), and sometimes   stored data, but it 

cannot be applied to data in use. 

3.   Access controls to ensure that only authorized users gain access to applications, data and the processing 

environment and is the primary means of securing  cloud security services. 
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The secret sharing algorithm possesses some dynamic properties that make it further more powerful, these 

properties, as described by Adi Shamir in [6] are as follows:  

1. The size of each piece does not exceed the size of the original data.  

2. When k is kept fixed, D pieces can be dynamically added or deleted without affecting the other Di pieces.  

3. It is easy to change the Di pieces without changing the original data D - all we need is a new polynomial 

q(x) with the same free term. This can enhance security.  

4. By using tuples of  polynomial values as Di pieces, we can get a hierarchical scheme in which the number 

of pieces needed to determine D depends on their importance.[6]  

Sonia Verma et al.(2014) describes that data and information will be shared with a third party, cloud computing 

users want to avoid an un-trusted cloud provider. Protecting private and important information, such as credit 

card details or a patient’s medical records from attackers or malicious insiders is of critical importance. In 

addition, the potential for migration from a single cloud to a multi-cloud environment is examined and research 

related to security issues in single and multi-clouds in cloud computing is surveyed [7]. 

 

2.3.1 Advantages 

1. Data Integrity 

2. Service Availability.  

3. The user runs custom applications using the service provider’s resources  

4. Cloud service providers should ensure the security of their customers’ data and should be responsible if any 

security risk affects their customers’ service infrastructure.[7] 

Swapnila S Mirajkar et al.(2014) describes HAIL(High Availability and Integrity Layer) which is combination 

of Proofs and cryptography, presented in the year 2009 used to control multiple clouds. It ensures data integrity 

and service availability. But the limitation of HAIL is that it needs code execution in their servers and it does not 

deal with multiple versions of data. Moving from single clouds multi-clouds is sensible and significant for many 

reasons.  

According to Cachin et al.(2014) , “Services of single clouds are still subject to outage”. Vukolic accepts that 

the primary purpose of moving to inter-clouds is to amend what was offered in single clouds. DepSky presented 

by Bessani is virtual storage cloud system comprising of a combination of different clouds to build a cloud-of-

clouds. None of above problems are found in DepSky as it combines Byzantine fault tolerance protocol, secrete 

sharing and cryptography [8].  

K.Sai Sowmya et al.(2014) All Business organizations move their workload to cloud computing. Cloud clients 

are fear to lose the private information in single cloud. That’s why present paper design to provide the integrity 

results with multi cloud architectures. We are making the strongest cryptographic technique named as a 

Shamir’s secrete key algorithm. This algorithm provides the security results like integrity and aggregation. 

Integrity or aggregation results report is generate from k servers. Multi cloud architectures reduce the security 

issues. It’s give final results like high availability. [9] 

Gaidhankar Sushil, Kanase Amit et al.(2014) demonstrate following points: 

1.  A Practical Guide to cloud computing Security  Giving risk and mitigation Points only the security of single 

cloud. [10] 

2.  Security Challenges for public cloud Outlining Challenges further investigation& motivate As maintaining 

security in public cloud, urgency of data not comes into picture.[10] 
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3.  Foundations and Properties of Shamir’s Secret Sharing Scheme Encryption & Decryption Properties related 

to Shamir’s Secret Sharing.[10 
 

III. PROPOSED SYSTEM 
 

In this proposed system Shamir’s secret sharing algorithm is extremely effective for storing the client data 

securely. It provides authentication to clients and also provide security by encryption and decryption using 

secret key. 

Our proposed system can be enhanced by providing effective security by using stronger encryption algorithm. It 

also provides fast service to store data on server. It also giving proof of integrity of the data to client. This 

scheme reduce storage overhead of the customer by compressing the data and reduce computational overhead of 

the cloud storage server. 

In the Figure 2, Architecture Design. In this, flow of system is shown. First admin login using username and 

password. After login confirmation, select data to be load on cloud..Upload data on cloud. Then place unique 

key with data on cloud. After that use Shamir’s Secret sharing algorithm. Then specify threshold value. If the 

key is matched, then user can downloading data on cloud otherwise give Invalid key error. 

 
Figure 2: Architecture Design 
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Figure 3: System Architecture 

In the above Figure 3, System architecture is shown. In this figure, it describes simple execution of  proposed 

system. 
 

IV. RESULTS  
 

 
On this form admin Login Into the Application. 

 
Home page of Admin 
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On this form admin manages users. 

 
Admin adds new User into the Application 

 
On this form admin upload files on server. 

Dropdown list contains the keys .admin select the 3 different keys to encrypt the file. 
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On this form admin share a file with user. 

After sharing user get the mail which contains key for decryption and share keys for authentication. 

This is to inform you that this organization share a file with you. Access details as Follows. Secrect Key is 

'hmwhoNoffvOWNqqP' And Authentication keys are 'qlMckNy3  25DrYCKN  D1SMq2Ie  WAZBod2y  

cTDqzO5P  rqPjyLUv  GJMZNMNx  MCpSX7OY deof8tmZ 5du9mzUk'. 

This is the mail content. 

 The secret sharing schemes are  perfect  in the multi cloud environment to provide data security and 

authentication in cloud without the drawbacks of encrypting data and service availability failure due to single 

cloud providers. 
 

V. CONCLUSION 
 

This study is carried out to design single and multi-cloud using secret key sharing algorithm which will result in 

deduction of the cost for the physical infrastructure, reducing the cost entry and execution as well as the 

response time for various associated applications. It also aims at the issues for cloud security and solutions 

provided by Shamir’s Secret Sharing algorithm. The algorithms used, use secure channel to distribute generated 

secret sharing scheme. and use secure channels to distribute shares among themselves. The Shamir's secret 

sharing scheme has enough strong features in addressing the problem of data integrity, confidentiality and 

availability which makes it a better approach to the single service cloud provider. 
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ABSTRACT 
With the rapid growth of online users most of websites, forums and blogs allow customers to post their view 

about a variety of products or services they consumed. This customer reviews can help the organization to 

improve their product quality. And also help other potential customers to understand the opinion of customer 

and help them to make better decisions. These reviews are large in number and difficult to analyze. Manual 

analysis of such large number of reviews is practically impossible. Sentiment analysis is a discipline which 

deals with analysis of such reviews. Aspect based or Aspect level opinion mining is one of the opinion mining 

tasks. In this paper, a feature-opinion (Aspect) based method is proposed to perform sentiment classification on 

a review using the product features mentioned in the reviews and the relevant opinions to the corresponding 

features.  

 

Keywords: Feature Based Opinion Mining, Information Retrieval, Opinion Mining, Product 

Evaluation, Sentiment Analysis 

 

I. INTRODUCTION 

  
A vast number of websites, blogs and forums allow customers to post their opinions about a mixture of product 

or services. These customer opinions are important source of other customers and product manufacturers which 

help them to make better decisions. As the customer reviews expands, it is difficult for users to obtain a 

comprehensive view of opinions of previous customers about various aspects of product through manual 

analysis. But proper analysis and summarization about a particular product review is essential. This has inspired 

research in opinion mining and sentiment analysis to develop methods for automatically detecting opinions, 

emotions and other evaluations from texts. One of the most relevant applications of opinion mining is aspect 

based summarization [1]. Broadly speaking, given a collection of opinion posts, this task is aimed at obtaining 

relevant aspects(such as product features),along with associated sentiment information expressed by 

customers(usually an opinion word and/or a polarity score)[2]. 

Using opinion mining a review can be evaluated at three different levels- at document level, sentence level and 

feature level. When review is evaluated at document level, whole review is classified into either positive or 

negative depending upon the opinion expressed in that review. When review is evaluated at sentence level, then 

each sentence in a review is classified into either positive or negative. Whereas feature level or feature based 

opinion mining gives summary which feature of product is liked or disliked by reviewer[3].  
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Aspects are topics on which opinions are expressed. In the field of sentiment analysis, other names for aspect 

are: features, product features or opinion targets. Aspects are important because without knowing them, the 

opinions expressed in a sentence or reviews are limited use [5].For example, in the review sentence ”after using 

iphone6 , I found the battery  to be perfect for two days”, “battery” is the aspect for which an opinion is 

expressed. Product feature detection is critical to sentiment analysis. 

 

II. RELATED WORK 

 
Previous work on extracting product features from online customer reviews has mainly relied on natural 

language processing(NLP)[1].Part-of-speech(POS) tagging, shallow parsing techniques, and dependency 

grammar have been widely applied to identify both noun phrases that act as potential features and opinion words 

that affect them through syntactical dependencies. Using the double-propagation strategy[5] allows the 

incremental identification of features and opinion words from a predefined initial set(usually a lexicon of 

opinion words).Generally, NLP-based approaches present good precision but low recall figures because they 

depend on the definition of extraction patterns, which are dependent on both the particular language and the 

reviews application domain. 

Opinion mining is a relatively recent discipline that studies the extraction of opinions using Artificial 

Intelligence and/or Natural Language Processing techniques. More informally, it's about extracting the opinions 

or sentiments when given a piece of text. This provides a great Source of unstructured information especially 

opinions that may be useful to others, like companies and their competitors and other consumers. For example, 

someone who wants to buy a camera, can look for the comments and reviews from someone who just bought a 

camera and commented on it or written about their experience or about camera manufacturer. He can get 

feedback from customer and can make the decision. Also a manufacturing company can improve their products 

or adjust the marketing strategies. Opinion Mining needs to take into account how much influence any single 

opinion is worth. This could depend on a variety of factors, such as how much trust we have in a person's 

opinion, and even what sort of person they are. It may differ from person to person like an expert person and any 

non-expert person. There may be spammers. Also we need to take into account frequent vs. infrequent posters 

[6]. 

The paper focuses on the problems of double propagation. Double propagation assumes that features are 

nouns/noun phrases and opinion words are adjectives. Opinion words are usually associated with features in 

some ways. Thus, opinion words can be recognized by identified features, and features can be identified by 

known opinion words. The extracted opinion words and features are utilized to identify new opinion words and 

new features, which are used again to extract more opinion words and features. This propagation or 

bootstrapping process ends when no more opinion words or features can be found. The advantage of the method 

is that it requires no additional resources except an initial opinion lexical analyzer [7].The paper presents a 

method for identifying an opinion with its holder and topic. Opinion holders are like people, organizations and 

countries, i.e. the entity who has given opinion for some product. An opinion topic is an object an opinion is 

about. In product reviews, for example, opinion topics are often the product itself or its specific features, such as 

design and quality as “I like the design of iPod video”, “The sound quality is amazing”. Opinion topics can be 

social issues, government’s acts, new events, or someone’s opinions. The overall steps include identifying 
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opinions, labeling semantic roles related to the opinions, find Holders and topics of opinions among the 

identified semantic roles and storing  <opinion, holder, topic> triples into a Database [8]. 

 

III. SENTIMENT ANALYSIS 
When the buyer purchases any product, then he/she purchase it for some purpose and has some condition in 

his/her mind about the product. For example if buyer wishes to purchase any Laptop, then he/she may have 

specification in his/her mind that the laptop should be low price  but with good battery life, it should be medium 

size and handy, may not concentrate on the color and quality. So, when the customer purchases any product, 

then he/she is having his/her own preferences about features of the product. In Fig.1, reviews of opinions given 

by people, the people use different words/adjectives for giving opinions about the features of any product. If in 

reviews, one person says “Best” about any particular feature of one product and another person says “too good” 

about the same feature of that product, and then there exists difference of opinions. Suppose for that product and 

for same feature, the customer preference is “too good” Then the customer will try to find the number of 

reviews in which the same feature of that product is given “too good”. Finding this statistical data is very 

difficult for the customer. 

 
Fig.1 Product Evaluation 

As given in fig.1, Collect the ideas, suggestions and reviews from various sources and extract the needed 

reviews from all the sources with the help of natural language processing tools. 
 

3.1 Feature Based Opinion Mining 
As stated Earlier, opinion mining can be done at document level, sentence level and feature level. This paper 

focus on feature level/ feature based opinion mining. The major tasks of feature based opinion mining are - (1) 

to discover the products features in review, (2) to decide opinion expressed by the reviewer (positive, negative 

or neutral),(3) summarize discovered information. Some researchers have proposed ontology based feature 

based opinion mining, domain-specific opinion extraction and some other automated techniques for feature 

based opinion mining. The following Fig.2 Explained the steps for feature based opinion mining and 

summarization. 
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Fig 2: Steps for Feature Based Opinion Mining & Summarization 

3.1.1 Review Database 

Reviews are retrieved from different sources and then we can store those retrieved reviews database. Each 

Sources i.e., Websites, blogs, social networks has its own structure. We can extract the reviews from the Web 

crawlers which is also known as spiders or robots, are programs that automatically download Web pages. A 

crawler can accumulate customer reviews by accessing various websites, that can be done either online (as it is 

downloaded) or off-line (after it is stored).After completion of  this task pre-processing is done where 

unnecessary text  is isolated and then reviews are stored into database. 

3.1.2 Part-of-Speech Tagging (POS Tagging) 

The main objective of sentiment analysis is to identify the product features and opinion words (opinion words 

means words which state opinion). And then find polarity of each opinion word. Normally, opinion words are 

adjectives and product features are nouns. Consider following example 

“The size of my mobile is excellent” 

In above sentence, size (product feature) are noun and Excellent (opinion word) is adjective.with the help of 

POS Tagger, each word in review is assigned with separate  tag.The tag will be separately assigned for  noun, 

adjective, adverb, verb, etc., By the end of  POS tagging , nouns are retrieve as product features and adjectives 

as opinion words.  

3.1.3. Feature Extraction 

In this process, extraction of product feature is done in each sentence. Commonly Product features mentioned in 

the customer reviews can be implicit or explicit. Features which are mentioned in a sentence directly are called 

as explicit features and features which are not mentioned directly are called implicit features. For example, 

“Battery Life of a Laptop is less” 

 In this sentence reviewer has mentioned battery life directly so it is explicit feature. It is easy to extract such 

features. Now consider following sentence,  

“This Laptop needs to charge many times in a day” 

In this sentence reviewer is talking about battery of Laptop but it is not mentioned directly in the sentence. So 

here battery is implicit feature. It is complicated to understand and extract such features from sentence. 

3.1.4. Opinion Word Extraction 

Opinion words are identified in opinion word extraction process. If a sentence contains one or more product 

features and one or more opinion words, then the sentence is called an opinion sentence. As mentioned earlier 

opinion words are usually adjectives. 
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3.1.5 Opinion Word Polarity Identification 

In opinion word polarity identification, semantic orientation of each opinion word is recognized. Semantic 

orientation used to identify whether opinion word is expressing positive opinion, negative opinion or neutral 

opinion. 

3.1.6 Opinion Sentence Polarity Identification 

Opinion sentence polarity identification indicates the orientation of an opinion sentence. Consider following 

sentence, 

“This is not good Laptop” 

Above sentence contains opinion word ‘good’ which expresses positive opinion. But sentence expresses 

negative opinion as the word ‘not’ is presented. Hence, there is a need to find the polarity of the opinion 

sentence along with the finding the polarity of opinion word. In order to proceed to the  opinion sentence 

polarity identification, a list of negation words such as ‘no’, ’not’, ’but’ etc. can be prepared and negation rules 

can be formed.  

3.1.7 Summary Generation 

Finally Summary generation is generated after opinion sentence orientation identification process. This 

summary is aspect based product. With the help of information discovered in previous steps summary can be 

generated. Summary can be generated in the form of graphs or tables. A table or graph will give summary of all 

the reviews related to a product. 
 

V.EXPERIMENTAL RESULT 
 

Table 1: Extraction of Customer Reviews 

Product 
Total number of 

customer reviews 
Positive reviews Negative reviews 

Product A 2000 1419 581 

Product B 286 283 3 

Product C 3642 2980 662 

Here, the dataset used in the experiment is downloaded from the Amazon product home page; three kinds of 

products tested in the system are “Product A”, “Product B”, and “Product C”, as shown in TABLE 1. In this 

experiment, we test five individual features for these three products.  
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Fig.3 Extraction of Customer Reviews 
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Table 2: Aspect Based Product Extraction 

Products Size 
Battery 

backup 
Data Speed Price Camera Efficiency 

Product A 132 366 212 282 199 228 

Product B 22 139 3 60 7 52 

Product C 364 789 273 927 391 236 
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Fig.4 Product Feature Extraction 

Here, POS tagged sentences are processed to extract features and the values given to those features. These 

features and values are given rates and stored in opinion database. In Fig.4, battery backup got maximum votes 

for product A and product B.Product C got maximum positive reviews for price. From that we can easily find 

the product feature. After getting these values we can get the percentage of positivity and negativity given to 

product in a particular corpus. 

 

IV. CONCLUSION 
Opinion mining is a new field of study. Feature based opinion mining and summarization is Challenging field 

for researchers. It is useful for individuals as well as for organization.This is important because, in this 

economical world, every customer try to compare multiple products before purchasing. Also the business party 

needs customer opinion about their products to be in the competition and to place improvements in their 

products. This is a recent trend in research also. While the development of the opinion mining tools described 

shows very much work in progress and initial results are hopeful, but still it requires a lot of refinements. Since 

this is a study of sentiments of a person, so it requires a lot of precision. Whenever any person talk about 

something, then the context in which he is talking and how the sentence is formed may change the parsing 

method to catch the exact opinion said by that person. If try to concentrate on one pattern of sentence then there 

may lose any other pattern of sentence from our parsing method. This is a major challenge in front of the 

opinion mining methods. 
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ABSTRACT 
Cloud computing has become an adoptable technology in many organizations. It has changed the complete 

scenario with its vibrant scalability and usage of virtualized possessions as a service all the way through 

Internet. Moreover most of the educational institutions around the globe have become extremely reliant on 

Information Technology to tune-up their big business requirements. Cloud computing will have a significant 

impact on the educational surroundings in the near future.  It is an exceptional substitute for educational 

institutions which are particularly under resources deficiency in order to function their information system 

efficiently without making much expense on computers and other devices. The services of cloud computing are 

increasingly provided using internet technologies in the universities for their staff and students.  

Universities can take the benefits of cloud based applications provided by different service providers and 

facilitate their staff and students to perform various academic responsibilities according to their own 

requirements. Although there are numerous of hazards and challenges are associated with clouds and its 

services. In this paper I will review what the cloud computing and its infrastructure is and what will it provide 

in the education field, especially how it is beneficial in the higher education. In this paper I have also mentioned 

what the different challenges and risks involved in the implementation of cloud computing. There are number of 

countermeasure also to manage these risks and challenges. 
 

Keywords: Cloud Computing, Higher Education, Remote Areas, Saas, Virtualization    
 

I. INTRODUCTION  
 

Cloud computing is the term which means storing  and accessing data and programs over the internet instead of 

individual’s  hard drive. Cloud computing is delivering on demand computing resource from applications to data 

centres over the internet. So we can say that cloud is a service over the internet. A service is a kind of software 

function or ability that is accessible anytime and anywhere via a computer device such laptop, desktop, palmtop 

or mobile phone. Few examples of cloud services are Salesforce.com, Amazon EC2 and Google Apps, wikis, 

emails, blogs. From the user’s point of view a cloud can make all these services available in such a way that user 

need to concerned from where these services are instigated and from where they are running. These services are 

somewhere in the cloud and user can access them at anytime from anywhere and from any device.  
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II. WHAT IS CLOUD COMPUTING? 
 

There seems to be many definitions of cloud computing. A study by McKinsey (the global management 

consulting firm) found there are 22 possible separate definitions of cloud computing [1]. A more commonly 

definition describes that cloud computing is a type of computing that relies on sharing resources rather than 

having local servers, storages, networks or any other personal devices to access and handle the applications. It 

can also be defined as clusters of distributed computers which provide on-demand resources and services over 

the internet. It is a kind of shared IT infrastructure which contains large pools of systems that are linked together 

with each other. Number of virtualization techniques are used to maximize the power of cloud computing. 

Possibly cloud computing is the delivery of computing services over the internet. Cloud services allow 

individuals and businessmen to use software and hardware that are managed by third parties at remote locations. 

Online file storage, social networking sites, webmail and online business applications. The cloud computing 

model allows access to information and computer resources from anywhere that a network connection available. 

Cloud computing provides a shared pool of resources, including data storage space, networks, computer 

processing power, and specialized corporate and user applications. The following definition of cloud computing 

is developed by U.S. National Institute of Standards and Technology (NIST). 

Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management effort or service provider interaction. This cloud 

model promotes availability and is composed of five essential characteristics, three service models, and four 

deployment models [2]. 

 
Figure 1: Cloud Computing and its Usages 

III. CLOUD COMPUTING SERVICES 
 

Cloud computing services are generally falling into three categories or levels. The lowest level is normally 

known as infrastructure as a service (IaaS), the next level upwards is platform as a service (PaaS) and 

highest level of cloud computing service is software as a service (SaaS).  
 

3.1 Infrastructure as a Service (Iaas) 
IaaS is basically the virtual delivery of computing resources in the form of hardware, storage services and 

networking.  Here consumers can rent these basic computing resources such as processor and storage and can 

use them to run their own operating systems and number of applications. IaaS is an on demand service rather 
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than purchasing servers, softwares, data centers space or network equipments, client can fully outsourced these 

services on demand. Amazon’s Elastic Compute Cloud is a good example of IaaS, where many organisations 

are using this infrastructure to run their Linux servers on virtual machines and can scale up the usage as per their 

requirement.  Generally IaaS can be acquired in two sub categories namely public or private infrastructure or a 

combination of both. Public cloud is measured infrastructure that consists of common computing resources 

which means all the computing resources will be shared; further these resources can be set up or deployed on a 

self-service basis. Private cloud is an infrastructure that imitates some cloud computing features like 

virtualization but that can be done on private network not on public network. Some cloud providers have started 

to offer the combination of public/private cloud networks. This combination approach is called hybrid cloud.  

Many companies with a hybrid environment are likely to include IaaS in some form because IaaS is a highly 

practical solution for companies with various IT resource challenges. Whether a company needs additional 

resources to support a temporary development project, an on-going dedicated development testing environment, 

or disaster recovery, paying for infrastructure services on a per-use basis can be highly cost-effective. An IaaS 

provider provides policy based services and is responsible for housing, operating and maintaining the equipment 

it provides for a client. Clients usually pay on a per-use or utility computing basis. Characteristics of IaaS 

include: Automated administrative tasks Dynamic scaling Platform virtualization Internet connectivity IaaS is 

also described as one of three main categories of cloud computing service. 
 

3.2 Platform as a Service (Paas) 
PaaS is a computing platform that allows creating the web application in a quick and easy manner without the 

complexity of purchasing and maintaining the softwares and infrastructure. With the help of this service the 

consumer will be able to install his own applications using a platform specified by the cloud service provider. 

PaaS service is having number of predefined or preconfigured features which can be subscribed by the 

consumer as per the requirement and can be discarded those features which are not required. There are many 

simple packages are available in the PaaS service where there is no specific expertise is required of the 

consumer. The user can go for more advance development with the help of simple infrastructure options 

supplied by PaaS. The consumer need not to bother to manage or control the underlying cloud infrastructure 

which includes network, operating system, servers, storages etc. but he will have full control over the deployed 

applications and doable configuration settings for the application hosting environment. A PaaS provider usually 

gives the possible support in the form of testing and deployment to the developers / consumers from the 

formation of their original ideas to the creation of their required application. Software developers, web 

developers and business analysts can get the benefit from the PaaS. Following are some features that can be 

included in the PaaS service: 

· Network access 

· Database management system  

· Operating system 

· Support 

· Storage 

· Tools for design and development of application. 
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3.2 Software as a Service (Saas) 
SaaS is the highest level of cloud computing service. With the help of SaaS the consumer can access multiple 

software applications over the internet. These software applications are hosted in the cloud and can be used by 

any individual or any organisation as per the requirement. SaaS is often referred as software on demand and 

utilise its features on the basis of rent rather than purchasing it. There were many limitations with the traditional 

system; you need to buy the software then need to install it in your system may be need to upgrade your current 

system configuration to enable to run the software smoothly. Further software license may limit the number of 

users and so on. With the help of SaaS service the user will only subscribe to the software rather than buying it 

and this subscription is usually on a monthly basis. So if I say that SaaS means you do not need to have a 

powerful system to do powerful things, will not be wrong. The user can not only use the software application 

rather he can store the data in the cloud as well, just he need a web browser to access these applications. The 

data entered by the user will be stored in the cloud rather than storing on the individual’s machine. SaaS is 

rapidly growing in the market which indicates that this service will soon become the commonplace within every 

industry and organisation.[3] Google, Twitter, Facebook and Flickr are the good examples of SaaS. 

There are number of reasons why SaaS is beneficial to the organisations and individuals:  

1. No additional  hardware cost 

2. Usage is scalable 

3. Updates are automated 

4. Cross device compatibility 

5. Accessible from any location 

6. Applications can be customized and white labelled 

7. No initial setup cost 

8. Pay for what you use 

Office software is the best example of SaaS. 

 
Figure 2: Cloud Services Stack 

IV. OPPORTUNITIES OF CLOUD COMPUTING IN HIGHER EDUCATION 
 

If I will talk about the education especially higher education, the cloud computing is serving so many 

opportunities in this field which we could never see before. Cloud computing is having many advantages and 

benefits over the traditional system. There are few educational institutes those are using the cloud services in 
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their day to day operations but still there are many others those are utilizing its benefits. Following are some 

advantages of cloud computing in higher education.  
 

4.1 Cost Saving 
Few colleges reported that after deploying the cloud services in their campus they have achieved number of 

benefits. 65% cost reduction over the traditional deployment where as 55% cost saving over the useful lifetime 

of the solutions. Not only this they have achieved remarkable user satisfaction and significant decrease in the 

time amount of IT management. This is particularly very clear where the services such as email is being offered 

free of cost by external providers then there is no need to have any personal infrastructure or setting up the 

hardware at the college level. Colleges / universities have to pay per use to the cloud provider rather than having 

the burden of underutilized hardware of software resources. 
 

4.2 Rapid Elasticity and Scalibility  
Many distance learning institutions offer several video learning programs which are known as video learning 

streaming (LVS). However earlier this course was offered to very few number of students by the institutions due 

to lack of hardware and software resources at the institution end. To offer such type of course they need to have 

very expensive set up for the video lectures and so on. For example if any faculty want to share any of his idea 

and new innovation with the student it was next to impossible to have interaction with students online. But with 

the help of cloud computing these types of tasks have become very easy for the faculties and students as well. 

Institutions do not need to have costly infrastructure and hardware setup at their end rather they can use different 

cloud services for their students. 
 

4.3 Enhanced Availability 
Availability of the cloud services are definitely higher to the students are compared to the college/university’s 

computing service department. There will be less downtime for the students to access their data and making 

assignments and important lecture notes. Google offers 99.9% availability to its educational applications which 

are used by number of students and faculties. Students can learn better and without the time boundary for their 

creative projects and practical assignments. The benefit is not only for students rather than it has a great help for 

faculties also. Lesson plans, lab practicals, student attendance, student grades, power point presentations, lecture 

notes, assignments and much other study material can easily be uploaded and can be accessed by students at any 

point of time.  Student’s parents can also see the performance of their ward at any point of time without to come 

and meet the faculty member.   
 

4.4 Reallocation of Resources 
As I have already discussed that cloud computing moves the load of technology set up and its maintenance to 

cloud providers, so the campus IT staff can focus on developing new and innovative instructional solutions and 

can provide more help to faculty/staff and students. There are many areas where faculty members required 

having help from IT staff. First, IT staff can help the faculty members to move more on online and mobile 

instructions in their course. Faculty members can use the LMS tool to increase the effectiveness and efficiency 

for the instruction purpose. They can online attendance system so that proxy can be stopped. Second, faculty 

members can use online conferencing tools (Blackboard Collaborate, Webex) to give more personal attention to 

students. Third, IT staff can help faculty members to learn new technical tools of Web 2.0 (blogs, wikis) so that 
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faculties can use these tools in their course and can improve the standard of learning and teaching. With the use 

of several cloud computing services we can improve our learning experiences and performance as well. 
 

4.5 End User Satisfaction 
Apart from the better availability there is a range of new applications which are provided to the user free of cost. 

These tools are available on user’s mobile also. Companies like Google and Microsoft provide these innovative 

tools to users’ for their day to day operations. User need to purchase or install these tools like office applications 

in their laptop or desktop they can simple use them. Moreover students need to bother about the storage of their 

data also because it is not getting stored on any individual’s part rather it is stored on cloud which can be 

accessed anytime anywhere are per the requirement. There is no constraint to access the data as far as device is 

concerned. User can access his data from his mobile, laptop and from desktop as well. HTML5 technology will 

allow user to work offline also when the internet connection is intermittent.  There lot many other things to do 

with the technology which may not be possible due to time and resources constraint. But with the help of cloud 

services we can think of to do that also. So, the end user satisfaction can be achieved by cloud services. 
 

4.6 Concerntration on Core Education 
If I will talk about the education system in past years then most of time institutions were busy in setting up their 

IT infrastructure, setting up the computer labs, managing IT staff and their day to day need. It was the main 

cause due to which faculty members were not be able to give attention or concentrate on the core studies of the 

students. All the time there was fight for IT resources. Because of this reason students were not able to make 

themselves practically sound to fit in the industry. Cloud computing has solved all these problems now faculties 

need to worry about the core IT resources they have to just concentrate on the studies of the students and let 

them to go for new innovations and research. I have seen major changes in student’s work and their 

understanding. They can now easily and effectively use the different technologies for the research purpose 

which is really a good sign for the future generation. 

 
Figure 3: Qualities of Cloud Services in Education 
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V. CHALLENGES AND ISSUES OF CLOUD COMPUTING IN HIGHER EDUCATION 
 

Cloud computing is a new paradigm which is intimidation to some individuals in institutions.  The individual 

has the fear that the services provided by him to the university will be outsourced. Thus some risks may be more 

the perception than the reality.  
 

5.1 Data Security 
The major concern is about the security of data. Institutions may think that their data are more secure on their 

private network rather than the public network. Transferring the data to the third party for the hosting in a 

remote data centre will definitely will not be under their control. The most important concern of the institution is 

that there may be a breach of confidential data which involves student, faculty, staff and any other member. 

European Union has introduced strict data protection laws for storage of personal data to some countries with 

which the agreement has also signed. Some cloud providers are giving the guarantee in their contract that 

personal data of any institution will only be stored in some particular countries.   
 

5.2 Unsolicited Advertising 
Another risk is that cloud providers may target the users with unwanted emails and advertising.  Students and 

faculties may receive number of offers and other unfair material on their emails. This is totally illegal. At times 

it has seen that cloud providers may further outsource the data for some functions to those countries that have no 

or little legal privacy protection which may harm the end user. Educational institutions are having very 

confidential data which should not be outsourced at any cost.  This is one of the major cause when the colleges 

and universities are not approaching for the cloud computing services. Some of the cloud providers are giving 

their services at low cost but they don’t give any kind of assurance to the consumer. 
 

5.3 Failure of Cloud Service 

While using the cloud services it will be clear to the institution that everything will be done by the cloud 

provider. What will happen the services are not performing well or they are failure to produce the performance? 

The consumer will not be able to easily recognize the problem because all the data are already hosted to third 

party. This way their entire work may suffer. For example there is an examination in the university and the roll 

number of the student is only available online; what if the cloud service is not working that particular day due to 

some reason? Will student not be able to sit in the examination? Will he lose his one year? Such risks are 

actually threatening the institutions for not to trust on cloud services.  
 

5.4 Lock-In 
There are some companies like Microsoft and Google are allowing institutions to co brand their products.  There 

is always a risk for any institution to associate so closely with any company. The institution will become 

“locked-in” to the products of a particular provider. Providers may make claims about the interoperability of 

their products and may transfer the data from one system to another system for their personal benefit. The 

institutions who have started their initial educational process with cloud system may find it more difficult to 

migrate. The cloud provider may increase the charges at any point of time even without prior intimation to the 

consumer. This way the entire system of the institution may be at stack and may not work properly which will 

affect the student and other stakeholders. 
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Figure 4: Challenges in Cloud Computing 

 

VI. COUNTERMEASURES OF CLOUD COMPUTING IN HIGHER EDUCATION 
 

The previous section of this paper was focusing on risks and challenges in cloud computing. When there is a 

question to implement it definitely the major concern is security. In this section I will explain some counter 

measures which can be taken to avoid the risks of cloud computing. Though in context to IT security, rarely 

there are all countermeasures to handle all types of risks. According to an article published by the Educause 

("nonprofit association whose mission is to advance higher education by promoting the intelligent use of 

information technology") from 2005 to 2011, the main concern of security was in the fourth issue in the field of 

Information Technology (IT) [4]. 
 

6.1 Security of Saas 
Cloud providers are providing many services to their consumers. SaaS is one of the most important service in 

the cloud computing. It is suggested to the educational institution that before accepting any service model by the 

cloud provider, they should be aware of security of data and their selling policies. Before using the services 

provided by CSP (Cloud Service Provider) they can simply block the unwanted access of data. Institutions can 

make sure that cloud provider should only have access to that data which is the part of the agreement, not any 

other data of their domain. Many institutions are using software as a service in their campus without having 

much knowledge of accessing of data. So it is always a good practice that before implementing or using any 

service they should have depth knowledge of the services provided by the cloud providers. 
 

6.2 Trusted Computing Platform and Environment  
Platform attestation is a mechanism by which a computing platform gives the proof to third party that it is 

trusted. In this process a system’s capability will be judged or checked by those system/s with which it is going 

to interact. After this process it will be sure by the institution that this particular cloud provider is trustworthy or 

not. This should also be checked by the institution that there should not be multiple providers; data should not 

travel from one provider to another provider. The computing environment used by the cloud provider should be 

trustworthy and it should properly be checked by the institution on its own. 
 

6.3 Surveillance Team With in the Institution 
Another countermeasure which we can have in the institution to defeat the risk in cloud computing is to form a 

supervision committee A surveillance team can be formed to provide guidance and care about the security 
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strategies of the institution. This committee shall define all the roles and responsibilities of the security functions 

to the other member of the institution. They should teach the security awareness programmes to faculties, 

students and other staff members. They can help them to understand the vulnerabilities to threats. The team can 

discuss about the social engineering attacks which can slow down the respond to possible security events and 

can cause the lot of financial loss to the institution. This team should be responsible to implement the different 

firewalls in the system and tell the importance of these firewalls to other members also. There should be a 

security alert so that if any point of time any data tampering takes place the institution or the surveillance team 

be alarmed.  
 

6.4 Legal Contract with Cloud Service Provider 
An educational institution must ensure that there should be a legal contract between them and cloud provider. 

That contract should have sufficient provisions to ensure that data is well protected. Even when the data is 

outsourced to the external party the backup should be with the institution, because the primary responsibility of 

that data is of the institution. If anything happen dot that data it just not only harm the reputation of cloud 

provider rather it will spoil the reputation of that institution also. So while outsourcing the data it should be 

ensured by the educational institution that their data is secure and provider is taking adequate care of the data. 
 

6.5 Biometric Mechanism  
While implementing the cloud computing in the college or university it is assumed that all the lecture notes, 

power point presentations, pdf and other study material is uploaded on the internet by the faculty members so 

that students can take benefit of it anytime anywhere. But institutions are always have one major concern that 

the study material or any research made by one faculty member can be seen by number of other persons who are 

not the part of their organisation. The solution of this problem is to implement the biometric mechanism which 

is very useful nowadays. During the registration phase user’s physical or personal individuality such fingerprint, 

voice recognition, iris recognition will be stored in the database. So while accessing the data from the database 

these characteristics will compared and if matched then only the contents will be provided to the user. 
 

6.6 Reputation of Cloud Service Provider 
Prior to engaging education with the cloud provider, an educational institution must do some diligence on the 

provider and check what is the reputation of cloud service provider in the market? They have to make sure that 

provider should have good record and reputation of providing the services in the other institutions as well. CSP 

should provide good security policies and practices. The institutions should ask few questions to the provider 

like how their data will be stored, how the data will be protected, where the data will be stored, as data can be 

stored in that country where it can be accessed by the government without sufficient limitations. 
 

6.7 Legal Contract with Cloud Service Provider 
An educational institution must ensure that there should be a legal contract between them and cloud provider. 

That contract should have sufficient provisions to ensure that data is well protected. Even when the data is 

outsourced to the external party the backup should be with the institution, because the primary responsibility of 

that data is of the institution. If anything happen dot that data it just not only harm the reputation of cloud 

provider rather it will spoil the reputation of that institution also. So while outsourcing the data it should be 

ensured by the educational institution that their data is secure and provider is taking adequate care of the data. 
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VII. CONCLUSION 
 

Cloud computing is an emerging computing paradigm which is growing very rapidly. It can help societies and 

nations to transform the education. A whole world is now available to students and teachers through cloud 

services which were never experienced before. It was discussed in this paper how educational institutions can 

take the benefit of cloud computing and its services to fulfill their complex operations which will automatically 

reduce the cost and provide more powerful functional capabilities. Basically cloud computing will enable 

learners to come out from the walled classrooms and explore the whole world. There is a great benefit for the 

institution’s IT staff of the cloud, which will take away the extra burden of maintenance of hardware and 

software set up. There are number of factors like scalability, portability, payment per use model, managing the 

risks and maintaining the security, efficiency, anytime access, and 24x7 alive and many other features represents 

the positive face of cloud computing. We should conduct a survey in the different private and government 

universities, colleges and other educational institutions to collect the required data for the use of cloud 

computing. This may help use to review the current status and possible considerations to adopt the cloud 

computing technology. Definitely there are some challenges and risks are involved in the implementation of 

cloud and its services. But they can be very well handled and managed with the experience. So the educational 

institutions may and should take the decision to move on to cloud computing for the new innovation and the 

betterment for their student’s future.  
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ABSTRACT 
Leveraging data in innovative ways offers businesses unparalleled opportunities to understand and respond to 

the needs of a rapidly moving and changing market. Yet as an increasing volume of data from ever-growing 

numbers of sources pours into data centers, today’s enterprise is just as likely to drown in its data as it is to 

harness it for a strategic market advantage. 

The sheer volume of data—terabytes and increasingly peta bytes of information—suggests why managing and 

analyzing it is a challenge. It’s no longer efficient for data warehouses (DWs) to manage single, homogenous 

workloads. Business analysts need access to a wide variety of data, in real time, for diverse uses such as 

standard and specialized reporting, online analytical processing(OLAP), advanced analytics such as data 

mining and data marts, and staging for detailed or real-time data sources. The strategic requirement for real-

time data warehousing also adds online transaction processing (OLTP) workloads to the mix, furthering the 

strain on existing infrastructures. 
  

I. INTRODUCTION 
 

Data could be managed and stored in various in method and ways, of which cloud computing is being best and 

highly useful. Quantity of data along with quality is of vital importance when it comes to data storage and 

maintenance through cloud Computing. In this paper the focus is on, how to use cloud computing in data 

management “. 

With so much data being used in so many ways, the IT infrastructure has to accommodate constantly fluctuating 

demands on processing and storage. Traditional distributed approaches to infrastructure and architecture lack the 

flexibility required to maintain processing speed and scalability. As a result, IT organizations end up spending 

precious time and resources building up and reallocating excess capacity to support shifting workloads. Thus 

need not to mention the vital possibilities of cloud computing in data management. 

IT organizations must become more effective at meeting the challenge of deploying, scaling, and responding to 

business requirements faster than ever before—all the while maintaining or preferably cutting costs. In order to 

meet these demands, data centers are looking at cloud computing as a way to deliver the necessary flexibility, 

scalability, efficiency and speed. Because cloud computing is based on pooled computing resources and the 

ability to rapidly provision and elastically scale capacity, it is well suited for environments with high data 

growth and highly variable processing workloads.  
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“Many data centers are migrating toward the cloud, or at least a cloud-like model, so that they may take 

advantage of the pooled resources that form the fundamental core of cloud computing,” says Rex Wang, vice 

president of product marketing at Oracle. “By pooling or sharing resources across multiple applications, cloud 

delivers the efficiency and increased flexibility data centers require to help the business be market-competitive. 

For data processing and analysis, having a shared, standardized, and consolidated database architecture for all 

DW and OLTP workloads is an effective strategy.” 
 

II. BENEFITS OF CONSOLIDATION IN DATABASE ARCHITECTURE 
 

Shifting to a cloud model enables IT organizations to recover and re-allocate resources on the fly as workloads 

shift and temporary structures like data marts go in and out of use. To support this move, however, they need to 

consolidate applications and databases onto a shared, pooled architecture, either by leveraging the public cloud 

or by creating a private cloud using on-premises infrastructure. 

Consolidation can be done at two levels: onto shared hardware infrastructure and onto shared and standardized 

platforms. This choice will both drive and be driven by strategy. 

At the infrastructure level, organizations can consolidate by sharing hardware through virtualization, reaping 

benefits such as lower hardware, power, cooling and data-center costs. However, consolidation at the 

infrastructure level does nothing to reduce the cost and complexity of the heterogeneous application and data 

siloes running on top of virtualized servers. Addressing this more fully will require standardization and 

consolidation at a platform level, creating a single database architecture capable of handling both data 

warehousing and OLTP workloads across the enterprise. This further boosts IT productivity, agility and 

responsiveness to business needs and shifting market conditions.  

This consolidation prepares organizations for ongoing data growth by ensuring ample capacity for new users 

and applications. It also enables IT organizations to develop and deploy new applications faster for more timely 

responses to workload fluctuations, whether that means rapid long-term growth or sudden spikes in activity. In 

addition, consolidation facilitates faster, simpler backups and lowers the overarching storage cost through 

improved data compression. 

Finally, consolidating workloads in the cloud delivers dramatic cost savings by minimizing the human costs of 

IT systems management. Consolidating many databases into one reduces IT costs as the organization’s need for 

database administrators, vendor support, and time allocated to upgrades and patches is greatly reduced if not 

eliminated all together. With fewer databases to maintain, IT can now operate more efficiently—and hold the 

line on labor costs at the same time. 
 

III. CHOOSING A SOLUTION 
 

To generate these benefits, IT organizations must look for a solution that combines a wide array of features. 

Here’s a checklist of what to look for: 

· A single integrated platform that combines servers, low-latency storage, high performance networking, and 

intelligent software for rapid deployment and scalability as well as easy interoperability with minimal 

performance tuning requirements. 

· Extreme performance for all workloads including data warehousing, OLTP and mixed workloads, to ensure 

fast access to larger volumes of data so more data is available for more purposes in less time. 
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· An archival mode optimized for space, to maximize server and storage space and deliver significant storage 

capacity at extremely low cost, lowering the total cost of ownership (TCO) on existing hardware and 

limiting the size and frequency of future storage purchases. 

· Ease of implementation, to maximize return on investment (ROI) by freeing IT resources to focus on 

strategic efforts rather than database maintenance.  

· A resource manager to manage workloads, to allow IT to set a minimum level of input and output for each 

database and the workloads within them, making it easier to guarantee service levels and ensure consistent 

performance. Properly implemented, a solution with these attributes and features can deliver rapid ROI and 

low TCO while providing end users with significantly faster results against the consolidated database.  
 

IV. IMPLEMENTATION AND BEST PRACTICES 
 

Before an organization implements a cloud-based database solution combining DW and OLTP data, it should 

determine whether the move makes practical sense. Given that such a move is usually driven—at least 

initially—by potential cost savings, IT should examine the application portfolio to establish how many 

applications can effectively be migrated to a standardized database architecture. If enough applications (or, at 

minimum, the most business-critical applications) qualify, IT should compare the current cost of operating the 

application portfolio against the ROI and TCO during and after consolidation.  

In most instances, IT managers will favor consolidating DW and OLTP data onto a single, standardized 

database platform. These best practices will help guide them through the process. 
 

4.1 Infrastructure 
A pre-engineered solution quickly eliminates the design, integration and configuration work needed to deliver a 

database cloud with extreme performance, consolidation efficiency, and integrated cloud management. With 

hardware and software engineered to work together, IT can move past cumbersome, time-consuming design and 

testing and move directly to deployment—so IT can move on to other urgent business needs. 
 

4.2 Data Migration 
Much of the data migration process involves converting data into a single format at the database level. The 

approach depends on the data formats generated by source systems. If the contents of different databases do not 

need to be or should not be combined for operational or security reasons, they can be migrated separately to a 

single virtualized server. However, for a true, consistent, 360-degree view of data, schema consolidation may be 

used to convert all source data into one standardized format before loading it into a shared database.  
 

4.3 Maintaining the Converged Environment 
As consolidation reduces the overall hardware, power and cooling costs, it also reduces operational complexity 

by enabling IT to eliminate the hodgepodge of different management tools and methodologies for different 

components in the data center, replacing them with a comprehensive and integrated lifecycle approach that 

extends across the entire database cloud. Maximize efficient performance and simplify management of the 

newly consolidated database by implementing a single uniform backup routine, disaster recovery strategy, 

update and patch schedule, and monitoring and management processes. 
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V. CONCLUSION 
 

The best way to reap all the rewards of a cloud-based data center is to apply these best practices to an 

affordable, high-performance solution capable of handling both DW and OLTP workloads. One such solution is 

Oracle Exadata Database Machine, a complete, easy to deploy, pre optimized and preconfigured package of 

intelligent software, high-performance servers, low latency storage and high speed networking capable of 

delivering extreme performance for all database workloads and maximizing storage capacity.  

By consolidating databases in a private cloud with Oracle Exadata, organizations can achieve dramatic 

performance improvements and cost savings like these: 

· A leading Australian bank consolidated over 300 applications for a 50 percent reduction in operating costs 

and an increase in server utilization from 15 percent to 80 percent, achieving breakeven within the first 

year. 

· A global financial services firm consolidated more than 60 applications onto a standard Oracle Exadata 

platform, reducing costs by more than 50 percent while consuming 57 percent less power. 

· Another well-known bank leveraged database consolidation to achieve a 35 percent reduction in both 

operating costs and project costs while decreasing power consumption by 44 percent over four years. 

According to Wang notes “Consolidation may be driven initially by cost savings,” “But once you’ve 

consolidated and standardized at the database level, you have a compelling, powerful asset: a platform on which 

you can innovate and build new business capabilities more readily.  Thus to conclude – ‘Oracle Exadata is best 

platform for database consolidation and database clouds.’ 
 

REFERENCE 
 

[1]. www.oracle.com/us/.../database/cloud-computing-guide-1561727.pdf 

[2]. http://www.computerworld.com/resources 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                        ISBN: 978-81-931039-3-7 

1400 | P a g e  

AN ENHANCED DETECTION OF MASKED 

REPLICATION ATTACK IN WIRELESS SENSOR 

NETWORKS 
                                        Somesh Pal1 , K. Vinay Kumar2 

1PG Scholar, 2Associate Professor, Dept. of CSE,  

National Institute of Technology Karnataka, Surathkal, Karnataka, (India)    

 

ABSTRACT 
Wireless sensor nodes are very tiny battery powered and lack of hardware support for tamper resistance. They 

are often deployed in unattended environments, so the sensor nodes are vulnerable to various kinds of attacks. 

An adversary can easily enter into the network, deploys different types of malicious activities into the network. 

Firstly, adversary captures random node into the network and extracts the credentials from that node and 

launch many insider attacks within the network. Node replication attack is one of the most dangerous threats 

through which an adversary creates many clones and extracts secret contents of the captured node. The replicas 

are then placed by an adversary at a certain position. A special case of node replication attack which is more 

harmful when the neighbors of a clone node are compromised, so the detection process of node replication 

attack is unable to detect the malicious clone node as it gets sheltered by its neighbors. There exists a detection 

process of this attack which basically monitors the neighbors of the clone node that it is misbehaving, but this 

solution cant solves the problem when the clone node sends the fake location claim to its neighbors or when 

monitor node misbehaves or compromised. This paper presents the complete solution for misbehaving of the 

claimer node and monitor node to make the detection process at global level. 

 

I. INTRODUCTION 
Sensor networks contains a number of sensor nodes which are very tiny battery powered, useful in several 

applications, like environment monitoring and object tracking etc. Unattended nature of this networks and nodes 

are not equipped with tamper-resistant hardware leverage the adversary to [1] captures and compromises the 

sensor node, fabricate many replicas of that node and extracts the credentials from that node and launch many 

insider attacks within the network. 

A special case of node replication attack called masked replication attack is more injurious form of node 

replication attack. In this attack, reporter nodes are compromised so it either forwards fake ID to the witness 

node or not forward any traffic. There is a mask created by the neighbor nodes and clone node gets sheltered 

inside it. The detection process of masked replication attack is based on watchdog mechanism such that there is 

a monitor node which monitors the behavior of the reporter nodes. The monitor node checks the packet 

alteration by reporter nodes by watching the network traffic. Monitor node sets a time quantum t in such a way 

that monitor node will wait t unit time after getting the location claim from claimer node, after timeout it 

triggers an alarm and sends the misbehavior of the reporter node to the witness node. In that way, monitor node 

reduces the misbehaving rate of the reporter node. 
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According to the problem in masked replication attack, detection scheme should be designed when any node 

may be compromised in WSN network. We can apply the compromised node detection algorithm proposed by 

[2] It has two parts, firstly in the initialization phase nodes communicates with neighbors. Finally, packet arrival 

time checks by its neighbor. If it’s out of the range send alert to the base station. Based on the transmission time-

buffer base station decides the compromised node. For secure communication between each node in claimer 

reporter-witness based framework, Threshold cryptography for sharing message and Chinese Remainder 

Theorem for verification of route and authentication [3]. But such type of computationally intensive algorithm is 

infeasible for the tiny devices. Key pre distribution scheme is the best solution for secret communication in 

WSN. So for encrypting data between communicating sensor nodes shared secret keys are required. 

There are several pre distribution scheme have been proposed for secret communication between the nodes.[5] 

launched the q-composite key pre-distribution. Pair wise keys will be set up between the nodes if at least q no of 

common keys shared between them. [5] proposes SPINS architecture where each node in the network will share 

their secret key with base station. Two sensor nodes use the base station as a third party to establish the secret 

key between them. [6] proposes a scheme where a group of n node for computing a common key. This scheme 

mainly focuses on communication costs. 

 

II.   RELATED WORK 
B.Parno et al. [4] have introduced two distributed algorithms for the detection of clone nodes in wireless sensor 

networks. The first protocol is called Randomized Multicast (RM) which distributes location claims to a 

randomly selected set of witness nodes. The Birthday Paradox predicts that a collision will occur with high 

probability if the adversary attempts to replicate a node. Their second protocol, Line- Selected Multicast (LSM), 

exploits the routing topology of the network to select witnesses for a nodes location and utilizes geometric 

probability to detect replicated nodes. In RM, each node broadcasts a location claim to its one-hop neighbors. 

Then each neighbor selects randomly witness nodes within its communication range and forwards the location 

claim with a probability to the nodes closest to chosen locations by using geographic routing. At least one 

witness node is likely to receive conflicting location claims according to Birthday Paradox when replicated 

nodes exist in the network. In LSM the main objective is to reduce the communication costs and increase the 

probability of detection. Besides storing location claims in randomly selected witness nodes, the intermediate 

nodes for forwarding location claims can also be witness nodes. This seems like randomly drawing a line across 

the network and the intersection of two lines becomes the evidence node of receiving conflicting location 

claims.  

The preliminary version of this paper presents the first distributed detection algorithm for mobile networks 

based on a simple challenge-and-response strategy. Nevertheless, its detection effectiveness is vulnerable to the 

collusive replicas. Thus, Yu et al. propose exploitation of the mobility pattern to detect the collusive replicas. 

Unfortunately, their storage requirement is linearly dependent on the network size and is not scalable. Ho et al. 

[10] propose a centralized detection algorithm for mobile sensor networks using Sequential Probability Ratio 

Test (SPRT). Intuitively, by having each node send the location of each encountered node, the base station can 

check if there is a node appearing at two distant locations with a velocity exceeding the predefined limit. If such 

a node exists, it is very likely to be a replica. Nevertheless, practically there could be some errors in the node 

speed measurement, leading to either false positives or false negatives. To avoid the above false judgment, the 

method in [10] checks whether the estimated speed of a specific node can conclude that is a replica with the aid 
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of SPRT. Essentially, SPRT is a specific sequential hypothesis test with null and alternative hypotheses. The 

purpose of SPRT is to determine which hypothesis should be accepted with the consideration of a sequence of 

observations. In the case of replica detection, null and alternative hypotheses correspond to the node is not a 

replica and the node is a replica, respectively. The BS using SPRT continuously receives a stream of the 

estimated speeds of a specific node. Based on the decision principle of SPRT, the BS can make an accurate 

decision on whether the node under consideration is a replica even though some of the measured speeds are 

erroneous. The effectiveness of the method in [10], however, relies on the involvement of the base station, easily 

incurring the problems of single-point failure and fast energy depletion of the sensor nodes around the base 

station. 

Conti et al. [1] have proposed a Randomized, Efficient, and Distributed protocol called RED for the detection of 

node replication attack. It is executed at fixed intervals of time and consists in two steps. In first step a random 

value, rand, is shared between all the nodes through Base station. The second step is called Detection phase. In 

the Detection phase each node broadcasts its claim (ID and location) to its neighboring nodes. Each neighbor 

node that hears a claim sends (with probability p) this claim to a set of pseudo-randomly selected network 

locations (g). The pseudo random function takes as an input: ID, random number. Every node in the path (from 

claiming node to the witness destination) forwards the message to its neighbor nearest to the destination. Hence 

the replicated nodes will be detected in each detection phase. 
 

III. DRAWBACKS OF EXISTING SOLUTION 
In this attack, reporter nodes are compromised so it either forwards fake ID to the witness node or not forward 

any traffic. There is a mask created by the neighbor nodes and clone node gets sheltered inside it. The detection 

process of masked replication attack is based on watchdog mechanism such that there is a monitor node which 

monitors the behavior of the reporter nodes. The main mechanism of monitor node is to watch the network 

traffic between reporter node and witness node. The monitor node checks the packet alteration by reporter nodes 

by watching the traffic. Monitor node sets a time quantum t in such a way that monitor node will wait t unit time 

after getting the location claim from claimer node, after timeout it triggers an alarm and sends the misbehavior 

of the reporter node to the witness node. In that way, monitor node reduces the misbehaving rate of the reporter 

node. In the existing detection process it is assumed that monitor node is not compromised. If monitor node 

misbehaves, it is necessary to extend the idea of detection of reporter’s misbehavior. Secondly, claimer nodes 

collaborate with reporter nodes and alter their location or claimer node forwards the location claim by fake ID’s 

then monitor node cannot detect the alteration of the location because it only monitors the compromised reporter 

node.  

In the previous solution of masked replication attack we have considered that the monitor node which works as 

a watchdog for hearing the misbehavior of reporter node is not compromised. In that case, detection process 

fails for the misbehaving of the monitors. 

The three major drawbacks of the existing detection process is as follows: 

· In case of Colluding adversaries can provide multiple authenticated ids to compromised node. 

· Claimer can send fake location ID to Compromised Reporter. 

· When monitor node misbehaves. 
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Fig 1: Existing MRA Detection Technique 

 

IV. ENHANCED DETECTION TECHNIQUE 
To solve the problem of the existing solution, Firstly, in the claimer reporter witness based framework detection 

of compromised node algorithm [2] will be applied to the network. So, Initially it will filter out the 

compromised node with high probability. New node will be added if it is authenticated and not compromised. 

For secure communication between the each sensor node Random pre distribution scheme is the solution where 

shared secret keys generated for secret sharing of the messages between the nodes. So, it prevents 

eavesdropping and colluding attacks. Watchdog is the monitoring technique to detect nodes misbehavior. In this 

technique every node in the network overhears the communication of neighboring nodes [9]. Suppose sensor 

node A intends to send message to C which is not in its communication range. Firstly, it will send to node B 

then B forwards to C. Let Sa be a set of sensor nodes that overhear the communication from A to B and Sb be a 

set of sensor nodes that overhear the communication from B to C. We can select watchdogs of B, common 

between the sets Sa and Sb. It is clear that nodes which belonged to the common region is able to capture both 

messages and trace malicious node by watching the incoming and outgoing packets. The proposed solution is 

that, several nodes in the network acts as a watchdog for claimer-reporter witness framework which will detect 

the error code while communicating. It will check that the claimer node changes the location ID or not. For the 

monitor node, watchdog checks whether it is working as per its behavior and by tracing the incoming and 

outgoing packets checks any content of the message modified or not. 

An enhanced RED protocol TKRED [10] is used which is nothing but a pseudo-random function that runs on 

each node taking current time as seed. In phase 1 intermediate seed is concatenation(XOR) of current time and 

claimer ID. Then the seed, claimer-ID as arguments of pseudo-random functions. Pseudo-random function 

decreases computational and the communication costs. As system changes key at certain interval of time and 

time is here the security key so even if attacker gets one key, after certain time no longer key will be used. 

Instead of using rand as argument of pseudo-random function used in RED protocol, we are using seed here for 

finding witness locations. 
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Fig.2 Embed Watchdog Mechanism 

 

V. ALGORITHM  
nodeid = Node id of the Network.  

nodeloc = location of the Node. 

prkey = Private Key of the Node. 

pubkey = Public Key of the Node. 

nodetime = Current Time of a Node. 
 

5.1 Algorithm for Claim Broadcasting 
1. locclaim <== ( nodeid, isClaim(), nodeloc, nodetime ) 

2. claimsigned <== ( locclaim, prkey(H(locclaim)) ) 

3. bm <== ( neighborOf(nodeid : ( nodeid, neighborOf(nodeid, claimsigned )) 
 

5.2 Algorithm for Receiving Message m 
1. if(isClaim(m)) then (Probability: p) 

2. ( nodeid, neighborOf(nodeid), claimsigned ) <== m 

3. (locclaim, signature) -->   claimsigned    

4. if bad signature then discard m 

5. else if incoherent location claim then 

6. (nodeid, nodeloc, nodetime, claimsigned) <== locclaim 

7. end if 

8. seed <== time(0) || IDclaimer 

9. locations <== pseudo rand(seed; IDclaimer; g) 

10. //otherwise forward the claim 

11. for all i locations do 

12. a ==>  (nodeid, i, isFwdClaim, claimsigned) 

13. end for all 

14. else if isFwdClaim(m) then 

15. ( nodeid, neighborOf(nodeid), claimsigned) <== m 

16. (locclaim, signature) <== claimsigned 
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17. if bad signature(signedclaim) then discard m 

18. else 

19. (nodeid, nodeloc, nodetime, claimsigned) <== locclaim 

20. if detectClone(memory, nodeloc , nodetime ) then 

21. trigger revocation procedure for nodeid 

22. else 

23. store fwdClaim in memory 

24. end if 

25. end if 

26. end if 
 

5.3 Algorithm for Monitor Node 
1. if isClaim(m) then 

2. Run Recieve message Procedure 

3. else if isFwdClaim(m) then 

4. LookUp List Neighbours (nodeid ) 

5. else 

6. trigger masked attack procedure for nodeid 

7. end if 

It is assumed that the routing will deliver a message sent to a network location to the node closest to this 

location that the routing protocol will not fail that message forwarding is not affected by dropping or wormhole 

attacks (for these kinds of attacks a some solutions can be found to test the protocols, we assume that the 

adversary has introduced two nodes with the same ID in the network. Clearly, if the adversary introduces more 

replicas, the task of detecting the attack is actually easier. 

The set of witness nodes is selected using the Pseudorandom function. This function takes in input the ID of the 

node, that is the first argument of the claim message, the current rand value, and the number g of locations that 

have to be generated. Using a pseudo-random function guarantees that, given a claim, the witnesses for this 

claim are unambiguously determined for a given protocol iteration. Time synchronization is used by nodes to 

discern between various iterations. Each node signs its claim message with its private key before sending it. The 

nodes that forward the signed claim towards destination are not required to add any signature or to store any 

message. For each received claim, the potential witness node: Verifies the received signature. checks for the 

freshness of message. Indeed, it could be just a reply of an old message. This check is performed verifying the 

coherence between the time inserted in the message by the claiming node and the current time. 

 

VI. SIMULATION AND DISCUSSION 
In designing a protocol for the detection of masked replication attacks, a major issue lies in the selection of 

witnesses. An adversary is able to subvert the nodes and the attack goes undetected if an adversary gains the 

knowledge of future witnesses before the detection protocol executes. Through simulation results it is justified 

that our proposed protocol SRRED is both ID and area oblivious. This is because proposed enhanced technique 

neither provides any information on the ID of the sensors that will be the witnesses of the clone attack nor it 
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selects an area with high density of witnesses. Rather, in this proposed technique, the IDs of the witness are 

selected randomly among all the nodes throughout the network. 

With the help of the ns-2 network simulator we simulate the proposed mobile replica detection scheme in a 

mobile sensor network. In our simulation, 200 mobile sensor nodes are placed within a square area of 250 m x 

250 m. We use the Random Waypoint Mobility (RWM) model to determine mobile sensor node movement 

patterns. The trace file is also used to send the request packets to all the nodes in the network. Using this RWM 

the nodes moves for 0.05ms. In the RWM model, each node moves to a randomly chosen location with a 

randomly selected speed between a predefined minimum and maximum speed. After reaching that location, it 

stays there for a predefined pause time. After the pause time, it then randomly chooses and moves to another 

location. 

All simulations were performed for 1,000 simulation seconds. We fixed a pause time of 20 simulation seconds 

and a minimum moving speed of 1.0 m/s of each node. Each node uses IEEE 802.11 as the medium access 

control protocol in which the transmission ranges is 50 m initially the nodes are deployed in the hostile 

environment after deploying the nodes the base station send the coverage region to all the nodes in the network. 

Then the nodes gather the data and send to the base station if any of the node get drops the data or it sent the 

false data then the functionality of replica nodes takes place. Using the hypothesis testing method the replica 

nodes are detected. If null hypothesis is accepted then the replica nodes are detected and revoked from the 

network. 

 
Fig.3 Random No. Sent by Base Station 

 
Fig.4 Detection of Replica Node 
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Fig.5 Detection Ratio 

 

VII. CONCLUSION 
In this paper, we presented an enhancement of the existing detection protocol of masked replication attack by 

exploiting the mechanism of Temporal Key based RED protocol for securing the network from clones and 

replicas and justified its resiliency to a smart adversary through stunning examples and simulations. We have 

deployed several Watchdog node as per its range over the whole network deployed. We have also introduced a 

mechanism for detecting and countering masked replication attack which RED and LSM are unable to thwart. 

Analyzing the security of the proposed protocol, it is concluded that it is more robust, efficient and highly 

resilient against masked replication attack. The addition of time as the seed of a pseudo random function and 

elimination of the base station requirement will not only build greater security against clones but also the 

communication and computation overhead is also reduced deliberately. Probability of misbehaving monitor 

node is very less. 
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ABSTRACT 
Every day internet user are daily uploading 1.5 millions of  file on net .Now a days a normal person is 

downloading three times more data as compare to earlier and it will grow in multiple form. This paper will tell 

how to store, manage, analysis, retrieve this heterogeneous data to transform in a meaning and useful form to 

help the internet user to retrieve and online analyze different type of data and get interesting pattern to achieve 

appropriate result. This paper will also tell that what are the techniques and role of big data analytics in fifth 

wave of IT , a  SMAC . 
 

Keywords: Data Retrieval, Data Mining, Data classification, Social media, Mobile, Data Analytics, 

Cloud Computing. 
 

I. INTRODUCTION 
 

When I look around me trying to findout, what is the next big possibly thing in enterprise circle I am 

surrounded? some analyst has predicted big money in there. Excuse me? A unified Social, Mobile, Analytics 

(Big Data analysis and processing) and Cloud based solutions are the 'next big thing'? Today’s SMAC Stack—

‘the fifth wave’ of IT architecture is growing very faster than anything that’s come earlier. After five year as 

many as 100 billion computing devices will be connected to the Web and corporations will be managing 50 

times more data they are doing currently. SMAC is a abbreviation of Social, Mobile, Analytics and cloud 

computing.  SMAC will have a multiplying effect on businesses and increase productivity across the 

organization.Business and research are being transformed by data-driven approach and prediction. 
 

II. SOCIAL MEDIA 
 

Social media are computer based tools that allow people to create, share or exchange data and information, 

ideas, and pictures/videos in virtual communities/groups and networks. Social media is defined as "a group of 

Internet-based applications that build on the ideological and technological foundations of web , and that allow 

the creation and exchange of user-generated content"[1].Furthermore, social media depend on mobile and web-

based technologies to create highly interactive platforms through which individuals and communities share, 

discuss, and modify user-generated content. They introduce solid and pervasive changes to communication 

between organizations, businesses, communities, and individuals.[2] These changes are the focus of the emerging 

field of techno self-studies. Social media are different from traditional or industrial media in many ways, 
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including quality,[3] reach, frequency, usability, immediacy, and permanence. Social media operates in a dialogic 

transmission system, (many sources to many receivers).[4] This is in contrast to traditional media that operates 

under a monologist transmission model (one source to many receivers). 

Social media is a combined package of identity, conversations, sharing, presence, relationships, reputation, and 

groups.” 

· Identity: This represents the range to which users disclose their identities in a social media setting. This can 

involve revealing information such as name, gender, age, profession, location, and also confidential 

information. 

· Conversations: In This block, the extent to which users communicate with other users in a social media 

setting. Many social media sites are designed primarily to facilitate conversations among individuals and 

groups. These conversations happen for all sorts of reasons. People tweet, blog, et cetera to meet new like-

minded people, to find true love, to build their self-esteem, or to be on the cutting edge of new ideas or 

trending topics. Yet others see social media as a way of making their message heard and positively 

impacting humanitarian causes, environmental problems, economic issues, or political debates. 

· Sharing: This block represents the extent to which users exchange, distribute, and receive content. The 

term ‘social’ often implies that exchanges between people are crucial. In many cases, however, sociality is 

about the objects that mediate these ties between people—the reasons why they meet online and associate 

with each other. 

· Relationships: This block represents the extent to which users can be related to other users. Two or more 

users have some form of association that leads them to converse, share objects of sociality, meet up, or 

simply just list each other as a friend or fan. 

· Groups: This block represents the extent to which users can form communities and sub communities. The 

more ‘social’ a network becomes, the bigger the group of friends, followers, and contacts. 
 

III. MOBILE DEVICE 
 

A mobile device is a small computing device, typically small enough to be handheld (and hence also commonly 

known as a handheld computer or simply handheld) having a display screen with touch input and/or a miniature 

keyboard and Samsung, Sony, HTC, LG, Motorola Mobility and Apple are just a few examples of the many 

manufacturers that produce these types of devices.A handheld computing device has an operating system (OS), 

and can run various types of application software, known as apps. Most handheld devices can also be equipped 

with Wi-Fi, Bluetooth, NFC and GPS capabilities that can allow connections to the Internet and other devices, 

such as an automobile or a microphone headset or can be used to provide Location-based services. A camera or 

media player feature for video or music files can also be typically found on these devices along with a stable 

battery power source such as a lithium battery. Early pocket-sized devices were joined in the late 2000s by 

larger but otherwise similar tablet computers. Input and output of modern mobile devices are often combined 

into a touch-screen interface.Smartphones and PDAs are popular among those who wish to use some of the 

powers of a conventional computer in environments where carrying one would be impractical. Enterprise digital 

assistants can further extend the available functionality for the business user by offering integrated data capture 

devices like barcode, RFID and smart card reader. 
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IV. ANALYTICS 
 

Analytics allow businesses to understand how, when and where people consume certain goods and services and 

Cloud computing  provides a new way to access technology and the data a business needs to quickly respond to 

changing markets and solve business problems. While each of the four technologies can impact a business 

individually, their convergence is proving to be adisruptive force that is creating entirely new business 

models for service providers. [5] Big data analysis is used to examine large amount of data by using appropriate 

information for identification of pattern and unknown correlation .It give competitive advantage in business 

strategies and decision and provide greater revenue, customer satisfaction. 

Three characteristic of big data analytics 

a. Data volume   b. Data speed   c. Data Type 
 

V. CLOUD COMPUTING 
 

Cloud computing is a computing term or metaphor that evolved in the late 2000s, based on utility and 

consumption of computer resources. Cloud computing involves deploying groups of remote servers and 

software networks that allow different kinds of data sources be uploaded for real time processing to generate 

computing results without the need to store processed data on the cloud. Clouds can be classified as public, 

private or hybrid. [6][7] Cloud computing [8] relies on sharing of resources to achieve coherence and economies 

of scale, similar to a utility (like the electricity grid) over a network.[2] At the foundation of cloud computing is 

the broader concept of converged infrastructure and shared services. 
 

VI. THE FOUR PILLARS OF SMAC  
 

The emergence of new technologies over the last 5 years has resulted in a transformational change in the world. 

From the rise of social media with it’s over 2 billion subscribers worldwide, to the everywhere spread of mobile 

devices and the resulting eruption of big analytics and big data, the world around us is changing faster than any 

one of us could ever imagine.  

The essential four key technologies will hold the key to success for enterprises across the world. These include: 

 
Figure 1. Basic Four Pillars of Smac 
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VII. HOW SMAC FUNCTION COLLECTIVELY 
 

SMAC is hassle for technology developments - 45% population of the world uses social media, number of 

mobile phones going to be more than the world's residents, software claims forecasting upcoming, and cloud 

environment gives everything at lowest price - cannot be neglected by companies or Information Technology 

heads. The impacts of these technologies on corporate is noticeable. If measured commonly, this heap offers 

magnification of capacity to change the trade model itself. Currently no solution or service is comprehensive 

devoid of at-least one technology from SMAC pile. Fresh application acquisitions are actuality evaluate on the 

basis of whether it can install on cloud environment. Big data and advanced analytics are essential phraseology 

in the business houses. Moving ahead, SMAC heap would be basis of business applications and would impact 

all applications used by companies. Currently, it is hard to imagine an ERP system without of mobile capability 

or not existing on cloud network. All organization today has several ways of social networking technology 

amongst its workforces to make them extra inventive and these technologies are made available on mobile 

products. Greatest sample can be seen in telecom company – seller can give personalize facilities to customers 

centered on their methods of service utilization, where customers to make some credit points kept in a cloud 

based application available from everywhere. Billions of people using social media, mobility and cloud 

computing every day. 
 

VIII. SMAC INFLUENCE: SOCIAL 
 

Social obsession has mostly not wedged the enterprise applications. To resolve the difficult trade complications, 

there is hope from these applications. Trade Complications includes:- 

Ø Productions Planning 

Ø Payroll Processing 

Ø Making Balance sheet 

Ø Vendor Evaluations 

Ø Business Processing Improvements etc. 

Surviving operations are using these applications from so many years so, they are happy from these 

applications. However, new users desire to have an experience which they practice in their routine with entirely 

modern devices and technologies a find them challenging to utilize. 

In term of shared functioning, [9]Additional enablement is desired by new users. A trade is required to 

associates with juniors, colleagues and bosses. Which deal in an enterprise application currently such 

partnership is not seized as slice of the transaction but is through external means like messenger, emails, phones 

etc. [10] Choice is offered to chat with the person in-change along with “follow”, “Chat”, “like” and 

“Comments” and provides a unique experience to use the application in an interesting way. 

In shared method of functioning,[11] it moves away from Jam-packed UI to a more natural UE and therefore 

helps in growing efficiency and effectiveness. Redefining of the user interaction process with their enterprise 

application which compelling sellers to redraft the application, the “social” empowered UE has this power. 
 

IX. SMAC INFLUENCE: MOBILE 
 

Business applications on mobile products are available but the possibility has been partial so far. Due to 

immovable nature of most of the enterprise applications most of the users work on sitting their desk themselves. 

Precise training and acquaintance is needed for complicated enterprise application. But on the other hand where 

transactions can be executed rapidly use mobile applications which caters for a simple UE. Moreover, enterprise 
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applications is slower than mobile technologies in modification and regular improvement can be quickly 

possible in mobile technologies. 

Therefore, using of mobiles for enterprise applications restricted. On the basis of mobility practices and 

implementation, there are two classes:- 

Low usage class includes:- 

Ø ERP, BPM, Project Management etc. 

Ø High usages – BI, CRM, etc. 

For field workforce, Mobile enterprise applications will be mainly used for taking speedy decision field 

workforce is used. In enterprise application universe for retrieving data and approvals, substantial practice of 

mobile is used through desktops and laptops bulk of work would be accomplished. 
 

X. SMAC INFLUENCE: ANALYTICS 
 

Enterprise application have fortune of very smart and valuable information with in them, which they have 

integrated over an intended period of practices. For producing reports and making decisions on the basis of 

output, this number so far has been nursed into BI. In most of the circumstances, a brief report devoid which is 

result of BI application is applied in analytical way. 

Moving tendency of this leads into essential slice of enterprise application such as CRM, ERP and BPM. Its area 

is wide and used for much more forward thinking, upcoming analytical competencies leads to ADVO vied level 

of analytical practices. And the result driven by advanced analytical competencies is based on 

Ø Past inclinations 

Ø And Present conditions 

And for making rapid choice it is based on real time analysis. In this way analytics influences the enterprise in 

better way and a smart application for forecasting the future trends. 
 

XI. SMAC INFLUENCE: CLOUD 
 

The price of enterprise application coming down through clouds and with the help of it, enterprise access their 

applications at quicker speed. Discovery of choices to transfer their current applications to cloud and in addition 

to it purchasing of fresh application on cloud these profits are responsible i.e. quickly work. [12] By proposing 

modernization, on demand service, entrée to modern technology and power to scale up and scale down. 

Enterprise get suppler by cloud empowering. Big enterprises prepared their own premise applications. A 

substitute is offered to these applications by cloud. [13]Cloud carries in so much benefit like 

Ø Information 

Ø Safety 

Ø Regulation 

Ø Confidentiality 

Cloud helps in alteration of the methods of the enterprise for installations of applications. The fresh groundwork 

of enterprise of IT industry is cloud. In Companies to other technologies of SMAC pile, cloud is the quickest 

way. 

XII. SMAC INFLUENCE ON SOCIETY 
 

Several enterprise applications are using by the companies to run their establishments in successful way. These 

companies giving different packages and services to society in many ways. Directly or indirectly every company  
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or every mobile user is using the facilities if SMAC .Project management, ERP, CRM, Business Intelligence, 

BPM and many other are the application and these application are in practices from several years. From Pile of 

SMAC, This application collection is being challenged. Enterprise modifies and in house cover media 

application are began to establish by business certain application on private clouds are also brought up. 
 

XIII. CONCLUSION 
 

Every enterprise will use at least one technology of SMAC. In the pile of development, business heal should be 

watchful and its movement should not be over signed, as this technology pile helps the business to convert the 

operation in the way they want. So, to upset their IT field, this pile has high capabilities. Influence from each of 

these technologies on their application can be assessed cautiously. No instant implementation of this is required 

put its influences is essential. Particularly for enterprise application, influence of this whole pile is high. 
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ABSTRACT  
Web Mining is an upcoming trend which serves as per the user requirements. User Profiling is the booming 

area in research. Web Usage mining is to discover interesting user navigation patterns and can be applied to 

many real world problems, such as improving website/pages, making additional customer behavior studies etc. 

Identification of user's preferences using their profile can be used to add more suggestions to them and to 

improve the online shopping business. This can save a lot of effort on the user's part in browsing various 

advertisements regarding their preferences. This proposed system uses information such as profile info, 

websites they have visited so far, preferences given to the advertisements are collected from log file then process 

the selected info using recommendation system techniques to improvise the users recommendation as per the 

results.   

 

Keywords: User profiling, Recommendation systems, Social networks, Big Data. 
 

I. INTRODUCTION 

Data Mining is the process of extracting knowledge from the large amount of data like data bases, data 

warehouse, data mart etc. This includes the interestingness of the user patterns.  Mining the information is the 

concept. Data mining can be subdivided into many types like Text mining, Web Mining and Image mining. 

Raw Data                           Interesting Patterns                         Knowledge 

 

Now in each and every field, data mining has entered. It can be viewed as decision making systems. In business 

it is used to compare the current and previous year process by summarization and other techniques. In financial 

systems, it used to predict the upcoming status of the stock exchange or nifty changes. Data mining can also be 

used for security process. In banking sector, it is used for detecting the fraudulent activities while transacting 

large amount of money. It varies according the application used. 

In recent years graphs of computer usage and World Wide Web are in increasing level. People who are using 

these facilities cannot be accountable. As it increases periodically user requirements also increasing. Users want 

the Wide World should shrink into a tab as he/she requires way. So there should be a system that analysis the 

user’s expectation & preferences explicitly from user profiles or implicitly from user log files.  Here the 

difficulty is automatic extraction of the useful information. Numerous web pages and sites are created day by 

day using HTML and other web applications. It is necessary to create a system using Data mining concepts in 

web technology. That is called Web data mining system. It has many sub divisions. The one is User Profiling. 
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II. RELATED WORK 
Pooja Mehta et al. (2012) has described as Web mining is the application of data mining techniques to extract 

knowledge from Web data including web documents, hyperlinks between documents, usage logs of web sites, 

etc.[5]. Data may consist of text, images, audio, video, or structured records such as lists and tables. 

Ahmad et al.(2013) has described as with the widespread of social media websites in the internet, and the huge 

number of users participating and generating infinite number of contents in these websites, the need for 

personalization increases dramatically to become a necessity. One of the major issues in personalization is 

building users’ profiles, which depend on many elements; such as the used data, the application domain they 

aim to serve, the representation method and the construction methodology[6]. This survey aims to discuss the 

available user modeling techniques for social media websites, and to highlight the weakness and strength of 

these methods and to provide a vision for future work in user modeling in social media websites. 

Pasquale Lops et al(2011) has described that recommendation system based on the entities provided by the 

LinkedIn profiles such as “Interest”, “Groups”, “Associations’, etc..In the network, vectors of adjacent users are 

added to the user’s vector. The similarity between the paper’s vector and user’s vector is then calculated to 

recommend the appropriate users using recommendation engine.[2] 

Burke (2002) has described the interests of researchers using probabilistic topic modeling. To analyze the terms 

in large bodies of text and how they are interconnected, the above method relies on statistical methods.[1] 

Fabian Abel et al.(2011) has described about approach. The approach where Twitter data along with the URLs 

content from the tweet of the user is used instead of LinkedIn data. Additionally, entity recognition is used to 

enrich the user model. In vector space, the user model is again represented as the articles are recommended to 

the user. [3] 

Qi Gao, et al.(2011) has described that semantic user modeling based on Twitter posts. We introduce and 

analyze methods for linking Twitter posts with related news articles in order to contextualize Twitter activities. 

Then propose and compare strategies that exploit the semantics extracted from both tweets and related news 

articles to represent individual Twitter activities in a semantically meaningful way. A large-scale evaluation 

validates the benefits of our approach and shows that our methods relate tweets to news articles with high 

precision and coverage, enrich the semantics of tweets clearly and have strong impact on the construction of 

semantic user profiles for the Social Web.[4] 

 

III. USER PROFILING 
Web user profiling is the process of acquiring values of different user properties that makes the user model. To 

mine the user’s interest from their historical data, considerable efforts are being made. User’s interest can be 

represented by creating a list of relevant keywords but this is not sufficient for modeling and understanding 

user’s behaviors. To provide high quality web service a complete user profile along with the educational 

background, experience and contact information is an important. These types of systems are developed from the 

concept of Web Mining.  

This user profiling helps the online advertising firms to target more customers based in the current position 

rather than focusing only on their interest. Formerly, user profiling is considered as an engineering issue and 

was done manually or conducted separately in an ad-hoc manner. In web based social networking site such as 

Face book and MySpace, certain user profiles would be incomplete, just because they do not wish to fill those 

details. There may also exist in some profiles with inconsistent and irrelevant details.  
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User profiling can also be done by using the list of keyword generated using statistical methods. For example, 

discovering most often used words from the user entered information. However, in this composition little 

semantic information like affiliation and location are ignored. 

Works are been conducted to automate the process of building the used profile by data extraction technology. 

The proposed work use predefined rules or specific machine learning models to extract the various types of 

profile data in a distributed pattern. The profile information in user’s related documents are retrieved from web 

page.  

 

IV. CONTENTS IN USER PROFILES 

4.1 User Info 
Information related to the users like name, hobbies and educational information etc., given by the user itself. 

These types of information are given by the user whenever they creating their account in social networks and 

other websites. 
 

4.2 Interests 
Information regarding the interests likes user preferences. Frequently visited website addresses. And the hobbies 

related to the user and his friends. For example items like sports, media, cinema. Likes and commands the users 

have given particular items which are calculated using recommendation systems. 
 

4.3 User Activity 
User activities are observed implicitly by using recommendation systems. Writing a blog every week, online 

tickets booking frequently like things says that the user is interested in writing stories and traveling . So books 

related that blog and advertisement related tour packages can be given as suggestion by predicting the user 

ctivity. 

 
 

V. USER PROFILING TECHNIQUES 

5.1 Recommendation Systems 
Typically, Recommender system is used to compare the user profile information given directly by users with 

some reference characteristics, and also predicts the rating given to the new items like suggestions and friends. 

These characteristics may be associated with the information contained in the item (the content based approach) 

or the user’s social environment (the collaborative filtering approach). Implicit data collection is important in 

this context. 

Implicit data collection includes:  

•Observing the items that a user views.  
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•Analyzing item/user viewing time.  

•Keeping a record of the items that a user has purchased.  

•Obtaining a list of items that a user has listened to or watched on their computer.  

•Analyzing the user’s social network and discovering similar likes and dislikes.  

RA Compares the previous data to check whether similar and non similar data. Then suggestion items can then 

be calculated for the current user using the above checking process. For our recommender model, we simulate 

collection of user data from the first two sources: observing the items user views and the viewing time for that 

item.  However, in this preliminary experiment, we assume that when the user inputs a query to our model, we 

compare the similarity between this query and previous users search information to select a suitable 

recommender model. 
 

5.2 Collaborative Filtering Approach 
The collaborative filtering approach makes automatic predictions about the interests of a user by collecting 

preference information from many other users. There are different types of collaborative filtering methods 

available: memory-based (measures the similarity between pairs of users to give the prediction, the Pearson 

scheme is a well-known memory-based scheme), model-based (finds patterns from the training data, such as 

SVD, Bayes methods) and the rating-based approach (predicts how a user would rate a item from other users 

rating, such as the  in Discover website). In our investigation, we explore the rating-based collaborative filtering 

approach. In our work we chose the Weighted Slope One algorithm to compute predictions since it is efficient to 

query, reasonably accurate, and supports both online querying and dynamic updates, which makes it a good 

candidate for real-world systems. The Weighted Slope One algorithm comprises of the following two steps:  

· Looking for other users who rate the same document as the current user.  

· Using the ratings from these like-minded users to give predictions for our current user.  

Rating-based collaborative filtering requires data pairs from a user: the document ID and its relevance weighting 

entered either explicitly or inferred from implicit data such as viewing time. The response of a RA to a query 

pair is an array of recommended pairs (document ID, rating) of documents based on the training data captured 

from previous users, which the current user has not rated yet.  
 

5.3 Machine Learning  
It is an important concept in artificial intelligence. It helps to take decisions to suggest the interested patters. 

Many algorithms are used in this machine learning like NLP (Natural Language Processing). For example 

unimportant messages and mails are automatically forwarded into spam without getting suggestion from the 

user. Here full observation of user activity is used. That is the messages or mail to which user has given more 

important like star and save options. These types of machine learning approaches identify the interestingness 

patters. Supervised and Unsupervised are two types in machine learning which includes  neural networks, 

cluster analysis respectively. 
 

VI. CONCLUSION 
In this paper, Researcher discussed about the important concept of Web Mining. Most of the research work 

highly focused on User profiling. This user profiling is not only used in social networks and also in the websites 

where online shopping and purchasing is the main concept. By studying implicitly about the user and his profile, 
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the recommended items can easily be reached to the user. This will result in time saving, profit increasing and 

effective use of storage spacing.  Recommendation systems are collectively used with Data mining concept in 

order to predict the interestingness patterns. 
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ABSTRACT 
In this paper, the impact of biometric identification system must be able to distinguish between individuals even 

in situation where the biometric signature may be similar, such as in the identical twins. Main focus is on twin 

based image retrieval which retrieves all images from database by matching some of the basic features of 

identical twins like nose, lips, eyes, forehead and face features. Database images were collected from different 

twin’s festivals from the World Wide Web. With the advancement of computer technology Image Retrieval based 

on Identical twin face recognition is a challenging task because of the high degree of similarity in their overall 

facial appearance. Commercial face recognition systems exhibit poor performance in differentiating between 

identical twins. This researcher experiments show that modal of face recognition systems can distinguish two 

different persons who are identical twins. The effect of using a variety of facial aspects representation and 

suggest a method of identifying identical twins. 
 

Keywords: Facial components, Feature Extraction, Image Retrieval, Lip Highlights Detection, 

Mouth Corner. 
 

I. INTRODUCTION 
Biometric comes from the Greek language and is derived from words bio (life) and metric (measure). A 

biometric system is basically a pattern recognition system automated methods of recognizing a person based on 

physiological or behavioural characteristics of a person. Physiological Characteristics related to human shape of 

body like face, iris, retina, finger prints, hand geometry and palm print. Behavioural Characteristics related to 

behavioural of the person like voice, signature and keystroke dynamics. Some more promising biometric 

strategies are hand veins, facial thermo gram, DNA, odor /scent. Biometric technologies are a secure means of 

authentication because biometric data of every person is unique and cannot be shared cannot be copied and can’t 

be lost. Biometrics, which refers to automatic identification of people based on their physical or behavioural 

characteristics, is constitutionally more reliable than traditional knowledge-based (password) or token-based 

(access card) methods of identification. Identical twins can have biometric signatures that are very similar, 

especially when the signature is derived from a face image. While face recognition software system exhibited 

inadequate performance, there are other biometric modalities that can offer a performance increase at the cost of 

increased invasiveness. Distinguishing identical twins based on facial appearance is one of the most challenging 

problems in facial recognition due to the similarity in their facial appearance and hence telling them apart using 

facial features is not a trivial task. However, to the best of our knowledge, no studies have yet been carried out 

in order to analyze if it is possible to distinguish identical twins using facial features and if algorithms based on 
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such features can improve the performance of facial recognition systems for this specific task. Thus, this paper 

provides an understanding of how to use facial aspects to accomplish this goal. As the performance of face 

recognition system in constrained environment continues to improve focus is shifting from methods that 

improve face recognition performance in general, to methods that handle specific cases of failure. Until recently, 

a scenario that has been known to confound even human face recognition had not been studied for automated 

face recognition systems. This setup is the ability to distinguish between identical twins. Because identical twins 

are genetically equivalent, their facial appearance is also quite similar. Generally, differences in their appearance 

can only be attributed to exposure to different environmental factors and rare cases of genetic mutations. 

 

II. LITERATURE SURVEY 

Jain Anil et al. [1] this paper give an introduction to biometric system which is basically a pattern recognition 

system. Biometric based user authentication system serve as a reliable means for meeting the challenges in 

today’s world of information and network security. In this introduction to multi-biometric systems, their 

classification and various integration strategies and presented. Multi-biometric system employs more than one 

biometric trait and hence provides greater level of security as compared to uni-modal biometric system. Its 

patterns are complex and have degree of randomness in them. 

Lin et al. [2] this paper presented the face at multiple layers in term of global appearance, facial features, skin 

texture and irregularities that contribute towards identification. Global appearance and facial features are 

modelled using a multilevel PCA (principal component analysis) followed by regularized LDA (Linear 

discriminate analysis)  

Pierrard et al. [3] this paper presented a framework to localize prominent facial skin irregularities, like moles 

and birthmarks. They use a multi scale template matching algorithm for face recognition. A discrimination 

factor is computed for each point by using skin segmentation and local saliency measure and is used to filter 

point.  

Sun et al. [4] this paper presented a study of distinctiveness of biometric characteristics in identical twins using 

fingerprint, face and iris biometrics. They observed that though iris and fingerprints show little to no 

degradation in performance when dealing with identical twins, face matches experienced problems is 

distinguishing between identical twins. All of these studies were either conduct on very small twin biometric 

database or evaluated using existing in house or commercial matchers.  

Phillips et al. [5] this paper presented the first detailed study on discrimination of identical twins using different 

face recognition algorithms. They compared three different commercial face recognition algorithms on the 

identical twins dataset acquired at twin’s burg, Ohio. The dataset consists of images acquired under varying 

condition such as facial pose, illumination, facial expression etc.  

Jain et al. [6] this paper presented various issues related to multimodal biometric system have been presented. 

By combining multiple biometric traits, the performance of biometric system can be improved various 

applications of multimodal biometric system and different levels of fusion are discussed. The multimodal 

biometric is very popular in these days due to its performance and advance level of security though some 

complexity also exists in multimodal system which reduces its acceptability in many areas.  

Srinivas Nisha et al. [7] this paper provides differentiation between twins using facial marks alone. Facial marks 

are considered to be unique and inherent characteristics of an individual. Facial marks are defined as visible 

changes in the skin and they differ in texture, shape and color from the surrounding skin. Facial marks appear 
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random position of the face. By extracting different facial mark features they aim to differentiate between 

identical twins. There are eleven types of facial marks including moles, freckles, freckle groups, darkened skin, 

lightened skin, etc  

Shinde Anagha et al. [9] in this paper approach to the detection and identification of human faces is presented 

and then recognizes the person by comparing characteristics of the face to those of known individuals is 

described. A face recognition system using the principal component analysis (PCA) algorithm was 

implemented. The algorithm is based on Eigen faces approach which represents a PCA method in which a small 

set of significant features are used to describe the variation between face images. Experimental results for 

different number of Eigen faces are shown to verify the viability of the proposed method. 
 

III. PROPOSED METHOD 
The Fig. 1 describes the Process flow for Detecting Identical twins. The proposed system is based on four 

primary stages. The different phases are Pre-processing, Feature Extraction, Classification, and Verification. 

 
Figure 1: Detection of Identical Twins Process 

3.1 Pre-Processing 
The aim of pre-processing is improvement of the image data that suppresses unwanted distortions or noise 

removal enhances some images features important for further processing.  

 

3.2 Feature Extraction  
Feature extraction is a special form of dimensional reduction. Two kinds of features are used in this paper 

through pattern recognition. One is facial component there are accuracy of distinguishing between identical twin 

pairs is measured using the entire face. Another one is Lip recognition there are mouth corners are detected 
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through the fast box filtering in additionally found that lip highlight detection while red or other coloration may 

be applied to the mouth to reshape for the feature extracted from local patches[14]. The similar facial 

components are placed into one group while the others lip recognition [15] in another group. To encode this 

similarity, there is descriptor, which is useful for classification of similar facial feature.  
 

3.3 Classification 
In recent years, with the development of digital image techniques and digital albums in the internet, the use of 

digital image retrieval process has increased dramatically. Image retrieval systems categorized as text based 

information retrieval (TBIR) and content-based image retrieval (CBIR). The most common method for 

comparing two images in content based image retrieval is using an image distance measure. An image distance 

measure compares the similarity of two images in various dimensions such as colours, texture, shape and others. 

After extracting the facial features their length, width and area are computed by some classifier. Classification is 

based on different conditions. This classifier helps to construct discriminating groups to recognize probe face 

sketch through face photos database.  
 

3.4 Verification 
The features of face are grouped in one category and are compared with already extracted feature of face and if 

matching is found indicates twins otherwise not. Basically dataset is collection of images having images of 

twins was used images of subjects were acquired at the Twins Day festival. 

 

IV. CONCLUSION 
This paper proposes an efficient Method for Distinguishing Identical Twins by Using Facial aspects consisting 

of twins faces. These researchers analysed the effects of the database on identical twin images from face 

recognition algorithms and compared the results with lip recognition algorithms to detect the mouth corner and 

highlights also. After extracting the facial features and lip region area classifier method are used to identify the 

distinguishing features. The results indicate that twins are easily identifiable. 
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