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ABSTRACT 

Cloud computing is generally recognized as a technology which will have a significant impact on IT 

in the future. Cloud computing can offer a verity of services (Like networks, servers, Storage, 

application etc,) through the internet. Resources are available to the cloud. So we can access from 

cloud at any time and any location via the internet. In this paper we summarize Cloud computing 

Layer based security issues .We have suggested feasible and available solutions for the same. 
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I. INTRODUCTION 
 

Cloud computing is a new Computing Technology in the present day scenario with almost all the organizations 

trying to make an entry into it. Cloud can be viewed as a pool of resources where service providers provide 

services to users through internet. The main advantages of cloud computing are cost saving, high availability 

and easy scalability [1].There are three common services provided by cloud [2] Software as a Service (SaaS), 

Platform as a Service (PaaS), and infrastructure as a service (IaaS).This Cloud modal offers four types of 

deployment models is Private Cloud, Community cloud, Public Cloud and Hybrid Cloud. 

In this paper, we discuss cloud computing, its types and cloud computing services. The remainder of this paper 

is organized as follows. Section 2 described Cloud computing layered model. Section 3 described Layers based 

security threats Section 4 we given suggested feasible and available solution. Section 5 will conclude the paper. 
 

II. CLOUD COMPUTING LAYERED MODEL 
In this section we describe cloud computing layers. 

The architecture of cloud computing environment can be divided into four layers (fig 1). They are Application 

Layer, Platform Layer, Infrastructure Layer and Physical Layer. 

 
Fig 1.Cloud Computing Layer Model 
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2.1 Physical Layer  
The Physical layer, is lowest layer in the stack. This layer is typically implemented in data centers. This layer is 

responsible for managing all physical resources like servers, routers, switches, power and cooling systems. The 

physical layer is sometimes referred to as the server layer or hardware layer. 

The provider can use software to monitor the connection topology, memory use, bus speeds, processor loads, 

disk storage, temperature, voltage and so on. The customer can be interacts only virtualized environment. 
 

2.2 Infrastructure Layer  
The infrastructure layer also called as virtualization layer. At this layer, you would need to have full access and 

control over your infrastructure in order to set up active Directory and other protocols. Virtual machine 

technology is commonly used in this layer. It provides software abstraction. Cloud customer can interact directly 

with virtual layer. 

This Layer consists of multiple sub layers, Virtual Machine (VM), Virtual Network and Virtual Storage. There 

are many major players in this commodity layer such as VMware, Citrix, Sun Microsystems and Microsoft. 
 

2.3 Platform Layer  
The Platform Layer also called as middleware Layer. The platform layer consists of an operating system and 

application frameworks. This layer to provide API support for implementing storage, database and business 

logic of typical web applications. E.g. Google App Engine( Python framework) and Force.com(Programming 

language called Apex). 

In this layer customers can create an application within an existing API or programming language. The 

examples of Cloud products include Google App Engine, Microsoft Azure and so on. Google App Engine has 

provided two platforms of Python and Java. While Microsoft Azure provides a variety of different programming 

tool platforms [3]. 
 

2.4 Application Layer  
The application layer can also be called SaaS interface layer. The application functionality is served via the 

internet (eg Gmail,CRM). This layer is most important and utilized layer and closed with end user of cloud 

computing. This layer must be well aware of Java script, XML and Perl languages, back end infrastructure 

applications like Apache, Tomcat and SQL[4]. 

The application layer subdivided into three layers. The model consists of a presentation layer, Business layer 

and data layer. The presentation layer describes the application user interactions, the business layer describes the 

business logic and the data layer is used for application data storage. The data layer is subdivided into the Data 

Access Layer (DAL) and Database Layer (DBL).The DAL encapsulates the data access functionality, DBL is 

responsible for data persistence and data manipulation. 
 

III. LAYER BASED SECURITY THREATS 
 

Security issues could be classified into two. First one Access Security, Secondly Service Security. Access 

Security Communications to the cloud service provider is a potential point at which threats to the service could 

be exposed. Service Security, most of the security threats are possible at the point of service provision and this 

could include the actual device security at the cloud provider and the storage security used by the provider. The 
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service providers, they would be able to provide robust security with the use of firewalls and malware 

protection.  
 

3.1 Physical Layer Security Threats 
In this section we describe important Physical Layer Security Threats. 

3.1.1 Line and Clocking Problems 

Clocking problems with serial connections can lead to either chronic loss of the connection or to degraded 

performance [5]. 

3.1.2 Operating Expense  

The high cost associated with physical layer maintenance has a direct impact on operating expenses. Accurate 

knowledge of physical layer topology leads to less network issues and faster resolution of problems. 

3.1.3 Capacity and Scale  

The ever increasing amount of data and number of devices on the network continues to drive complexity in the 

physical layer. 

3.1.4 Compliance  

There are a variety of government regulations, compliance and reporting requirements regarding how an 

organization’s data are accessed, transacted and stored. Existing network management tools do not enable 

intrusion detection and logging of events as related to physical layer connections. 

3.1.5 Traffic shaping 

Traffic shaping, also known as packet shaping, Quality of Service (QoS) or bandwidth management, is the 

manipulation and  prioritization of network traffic to reduce the impact of heavy users or machines from 

affecting other users. This bandwidth throttling or rate limiting is performed to guarantee QoS and return on 

investment (ROI) via the efficient use of bandwidth [6]. 

3.1.6 Bandwidth 

Physical layer is not capable of handling the vast bandwidth that true cloud computing [7]. 

3.1.7 Cooling 

Data center cooling is becoming a hot topic. In fact, as agencies load up on big data and move to the cloud, more 

data centers will be coming online, and cooling may become one of the biggest problems. 
 

3.2 Infrastructure Layer Security Threats 
In this section we describe important Infrastructure Layer Security Threats. 

3.2.1 Service Level Agreement (SLA)  

A Service Level Agreement (SLA) is a part of a service contract between the consumer and the provider that 

formally defines the level of service. The main goal of establishing SLA process is to improve the Quality of 

Experience of the service or product to the enterprise customer and reach the satisfaction level. 

In Cloud computing, SLAs are obligatory to control the use of computing resources. Therefore, a main issue for 

Cloud computing is to build a new layer to maintain a negotiation phase between service providers and 

consumers to establish SLAs between them. 

3.2.2 Virtualization 

Virtualization provides many features to the users to create, share, migrate, copy, rollback virtual machines 

which helps in running many applications on them [8, 9]. 
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Hypervisor can steal the data from the virtual machines. Hypervisor also called as virtual machine manager is a 

program to share a single hardware host of multiple operating systems. It controls the host processor and 

resources, takes care the allocation of resources to operating systems. There are two types of attacks that are 

occurring on hypervisor [10] attack on hypervisor through the host Operating System(OS) and attacks on 

hypervisor through a guest OS. 

3.2.3 IP spoofing 

A technique used to gain unauthorized access to computers, whereby the intruder sends messages to a computer 

with an IP address indicating that the message is coming from a trusted host. To engage in IP spoofing, a hacker 

must first use a variety of techniques to find an IP address of a trusted host and then modify the packet headers 

so that it appears that the packets are coming from that host [11]. 

3.2.4 Port Scanning 

Port Scanning is the name for the technique used to identify open ports and services available on a network host. 

It is sometimes utilized by security technicians to audit computers for vulnerabilities  however, it is also used by 

hackers to target victims. It can be used to send requests to connect to the targeted computers, and then keep 

track of the ports which appear to be opened, or those that respond to the request. 

3.2.5 Man-in-the-middle attack 

An attack where a user gets between the sender and receiver of information and sniffs any information being 

sent. In some cases, users may be sending unencrypted data, which means the man-in-the-middle (MITM) can 

obtain any unencrypted information. In other cases, a user may be able to obtain information from the attack, but 

has to unencrypted the information before it can be read [12]. 
 

3.3 Platform Layer Security Threats 
In this section we describe important Platform Layer Security Threats. 

3.3.1 Technical Immaturity 

Every cloud framework has its own interface methods, services and costs. The unfolding nature of the platform-

as-a-service approach puts everything at risk costs could change overnight, services could be dropped, and 

quality of service could worsen. Standards bodies are just beginning to look at the market [13]. 

3.3.2 Underlying Infrastructure security 

Cloud providers are responsible for the underlying infrastructure security and the services running for 

applications [14]. So, the application developers have no privilege to access underlying infrastructure. 

3.3.3 Application development life cycle 

It is also a big challenge to secure a software application development because software developers face quite 

difficult to secure the application taking place in the cloud environment. The application needs to be upgraded 

by applying new patches or versions to keep them up-to-date and secure [15].   

3.3.4 Vendor lock-in 

Because cloud computing is still relatively new, standards are still being developed. Many cloud platforms and 

services are proprietary, meaning that they are build on the specific standards, tools and protocols developed by 

a particular vendor for its particular cloud offering. This can make migrating off a proprietary cloud platform 

prohibitively complicated and expensive. Three types of vendor lock-in can occur with cloud computing [16]. 
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3.4 Application Layer Security Threats 
In this section we describe important Application Layer Security Threats. 

3.4.1 Insecure Interfaces and APIs 

Cloud computing provides number of interfaces and APIs to interact with the services provided to the user 

organizations and third parties. It is often built upon these interfaces to offer value added services to their 

customers. This introduces the complexity of the new layered API, it also increases risk, as the organizations 

may be required to relinquish their credentials to third parties in order to enable their agency [17]. 

3.4.2 Denial of service attacks 

The biggest security threat to the Cloud is an application layer distributed denial of service (DDoS) attacks. 

Hackers have found and are actively exploiting weaknesses in Cloud defenses, utilizing cheap, easily accessible 

tools to launch application layer attacks. A major reason they have been successful is that enterprise data centers 

and Cloud operators are not well prepared to defend against them. The DDoS attack is an attempt to make the 

service unable to use, which is assigned to the authorized users [18]. 

3.4.3 Dictionary Attack 

In this attack attacker makes a file with some group of words which is probable by the user to set the password. 

3.4.4 Buffer Overflow Attack 

 A buffer overflow attack is when the attacker sends more data to an application than is expected. A attacker 

gaining administrative access to the system in a command prompt or shell. 

3.4.5 Account or Service Hijacking 

Cloud solutions add a new threat to the landscape. If an attacker gains access to your credentials, they can 

eavesdrop on your activities and transactions, manipulate data, return falsified information, and redirect your 

clients to illegitimate sites.  

3.4.6 Data Loss 

Cloud computing service providers handling high volumes of data, it's almost inevitable that some data loss will 

occur. This could be especially damaging if the client is relaying sensitive (not easy to recover) information over 

your cloud computing services network. In the summer of 2012, attacker broke into Mat's Apple, Gmail and 

Twitter accounts [19]. Through that access they erased personal data of the clients of those providers. The cloud 

lost data due to that reasons other than malicious attackers. 
 

IV. PROPOSED SOLUTIONS TO ENHANCE CLOUD DATA STORAGE 
 

There are several groups working and interested in developing standards and security for clouds. The Cloud 

Standards website is collecting and coordinating information about cloud related standards under development 

by other groups. The Cloud Security Alliance (CSA) is one of them [20]. CSA gathers solution providers, non 

profits and individuals to enter into a discussion about the current and future best practices for information 

assurance in the cloud. 

4.1 Physical layer Issues solution 

· Data encryption before storing it at virtual location, encrypt the data with your own keys and make sure that 

a vendor is ready for security certifications and external audits [21]. 

Reporting of security incidents, personnel and physical layer management should be evaluated . 

· CSP should maximize the user control and provide feedback [21].  
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· Organizations need to run applications and data transfer in their own private cloud and then transmute it 

into the public cloud. 

4.2 Infrastructure Layer Issues Solution 

· Use encryption for sending out private information online [22]. 

· Make use of an access control list (ACL) to block private or unauthorized IP addresses [22]. 

· Configure your Internet router to automatically reject unauthorized users on your local network. 

· If possible, you should scan all 65,534 TCP ports on each network host that your scanner finds [22]. 

· Download the latest version of high security Web browsers such as Internet Explorer 7 or higher, Firefox 3 

or higher, Google Chrome, Safari or Opera. 

· Firewall protects resources from attacks.  

· IDS/IPS(Interruption Detection System and Intrusion Prevention System) provides flexible defensive 

strategies to protect systems. 
 

4.3 Platform Layer Issues Solution 

· The provider is responsible to protect the integrity and privacy of the user object. 

· Cryptographic methods help sensing the modifications or hiding the content. 

· Signatures can be used to detect modifications. 

 

4.4 Application Layer Issues solution 

· Strong key generation, storage and management and destruction practices should be implemented. 

· Provider backup and retention strategies should be specified contractually. 

· Cloud provider security policies and SLAs should be understood clearly. 

· Data backup should be carried out at regular intervals.  

· Install trusted Antivirus and spyware Antivirus and Updates must be done without fail.  

· Never download on the unknown antispyware program never be downloaded. 

· Freeware downloads must be avoided [24]. 

· Buy and use intrusion detection system. 

· Regulate device description downloads based on Router Hops [25]. 
 

V. CONCLUSION 
 

The past few years cloud computing become very popular in the promising and competitive business world. It is 

one of the fastest growing fields in the IT industry. Cloud computing is revolutionizing how information 

technology resources and services are used and managed, but new revelation always comes with new problems. 

In this paper we have discussed various Layer security risks in Cloud Computing and also suggested solution for 

the same. 
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ABSTRACT 
A content management system (CMS) is a software that help us to make websites easier, faster and responsive in 

a very short time. In the CMS, this can be done by putting the content using admin panel and show it on the 

appropriate pages according to the rules. These days there are several CMS available based on functionalities, 

usage and platforms. The main challenge is to select the appropriate CMS, that fulfill all the current users’ 

requirements, easy to use, update, performance, compatibility with the different platforms and searching and 

security purpose. This study attempt to analyze  Joomla on the basic of design, usage, function, available plugin, 

default integrated feature, installation process, browser compatibility and  performance with different 

platforms, security purpose, search engine visibility.  
 

Keywords: CMS,  Joomla 
 

I. INTRODUCTION 
 

CMS- Content management system is a computer application. CMSs are mostly used to develop websites 

containing blogs, news, events and shopping. Many govt.  organization, corporate and shopping and Marketing 

website use CMS. CMS is normally used to avoid to writing the code. A content management system is a stand-

alone application to create, manage and store content. As we know that a webpage has text, graphics, photos, 

video, audio etc that display content or interacts with the user. CMS has made content management simple and 

has grown the project’s use in the countless production websites.  

CMS has great capabilities “out of the box”, but one of its great strengths is the ease  of extending those 

capabilities. One can add a surprising amount of functionality just by customizing the core modules, but once 

you learn to write your own tags and modules, the ability to add features is virtually limitless. 

 
1)   The CMA element allows the content manager or author, who may not know Hypertext Markup Language 

(HTML), to manage the creation, modification, and removal of content from a Web site without needing 

the expertise of a Webmaster. 

2)   The CDA element uses and compiles that information to update the Web site. The features of a CMS 

system vary, but most include Web-based publishing, format management, revision control, and indexing, 

search, and retrieval. 

 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                       ISBN: 978-81-931039-3-7 

488 | P a g e  

II. JOOMLA 
 

Joomla is a free and open source content management system (CMS), which enables the user to build Web sites 

and powerful online application that can also be used independently. Joomla is a class of Open Source CMSs 

written in PHP (scripting language) uses object-oriented programming (OOP) techniques and uses MySQL 

database for the backend. 

Joomla is so much more than just a powerful content management system. With the list of features ”Out of the 

Box”. User Management, Media Manager, Languages Manager, Banner Management, Contact, Polls, Search, 

Web Link, Content, Menu, Templates, Web services Management and Powerful Extensibility. Joomla keeps 

content in its database to provide dynamic formatting. 
 

2.1 Joomla File Structure 
The understanding of the basics of the directories and files structure in Joomla site is essential. When Joomla is 

installed, there will be a default file structure either on the server. Below is an example showing how each folder 

has all the important documentation structured and organized. 

 
Joomla Components follow the Model-View-Controller (MVC) design pattern. This pattern separates the data 

gathering (Model), presentation (View) and user interaction (Controller) activities of a component. Such 

separation allows for expanding or revising properties and methods of one section without requiring additional 

changes to the other sections. Joomla file loading system enables developers to work with separate files for 

controllers, views and models without worrying about importing the right file in the right place. However, for 

this to work, certain naming conventions need to be observed. 
 

2.2 Some real world examples of what Joomla! can do? 
Joomla is used all over the world to power Web sites of all shapes and sizes. For example: 

· Corporate Web sites or portals 

· Corporate intranets and extranets 

· Online magazines, newspapers, and publications 

· E-commerce and online reservations 

· Government applications 
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· Small business Web sites 

· Non-profit and organizational Web sites 

· Community-based portals 

· School, Colleges, Hospitals and church Web sites 

· Personal or family homepages 

· Multiple language sites 
 

2.3 Here are Just a Few Examples of Web Sites that Use Joomla 

· MTV Networks Quizilla (Social networking) - http://www.quizilla.com 

· IHOP (Restaurant chain) - http://www.ihop.com 

· Harvard University (Educational) - http://gsas.harvard.edu 

· Citibank (Financial institution intranet) - Not publicly accessible 

· The Green Maven (Eco-resources) - http://www.greenmaven.com 

· Outdoor Photographer (Magazine) - http://www.outdoorphotographer.com 

· PlayShakespeare.com (Cultural) - http://www.playshakespeare.com 

· Senso Interiors (Furniture design) - http://www.sensointeriors.co.za 

 

III. CORE FEATURE OF THE JOOMLA 

3.1 Installation 
 Installation of Joomla is very easy. For installation, a user doesn’t require much technical knowledge - they just 

have to know how to connect through FTP and install databases. It can be hosted on standard shared Linux, 

Apache, MySQL and PHP environment 
 

3.2 Maintenance and Update 
 In Joomla, maintaining and updating the site is easy. Like Drupal, Joomla users also need to backup the website 

before updating it. The administrator can back-up the whole website by downloading a file which contains the 

assets of website, and replacing the web directories using a web update interface. 
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3.3 Multilingual 
Joomla is the most popular and widely supported open source multilingual CMS platform in the world, offering 

more than 64 languages. Webmasters and content creators can create websites to be presented in multiple 

languages, without ever needing to step outside of the options available in the Joomla! core software. 
 

3.4 Well Supported 
The enthusiastic community is filled with individuals, and teams of world class developers and business 

consultants who actively help at no cost in the forums. There are thousands of professional Joomla! service 

providers throughout the world who can help build, maintain and market your Joomla! projects. The Joomla 

community has a vetted directory of just some of these providers at the Joomla Resource Directory. 
 

3.5 Easy Upgrades 
One of the big challenges with any software is keeping it up to date. Fortunately, Joomla! has a "One Click 

Version Update" feature to make this process super easy for users of any skill level. 

The built-in updater also has an automated checker which notifies you if anything needs updating. 
 

3.6 Media Manager 
The Media Manager is the tool for easily uploading, organizing and managing your media files and folders. You 

can even handle more types of files, with the help of configurable MIME settings. The Media Manager is 

integrated into the Article Editor so you can access images and all other media files for easy usage and 

enhancement of your written content. 
 

3.7 Banner Management 
With the banner manager you have the possibility to easily add advertising and monetize your website. The tool 

allows you to create clients and campaigns, to add as many banners as you need, even custom codes, to set 

impression numbers, track the clicks and much more. 
 

3.7 Contact Management 
The contacts component allows you to add several contacts, departments and categories, and extend the basic 

contact information with miscellaneous information and an image. Easily set up a contact form for each contact 

you create and allow access to the public or just to some registered users, or create a listing of these contacts. 
 

3.8 Search Better, Search Smarter 
With the built in search and smart search, your website visitors will be able to quickly and easily find the 

appropriate information on your site. And even more, thanks to the statistics you can analyze your visitors needs 

and streamline your content even better to serve them. The user have the ability to use the included smart 

indexing, advanced search options, auto suggest searches - making Joomla search the best in class right out of 

the box. 
 

3.9 Content Management 
Joomla is a Content management system at heart and has some seriously great features that make organizing and 

managing user content a breeze. Content creation is made very easy by the inbuilt WYSIWYG editor and allows 

user to edit content without any knowledge of code. Next to different layouts, users are able to use several pre 

installed modules to show the most popular articles, latest items, related articles and more. 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                       ISBN: 978-81-931039-3-7 

491 | P a g e  

 

3.10 Nested Categorization  
When users are managing content, organization is a key requirement. Being able to create categories with 

nesting and no limits on depth is a great plus in helping manage large websites. 
 

3.11 Frontend Editing 
Editing content should be easy and fast. The users are reading through the site's content and see a change that he 

needs to make. No need to login to the administrative section any more for simple edits of content and modules. 

Simply click and edit from the frontend. 
 

3.12 Content Versioning 
The users will never again lose a previous important version of the article and other changes on own site. One 

can now able to track exactly who made what changes, when, and if a version note was entered, why the item 

got edited. Then if needed he can revert to any previous version. 
 

3.13 Menu Manager 
The Menu Manager allows us to create as many menus and submenu items as our need. Anyone can make own 

menu structure hierarchy (and nested menu items) completely independent of our content structure. Put one 

menu in multiple places and in any style as user want,  use rollovers, dropdown and just about any other 

navigation system. Also automatic breadcrumbs are generated to help navigate your site users. 
 

3.14 Powerful Extensibility 
The Joomla core is just the beginning, the real power is in the way user can customize Joomla have more then 

8000 extensions are available to extend website and broaden it's functionality. 
 

IV. FOR DESIGNERS 
4.1 Design Uncoupled 
Joomla was one of the pioneers in open source CMS's by adopting a MVC design strategy. MVC means that 

views are strictly separate from the business logic. This is a huge advantage since you own the views or can 

override them to achieve superior custom designs. Joomla not only gives you the design freedom that you have 

always craved but can help you make your sites stand out in the crowd! 
 

4.2 Responsive with Bootstrap 
Today, every client requires the website should be responsive. This is very time consuming. Joomla is Mobile 

Ready and allows you to build more than just websites but online applications that can respond to virtually any 

device. Joomla! core templates are built with Bootstrap making it responsive out of the box. Which means you 

have a toolset to work with which makes creating templates even easier? 
 

4.3 Do More with Less 
Spend less time coding and reduce the tedious tasks associated with building interfaces in Joomla 3. Joomla now 

features LESS CSS and jQuery which means you can write less code to achieve greater results. The Joomla User 

Interface (JUI) library gives you a standardized backend & frontend interface. 
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4.4 Beautiful Fonts for that Extra Edge 
Designers know the power of fonts for expressing ideas and design strategies. With Joomla you don’t  need to 

get constrained by standard Web fonts. The Joomla core itself opens a whole new world of expression because it 

allows you the freedom to use Google fonts to make that new design dream come true ! 
 

4.5 Template Management 
Templates in Joomla are more than a framework for managing your designs but a powerful tool suite for making 

your site look exactly the way you want. You have complete control of your presentation since you can either 

use a single template for the entire site or a separate template for each site section or menu item.  
 

V. FOR DEVELOPERS 

5.1 User Management 
Joomla has a registration system that allows users to configure personal options. Out of the box, there are nine 

user groups with various types of permissions on what users are allowed to access, edit, publish and administer. 

Authentication is an important part of user management and Joomla supports multiple protocols, including 

LDAP, OpenID, and even Gmail. This allows users to use their existing account information to streamline the 

registration process. 

All of this can be added onto with extensions, giving you complete control over what users can access and how 

they authenticate to your site. 
 

5.2 Cloud Storage APIs 
A new API in Joomla will allow Joomla to access cloud storage services including Amazon S3, Google Cloud 

Storage, Rackspace and Dropbox. This allows sites to now use these services as content distribution networks 

without the need for third party extensions. 

5.3 System Features 
Speedy page loads are possible with page caching, granular-level module caching, and GZIP page compression. 

In a web where content is being shared across multiple networks, Joomla makes it easy to manage your content 

from a single location. With APIs supporting several third party services and a connector enabling requests to 

anywhere on the web, users and developers have a magnitude of power and data readily available to them. 
 

VI. CONCLUSION 
 

The web is getting more complex day by day. A few years ago, knowing HTML was enough for creating a 

website. But today, to develop a good responsive and user friendly website with lots of features, user should 

acquire good programming skills and years of experience. On the other hand, Joomla is one of the most 

powerful Open Source Content management Systems. It is very useful for creating highly interactive 

Multilanguage different kinds of website like E-commerce, portals, blogs etc in short time without need to lots 

of programming knowledge. One can easily add additional functionality using add-ons. There are lots of 

extensions available at Joomla for free and for some you have to pay. The users can change the code of the page 

layout according to own needs by hiring web developer. 
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ABSTRACT 
This paper presents the design of a low-profile, reconfigurable, tunable multiband patch antenna. The antenna 

design is fabricated on FR4 substrate with dielectric constant  4.4. The proposed antenna design can be used 

for different types of wireless applications such as Wi-Fi, Wi-max, Bluetooth within a microwave S and C 

frequency bands in electromagnetic spectrum. Now-a-days, various antennas are preferred and frame for 

different wireless applications. This enlarges the complexity and size of the device. The proposed work deals 

with the design of an antenna which can be used for various wireless applications. Thus, band selection in 

communication systems can be conveniently served by only single antenna. This will make an overall antenna a 

compact one. The following Parameters that shall be considered in this work for performance analysis are 

Return Loss, Gain, VSWR and Directivity.  
  

Key Words: Directivity, Gain, Return Loss, VSWR 
 

I. INTRODUCTION 
  

Microstrip or patch antennas are becoming increasingly useful because they can be printed directly onto a circuit 

board. Microstrip antennas are becoming very widespread within the mobile phone market. Patch antennas are 

low cost, have a low profile and are easily fabricated. Nowadays broadband compact antennas are highly 

preferred for mobile terminals as they occupy limited space and can interface with various communication 

standards [1]. By cutting U-slot in rectangular patch antenna on thick and low dielectric substrate, a broad 

bandwidth is obtained [2]. Modern mobile handsets are miniature in size and support different wireless 

application. Due to the device convergence trend in antenna structure, very limited space is available for the 

antenna structure and they are required to operate at multiple-frequency bands in order to provide the enhanced 

multifunctional performances [3]. V.-A. Nguyen et. al. demonstrates  antenna design with a volume 

of mounted on FR-4 substrate with ground plane  and it covers following frequency 

bands DCS (1710–1880 MHz), PCS (1850–1990 MHz), UMTS (1920–2170 MHz), WiBro (2300–2400 MHz), 

WLAN (5.2 GHz), and partial C-band (3–4.2 GHz) [3]. H. F. Abutarboushet al. demonstrates appreciable C 

slotted antenna design using single feed used for narrowband applications in a range of  5 to 7 GHz  with the 

size of  50×50×1.57 mm3 [4]. Peak gains of the antenna at different frequencies are between 3 to5 dBi [4]. H. F. 

Abutarboushet al. have designed compact printed antenna with a dimensions of 50×50 mm2. It provides 

frequency bands of 0.92, 1.73, 1.98, 2.4, and 2.9 GHz with simulated gains -1.0, 1.6, 1.2, 1.05, 2.2 dBi, 

respectively [5].  

Design of broadband antenna for different wireless standards is a difficult task and to cover large frequency 
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range tunable and reconfigurable multiband antennas can be preferred. This paper presents the design of 

compact multiband microstrip patch antenna for wireless applications. It provides frequency bands in S and C 

band of electromagnetic spectrum. It includes different wireless applications for the wireless devices such as 

Mobile phones, WLAN, Bluetooth, Wi-Fi, WiMax. This paper is a further study of antenna design 

methodology, with changing the length of patch and die-electric constant and its effect on frequency tuning and 

reconfiguration comparatively higher gain and directivity. 
 

II. PROPOSED ANTENNA DESIGN 
 

This paper proposed the design of multiband microstrip patch antenna which covers both S (2-4 GHz) and C (4-

8 GHz) band in electromagnetic spectrum. Antenna includes main radiator and four sub-patches placed on FR-4 

substrate with relative permittivity 4.4 and height of a substrate h =1.57. Total volume of the antenna design is 

50×50×1.57 mm3. It provides frequency bands like 1.73, 2, 2.4, 2.97, 3.91 to 4.3, 5, 5.56, 6.8, 7.7 GHz.  

Software used for antenna design & its simulation is Agilent Advanced Design System (ADS) 2011.05. It 

reinforces Momentum as well as FEM (finite element method) mode of simulation. Geometry of patch antenna 

is as shown in Fig.1 and Fig.2 shows structure implemented in ADS software. Dimensions of all patches are as 

shown in Table I. 
 

III. SIMULATION AND EXPERIMENTAL RESULTS 
 

The S11 represents how much power is reflected from the antenna, and hence is known as the reflection 

coefficient (sometimes written as gamma: or return loss). If S11=0 dB, then all the power is reflected from 

the antenna and nothing is radiated. If S11=-10 dB, this implies that if 3 dB of power is delivered to the antenna, 

-7 dB is the reflected power [6]. The remainder of the power was "accepted by" or delivered to the antenna. This 

accepted power is either radiated or absorbed as losses within the antenna. Since antennas are typically designed 

to be low loss, ideally the majority of the power delivered to the antenna is radiated. Return loss should be as 

low as possible for transmission of maximum power. Return loss (s11) should be less than -10 dB [7]. Fig.3 

shows the simulation results of proposed design. Antenna design consists of array of patches, having different 

frequency bands, 1.73, 2, 2.4, 2.97, 3.91 to 4.3, 5, 5.56, 6.8, 7.7 GHz with return loss ≤10 dB. It gives the bands 

which are used for wireless applications such as Wimax, Wi-Fi, Bluetooth, and WLAN. 

                      
        Fig.1 Structure Of Patch Antenna.              Fig.2 Structure Implemented In ADS Software. 
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Table I: Dimensions of All Patches. 
L1 L2 L3 L4 Lf W1 W2 W3 W4 Wf 

24 24 24 24 14.6 8 10 10 12 3 

Lm Wm F1 F2 F3 F4 D1 D2 D3 D4 

50 4 2 3 2.5 3 1 2 2 2 

D5 Ul Uw Rl Rw H     

3 19 6 14 5 1.57     

After implementation the measured results of an antenna design shown in Fig.3. It is observed that the antenna 

exhibits ≤10 dB reflection coefficients over multiband frequency bands such as 1.74 GHz, 2 GHz, 2.45 GHz, 

3.58 GHz, 4 GHz, 5.1 GHz, 5.52 GHz, 6.5 GHz, and 7.08 GHz. 

           
                  Fig.3 Simulation Result of Fig.1                         Fig.4 VSWR Plot of Fig.1. 
Table II shows simulated gain and directivity with corresponding resonance frequency using Advanced Design 

System (ADS) software. As rectangular width of a slot size is decreased, area of a patch in antenna design is 

increased hence directivity also increases. Fig.5 shows VSWR plot of multiband antenna design. For all 

resonance frequencies, VSWR is less than 2 which is desirable.  

Table II:  Simulated Gain and Directivity With Corresponding Resonance Frequency 
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IV. SIMULATION RESULT WITH VARYING LENGTH AND CHANGING DIELECTRIC 

CONSTANT (3.4) 
 

The resonant length of the patch, however, is not exactly equal to the physical length due to the fringing effect.  

The fringing effect makes the effective electrical length of the patch longer than its physical length, Leff>L [8]. 

 
Fig.5 Physical and Effective Lengths of Rectangular Microstrip Patch. 

  

 

      (1) 

Since the length of the patch has been extended by on each side, the effective length of the patch is [9]. 

 (2) 

For an efficient radiator, a practical width that leads to good radiation efficiencies is 

                                   
                             

(3)                                                      

  

                  
 

Fig.6 Varying Length (18 Mm) of First Patch.  Fig.7 Simulation Result (18 Mm) of First Patch. 
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Fig.8 Varying Length (18 Mm) of Second Patch. Fig.9 Simulation Result (18 Mm) of Second tch. 

  
Fig.10 Varying dielectric constant (3.4) of first patch.                       Fig.11 Simulation result (3.4) of first 

patch. 

 
Fig.12 Varying dielectric constant (3.4) of second patch.       Fig.13 Simulation result (3.4) of second patch. 

Table III: frequency with varying length and dielectric constant of patch 1. 

Frequency  

(GHz) 

Frequency (GHz) 

By varying length of patch  

By varying diel 

ectric  constant(3.4) 

1.73 1.8 - 

2 2 2 

2.41 2.6 2.3 

2.97 - 2.8 to 3 

3.9 to 4.38 4 - 

4.95 5 to 5.2 4.6 

5.56 5.6 5.8 

6.8 6.8 to 7 6.3 

7.67 7.8 7.4 to 8 
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Table IV: frequency with varying length and dielectric constant of patch 2. 

Frequency  

(GHz) 

Frequency (GHz) 

By varying length of patc  

By varying diel 

ectric  constant(3.4) 

1.73 1.8 - 

2 - 2.2 

2.41 - 2.4 

2.97 3 3.3 

3.9 to 

4.38 

3.7 4.2 

4.95 4.2 to 4.6 4.6 to 5 

5.56 - 5.6 to 5.9 

6.8 6.2 to 6.8 - 

7.67 7.6 to 7.8 7.2 to 7.9 

 

FR-4 glass epoxy is a popular and versatile high-pressure thermoset plastic laminate grade with good strength to 

weight ratios. With near zero water absorption, FR-4 is most commonly used as an electrical insulator 

possessing considerable mechanical strength [10]. The material is known to retain its high mechanical values 

and electrical insulating qualities in both dry and humid conditions. These attributes, along with good 

fabrication characteristics, lend utility to this grade for a wide variety of electrical and mechanical applications. 

Tunability can be achieved by varying length of the patch. We have considered two cases. First case is variation 

in length of patch 1 and 2, and second case is variation in Dielectric constant of patch 1 and 2. By varying  

length of patch 1 and patch 2 from 24 mm to 18 mm, depending upon the current distribution frequencies which 

are  depend upon patch 1 and 2 has been shifted and the results are shown in Fig.7, Fig.9. Similarly by changing 

dielectric constant of patch 1 and patch 2 from 4.4 to 3.4, the new frequencies obtained are shown in Fig.11, Fig. 

13. 

Using first case that is variation in length of patch 1 and 2 in multiband patch antenna provides variation in 

lower frequencies and using second case that is variation in dielectric constant of patch 1 and 2 in multiband 

patch antenna provides variation in higher frequencies. Similarly we can vary the length and dielectric constant 

of patch 3 and patch 4 also and by using PIN diode patches can be switch on and off to achieve tunability and 

reconfigurability which is desirable for wireless application.  
 

IV. APPLICATIONS 
 

Modified (varying length & dielectric constant) structures provide bands of frequencies for Wimax IEEE 802.16 

(2.3-2.4GHz), Wi-Fi IEEE 802.11 (2.4-2.48GHz), UMTS (1.9-2.17GHz), WLAN, Bluetooth IEEE 802.15 (2.4-

2.48 GHz), GPS (1.57 GHz), PCS (1.85-1.99 GHz), DCS (1.71-1.88GHz) applications. It covers both S-band 

and C-band of electromagnetic spectrum.  
 

V. CONCLUSION 
 

The compact, tunable & reconfigurable multiband patch antenna is proposed which provides different 

frequencies of S (2-4 GHz) and C (4-8 GHz) band with minimum return loss. By variation in length of patch 1 

and 2 in multiband patch antenna provides variation in frequencies and by variation in dielectric constant of 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                       ISBN: 978-81-931039-3-7 

500 | P a g e  
 

patch 1 and 2 in multiband patch antenna provides tuning in frequencies which makes antenna tunable. It can be 

designed using PIN diode to make patches on and off selectively. The proposed antenna dimensions are 50 mm 

x 50 mm and provide bands for Wimax, Wi-Fi, WLAN, and Bluetooth applications. Such applications can be 

served by using proposed single antenna which reduces complexity and cost as well. 
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ABSTRACT 
Image processing techniques are widely used in the domain of medical sciences for detecting various diseases, 

infections, tumors, cell abnormalities and various cancers. Detecting and curing a dise ase on time is very 

important in the field of medicine for protecting and saving human life. Mostly in case of high severity diseases 

where the mortality rates are more, the waiting time of patients for their reports such as blood test, MRI is 

more. The time taken for generation of any of the test is from 1-10 days. In high risk diseases like Hepatitis B, it 

is recommended that the patient’s waiting time should be as less as possible and the treatment should be started 

immediately.  The current system used by the pathologists for identification of blood parameters is costly and 

the time involved in generation of the reports is also more sometimes leading to loss of patient’s life. Also the 

pathological tests are expensive, which are sometimes not affordable by the patient. This paper deals with an 

image processing technique used for detecting the abnormalities of blood cells in less time. The proposed 

technique also helps in segregating the blood cells in different categories based on the form factor.  
 

Keywords:  Abnormal Blood Cells, Form Factor, Image Processing 
 

I.  INTRODUCTION 
 

The blood consists of a suspension of special cells in a  liquid called plasma. Blood consists of 55 % plasma, 

and 45 % by cells called formed elements. The blood performs a lot of important functions. By means of the 

hemoglobin contained in the erythrocytes, it carries oxygen to the tissues and collects the carbon dioxide (CO2). 

It also conveys nutritive substances (e.g. amino acids, sugars, Mineral salts). Mostly in case of high severity 

diseases where the mortality rates are more, the waiting time of patients for their reports such as blood test, MRI 

is more. The time taken for generation of any of the test is from 1-7 days. In high risk diseases like Hepatitis B, 

it is recommended that the patient’s waiting time should be as less as possible and the treatment should be 

started immediately.  The current system used by the pathologists for identification of blood parameters is costly 

and the time involved in generation of the reports is also more sometimes leading to loss of patient’s life. Also 

the pathological tests are expensive, which are sometimes not affordable by the patient. Hence, there should be 

an automated system where the blood reports should be generated in a very less time with as minimum cost as 

possible. The proposed system would be an initiative to generate the blood test reports in minimum time and 

will be cost effective [1]. 

Currently the time taken by pathologist is 1-7 days to generate the reports. The reports will get generated after 

chemical treatments on blood samples which requires more time. It is also costly as the instruments used for 

identification of the blood parameters are costly. The patients suffer due to both these reasons physically as well 

as mentally. 
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In detection process several methods used for the segmentation of red blood cell from white blood cell Using 

color space model with the help of MATLAB software. We can get the accuracy up to 87%.  
 

II. TYPES OF BLOOD CELLS 
 

There are two types of blood cells: (A) Normal blood cells & (B) Abnormal blood cells. 

2.1 Normal Blood Cells  
The various normal blood cells are: Erythrocytes, Leucocytes, and Thrombocytes [2].  

2.1.1 Erythrocytes 

The erythrocytes are the most numerous blood cells i.e. about 4-6 millions/mm3 They are also called red cells. 

In man and in all mammals, erythrocytes are devoid of a nucleus and have the shape of a biconcave lens. In the 

mother vertebrates (e.g. fishes, amphibians, reptilians and birds), they have a nucleus. The red cells are rich in 

hemoglobin, a protein able to bind in a faint manner to oxygen. Hence, these cells are responsible for providing 

oxygen to tissues and partly for recovering carbon dioxide produced as waste. However, most CO2 is carried by 

plasma, in the form of soluble carbonates. 

2.1.2   Leucocytes 

Leukocytes, or white cells, are responsible for the defense of the organism. In the blood, they are much less 

numerous than red cells. The density of the leukocytes in the blood is 5000-7000 /mm Leukocytes divide in two 

categories: granulocytes and lymphoid cells or agranulocytes. The term granulocyte is due to the presence of 

granules in the cytoplasm of these cells. In the different types of granulocytes, the granules are different and 

help us to distinguish them. In fact, these granules have a different affinity towards neutral, acid or basic stains 

and give the cytoplasm different colors. 

2.1.3 Thrombocytes 

The main function of platelets, or thrombocytes, is to stop the loss of blood from wounds (hematostasis). To this 

purpose, they aggregate and release factors which promote the blood coagulation. Among them, there are the 

serotonin which reduces the diameter of lessoned vessels and slows down the hematic flux, the fibrin which trap 

cells and forms the clotting. Even if platelets appear roundish in shape, they are not real cells. In the smears 

stained by Giemsa, they have an intense purple color. 

 

2.2 Abnormal Blood Cells  
 The various abnormal blood cells are: elliptocyte, echinocyte, dacrocyte, and sickle cells. 

2.2.1 Elliptocyte  

 Elliptocytes are red blood cells that are oval or cigar shaped. They may be found in various anemias, but are 

found in large amounts in hereditary elliptocytosis. 

2.2.2 Echinocyte   (Crenated Red Blood Cells)  

Echinocytes are red blood cells with many blunt spicules, resulting from faulty drying of the blood smear or 

from exposure to hyperosmotic solutions. Pathological forms are associated with uremia. Echinocytes contain 

adequate hemoglobin and the spiny knobs are regularly dispersed over the cell surface, unlike those of 

acanthocytes. 

2.2.3 Dacrocyte (Tear Drop Cells)  

Teardrop shaped red blood cells are found in myelofibrosis and other myeloproliferative disorders, pernicious 

anemia, thalassemia, myeloid metaplasia, and some hemolytic anemias. 
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2.2.4 Sickle Cells  

 Sickle cells are red blood cells that have become crescent shaped. When a person with sickle cell anemia is 

exposed to dehydration, infection, or low oxygen supply, their fragile red blood cells form liquid crystals and 

assume a crescent shape causing red cell destruction and thickening of the blood. Since the life span of the red 

blood cell is shortened,[3] 

 

2.3 Basic Overview of Paper 
The aim of this paper is to detect the abnormal blood cells by image processing technique. First we perform the 

edge detection technique than determine the form factor by calculating the area and perimeter. Then count the 

cells. 

This research work will propose a system which will help in reducing the cost as well as waiting time of the 

patients for availing the pathological reports. The system will be working as follows:- Once the patient’s blood 

sample is collected, it will be processed immediately and using an high end camera’s in microscope, the images 

can be captured and using the image processing techniques, the different values of the desired parameters can be 

calculated immediately [1]. Use of parameter dependent image processing technique will definitely reduce the 

cost involved and also will save the time of generating the reports. This will definitely help to reduce the 

mortality rate in high risk diseases [2]. Section III,IV and V gives a basic block diagram , flow chart and form 

factor calculation to detect abnormal blood cells using image processing technique respectively. Section VI 

discusses the results obtained. Concluding remarks are given in section VII.[4] 
 

III. BASIC BLOCK DIAGRAM [5] 
 

Fig. 1 shows the basic block diagram for detecting the abnormal blood cells. And Fig. 2 shows the flowchart for 

the system  

 
Fig. 1: Block Diagram for Detecting Abnormal Blood Cells 

3.1 Image Acquisition  
The digital microscope is interfaced to a computer and the microscopic images are obtained as digital images. 

The resolution of the digital image depends on the type of digital microscope used. 
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3.2 Image Enhancement 
For better segmentation of the blood cells, the imported image has to be enhanced. This improves the quality of 

the image in terms of details.  

3.2.1 Green Plane Extraction 

The green plane is extracted from the imported blood cell image. The other planes such as red and blue are not 

considered because they contain less information about the image. 

3.2.2 Contrast Adjustment 

To enhance the image, its contrast is adjusted by altering its histogram. The image’s histogram is equalized.[6] 

 

3.3 Image Segmentation   
This involves selecting only the area of interest in the image. Here only the blood cells are selected, because 

they are the areas of interest. A Segmentation can be used for object recognition, occlusion boundary estimation 

within motion or stereo systems, image compression, image editing or image database look up. 

Flowchart: 

 
Fig. 2: Flowchart for Detection of Abnormal Blood Cells 

 

IV. DETECTION AND COUNTING OF ABNORMAL CELLS  
 

Form factor threshold is fixed for different abnormal cells. All the cells having the form factor value less than 

0.6 are considered abnormal and the cells having the form factor range between 0.6-1 are considered as normal 

cells. Based on these criteria the abnormal cells are detected. The flow chart for detection and counting the 

blood cells is given in Fig. 2. By incrementing a counter value with in a for loop, the number of normal cells and 

abnormal cells can be calculated.[7],[8]. 
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V. FORM FACTOR CALCULATION 
 

Form factor is calculated for the labelled cells. So our basic aim is to calculate the area and perimeter .[9],[10] 

5.1 Area 
Number of pixels in one cell makes its area. So the number of pixels having same label constitute the area of the 

labelled cells. 

5.2 Perimeter 
Any pixel whose four neighborhoods are white is surely not a boundary pixel as it lies interior of the cell. So we 

get number of those pixels whose four of the neighborhoods are white. And if we subtract this value from the 

total area of the Image then this will give area outside the cell along the perimeter of the cell. Hence the form 

factor can be calculated easily. 
 

VI. RESULTS AND DISCUSSION 
 

The proposed algorithm is tested on the blood cell images as shown in Fig. 3. The total number of blood cells 

present in the image is counted using proposed algorithm (implemented using MATLAB). The algorithm shows 

the form factor for the blood cells which are more or less in circular shapes is in the range of .8 to 1 and that for 

others in the range of 0.4 to 0.6. Also, the total number of cells is estimated and it matches with the actual count. 

         
(a)                                                                                             (b) 

Fig. 3: Blood Cell Images 
 

VII. CONCLUSION       
                                     

The paper proposes an image processing technique for detecting and counting the abnormal blood cells. The 

proposed method detects the abnormalities in blood cell in very less time and efficiently. Based on the form 

factor, the abnormalities of the blood cell can be segregated.  
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ABSTRACT 
Spam is most often considered as electronic junk mail. In general, the spam is defined as unsolicited email. Real 

spam is generally email advertising for some product which is sent to a mail list or newsgroups. The spam mail 

is transformed into a real risk in recent years. In this paper, various problem related to spam and various spam 

filtering techniques is discussed. 
 

Keywords: Spam, Characteristics of Spam, Spam Filtering Techniques 
 

I. INTRODUCTION 
 

Lately, messages have turned into a typical and essential medium of correspondence for most Internet clients. 

Nonetheless, spam, otherwise called spontaneous business/ mass email, is a worst thing about email 

correspondence. Spam is generally contrasted with paper garbage mail. However the distinction is that garbage 

mailers pay an expense to disseminate their materials, while with spam the beneficiary or ISP pays as extra data 

transmission, circle space, server assets, and lost benefits. In the event that  a spam keeps on growing at the 

current rate, the spam issue may get to be unmanageable sooner rather than later. A study evaluated that more 

than 70% of today's business messages are spam ; thusly, there are numerous genuine issues connected with 

developing volumes of spam, for example, filling clients' post boxes, immersing essential individual mail, 

squandering storage room and correspondence data transfer capacity, and expending clients' opportunity to erase 

all spam sends. Spam sends change fundamentally in substance and they generally have a place with the 

accompanying classes: cash making tricks, fat misfortune, enhance business, sexually express, makes 

companions, administration supplier commercial, and so forth. 
 

1.1 Spam Definition 
Spam is spontaneous and undesirable email from a more odd that is sent in mass to vast mailing records, for the 

most part with some business nature conveyed in the mass. Some would contend that this definition ought to be 

limited to circumstances where the recipient is not particularly chosen to get the email – this would reject 

messages searching for a livelihood or positions as examination understudies for example. This trouble in 

definition exhibits that the definition relies on upon the collector and reinforces the case for customized spam 

separation. 

1.2 Structure of Email 
Notwithstanding the body message of an email, an email has an alternate part called the header.  
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The employment of the header is to store data about the message and it contains numerous fields, for instance, 

following data about which a message has passed: 

Received: creators or persons assuming liability for the message  

From: aiming to demonstrate the conceal location of the genuine sender instead of the sender    utilized for 

answering  

Return-Path: remarkable of ID of this message  

Message-ID: configuration of substance  

Content Type: configuration of substance and so on. 
 

1.3 Spam Filtering Architecture 
The simple spam architecture is shown below. In this we concentrate on the incoming email as input. It is 

preceded by the filter process which is categorized in the following. 

ü Inbox 

ü Quarantine 

The inbox which hold the messages those are from several users. The quarantine is the process which specifies 

the message containing the virus. Before reading the message it must undergo the internal process namely 

ü Triage 

ü Search 

The purpose of triage is to assign the priority for the incoming mail. The search is the process of evaluating the 

mail. Finally the good email is passed to the client to read the mail. Each and every update is sent to external 

memory. 

 
Figure 1: Spam Filtering Architecture 

 

1.4 Spam Characteristics 
The characteristics of spam are listed below, 

Unwanted: 
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It seems obvious that spam messages are unwanted, by the majority of the recipients. Some messages such as 

those trafficking in illegal goods and services- may be wanted by specific individuals, but classed as unwanted 

by society at large. For most messages, there is a broad consensus as to whether the message is wanted or not 

and therefore some doubt is raised whether the message is spam or not. 

Indiscriminate: 

Spam is transmitted outside of any reasonable relationship between the sender and receiver. In general, it is 

more cost effective for spammer to send more spam than to be selective as to its target. A message that is 

automatically or semi automatically tailored to its target is nonetheless indiscriminate. For example, a spammer 

may harvest the name in the salutation of the message or a spammer may do more sophisticated data mining and 

sign the message with the name and email address of the collaborator, and may include in the text subjects of 

interest to the target. 

Disingenuous: 

The unwanted messages may disguise themselves by the means of legitimate messages. These messages may 

not be known to the spam filters because they may be disguised by means of word misspelling or obfuscation. 
 

1.5 Spam Techniques 
In the event that an advertiser has one database containing names, addresses, and phone quantities of 

forthcoming clients, they can pay to have their database coordinated against an outer database containing email 

addresses. The organization then has the intends to send email to persons who have not asked for email, which 

may incorporate persons who have deliberately withheld their email address 

1.5.1 Image Spam 

Picture spam is a jumbling system in which the content of the message is put away as a GIF or JPEG picture and 

showed in the email. This keeps content based spam channels from recognizing and blocking spam messages. 

Picture spam was apparently utilized as a part of the mid 2000s to publicize "pump and dump" stocks.Often, 

picture spam contains strange, PC  produced content which essentially pesters the per user. Nonetheless, new 

innovation in a few projects tries to peruse the pictures by endeavoring to discover content in these pictures. 

They are not extremely precise, and infrequently channel out pure pictures of items like a crate that has words 

on it. A more current method, nonetheless, is to utilize an energized GIF picture that does not contain clear 

content in its beginning edge, or to bind the states of letters in the picture (as in CAPTCHA) to dodge 

identification by OCR devices. 

1.5.2. Backscatter Spam 

Backscatter is a symptom of email spam, infections and worms, where email servers getting spam and other 

mail sends skip messages to a guiltless gathering. This happens in light of the fact that the first message's 

envelope sender is fashioned to contain the email location of the exploited person. A substantial extent of such 

email is sent with a produced From: header, coordinating the envelope sender. Since these messages were not 

requested by the beneficiaries, are generously like one another, and are conveyed in mass amounts, they qualify 

as spontaneous mass email or spam. In that capacity, frameworks that create email backscatter can wind up 

being recorded on different DNSBLs and be disregarding network access suppliers' Terms of Service. 
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II. ALGORITHMS 

2.1. NAÏVE BAYES CLASSIFIER 
The Naive Bayes classifier is a straightforward measurable calculation with a long history of giving shockingly 

exact results. It has been utilized as a part of a few spam order study [3, 4, 5, 6], and has ended up with a degree 

of benchmark. It gets its name from being in view of Bayes' guideline of contingent likelihood, joined with the 

―naive presumption that all restrictive probabilities are free [7]. 

Innocent Bayes classifier analyzes the majority of the occurrence vectors from both classes. It figures the former 

class probabilities as the extent of all examples that are spam (Pr[spam]), and not-spam (Pr[notspam]). At that 

point (expecting parallel traits) it gauges four contingent probabilities for every property: Pr[true|spam], 

Pr[false|spam], Pr[true|notspam], and Pr[false|notspam]. These assessments are ascertained in light of the extent 

of examples of the coordinating class that have the coordinating worth for that property. To group an occasion 

of obscure class, the ―naive‖ rendition of Bayes' guideline is utilized to gauge first the likelihood of the 

occurrence fitting in with the spam class, and after that the likelihood of it fitting in with the not-spam class. At 

that point it standardizes the first to the whole of both to deliver a spam certainty score somewhere around 0.0 

and 1.0.  

The algorthim for Naïve Bayes classifier is specified below [] 

Step 1: It is loaded the image which will be classified as being ONE, TWO or THREE 

Step 2: There are loaded the images found in the folder images. The name of the files belonging to class ONE 

are: “image1_*.jpg”, the ones belonging to class TWO are: “image2_*.jpg” and the ones for class THREE are : 

“image3_*.jpg”. 

Step3: It is determined the a priori probability for each class: 

P(UNU) = NrTemplateInClassONE / NumberTotalTemplates 

P(DOI) = NrTemplateInClassTWO / NumberTotalTemplates 

P(TREI) = NrTemplateInClassTHREE / NumberTotalTemplates 

Step 4: It is determined the probability that the image from the Step 1 to be in class ONE, TWO or THREE. Let 

(i,j) be the position of a white pixel in the image. It is calculated the probability that the pixel having the 

coordinates (i, j) to be white for the class ONE, TWO and THREE. 

count1i,j = 0 

for k = 1,n ; n – the number of images in class ONE if  

image1_k(i,j) = 255 then 

count1i,j = count1i,j + 1 

probability1(i,j) =count1i,j / NrTemplateInClassONE 

count2i,j = 0 

for k = 1,n ; n- the number of images in class TWO 

f image2_k(i,j) = 255 then  

count2i,j = count2i,j + 1 

probability2(i,j) =count2i,j / NrTemplateInClassTWO 

count3i,j = 0 

for k = 1,n ; n- the number of images in class THREE if 

image3_k(i,j) = 255 then 
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count3i,j = count3i,j + 1 

probability 3(i,j) =count3i,j / NrTemplateInClassTHREE 

Step 5: The posteriori probability that the image in Step 1 to be in class ONE is: 

P(T|ONE) = average (probabilitate1(i,j)); (i, j) – the position of the white pixels in the image from Step1 

Step 6:  The posteriori probability that the image in Step 1 to be in class TWO is: 

P(T|TWO) = average (probabilitate1(i,j)); (i, j) – the position of the white pixels in the image from Step1 

Step 7:  

The posteriori probability that the image in Step 1 to be in class THREE is: 

P(T|THREE) = average (probabilitate1(i,j)); (i, j) – the position of the white pixels in the image from Step1 

Step 8:   

It is determined the probability P for each image class and it is assigned the image from Step1 to the class of 

images that has the greatest probability. 

P(ONE|T) = P(T| ONE)*P(ONE) 

P(TWO|T) = P(T| TWO)*P(TWO) P(THREE|T) = P(T| THREE)*P(THREE) 
 

2.2. Artificial Neural Networks 
Artificial neural networks (ANNs) are a group of factual learning calculations propelled by natural neural 

networks (the focal sensory systems of creatures, specifically the mind) and are utilized to gauge or estimated 

capacities that can rely on upon a substantial number of inputs and are by and large obscure. Manufactured 

neural networks are for the most part introduced as frameworks of interconnected "neurons" which can register 

values from inputs, and are equipped for machine adapting and in addition design distinguishment because of 

their versatile nature. 

Examinations of the human's focal sensory system enlivened the idea of neural networks. In an Artificial Neural 

Network, simple artificial nodes, known as "neurons", "neurodes", "processing elements" or "units", are joined 

together to form a network which impersonates a natural neural network. There is no single formal meaning of 

what a simulated neural system is. In any case, a class of measurable models might ordinarily be called "Neural" 

in the event that they have the accompanying qualities: 

ü Comprise of sets of versatile weights, i.e. numerical parameters that are tuned by a learning calculation, and 

ü Are equipped for approximating non-direct capacities of their inputs. 

 
Figure 2: Artificial Neural Network in Human Brain 
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The best-known illustration of one is the human brain, the most perplexing and modern neural system. On 

account of this cranial-based neural system, we have the capacity to settle on extremely fast and solid choices in 

portions of a second. [7]. 
 

2.3 K-Nearest Neighbor Classifier 
The k-nearest neighbor (K-NN) classifier is viewed as a case based classifier, that implies that the preparation 

records are utilized for correlation as opposed to an unequivocal class representation, for example, the 

classification profiles utilized by different classifiers. All things considered, there is no genuine preparing stage. 

At the point when another report needs to be sorted, the k most comparable archives (neighbors) is discovered 

and if a sufficiently expansive extent of them have been relegated to a certain classification, the new archive is 

additionally allocated to this class, overall not. Moreover, discovering the nearest neighbors can be quickened 

utilizing customary indexing strategies. To choose whether a message is real or not, we look at the class of the 

messages that are nearest to it. The examination between the vectors is a constant methodology. This is the way 

to go, of the k nearest neighbor calculation: 

Stage 1: Train and store the message 

Stage 2: Filtering the trained message 

We ought to note that the utilization of an indexing strategy with a specific end goal to lessen the time of 

correlations impels an upgrade of the example with an intricacy O(m), where m is the specimen size. As the 

majority of the preparation samples is put away in memory, this method is additionally alluded to as a memory-

based classifier [8]. An alternate issue of the displayed calculation is that there is by all accounts, no parameter 

that we could turn to decrease the quantity of false positives. This issue is effortlessly comprehended by 

changing the grouping standard to the accompanying l/k tenet: If l or more messages among the k closest 

neighbors of x are spam, group x as spam, overall characterize it as true blue mail. The k closest neighbor tenet 

has discovered a wide use when all is said in done order undertakings. It is additionally one of the few all 

around predictable grouping guidelines. 
 

III. CONCLUSION 
 

Spam is turning into an intense issue to the Internet group, debilitating both the uprightness of the systems and 

the benefit of the clients. In this paper, we studied three machine learning techniques for spam separating. In this 

paper, we talked about the issue of spam and gave a review of learning based spam sifting procedures. We can 

say that the field of hostile to spam insurance develops at this point and decently created. At that point an 

inquiry emerges, why our inboxes are still frequently brimming with spam? Reactivity of spammers assumes a 

part clearly, thus does the complex way of spam information. Be that as it may, one more issue not to be thought 

little of here is that we normally don't ensure against spam in all the accessible ways. At the end of the day, one 

point which ought to dependably be recollected by server chairmen and end clients is that the opposition to 

spam innovations ought to be planned and grew, as well as sent and utilized. 
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ABSTRACT 
A proposed proxy-based multi-cloud computing framework allows dynamic, on the fly collaborations and 

resource sharing among cloud-based services, addressing trust, policy, and privacy issues without 

preestablished collaboration agreements or standardized interfaces. The recent surge in cloud computing arises 

from its ability to provide software, infrastructure, and platform services without requiring large investments or 

expenses to manage and operate them. Clouds typically involve service providers, infrastructure/resource 

providers, and service users (or clients). They include applications delivered as services, as well as the 

hardware and software systems providing these services.  

Cloud computing characteristics include a ubiquitous (network-based) access channel; resource pooling; 

multitenancy; automatic and elastic provisioning and release of computing capabilities; and metering of 

resource usage (typically on a pay-per-use basis).Virtualization of resources such as processors, network, 

memory, and storage ensures scalability and high availability of computing capabilities. Clouds can 
dynamically provision these virtual resources to hosted applications or to clients that use them to develop their 

own applications or to store data. Rapid provisioning and dynamic reconfiguration of resources help cope with 

variable demand and ensure optimum resource utilization. 
 

Keywords: CSP (Cloud Service Provider), PSP (Proxy Service Provider, Multicloud, Multitenancy 
 

I. INTRODUCTION 
 

Our proposed framework for generic cloud collaboration allows clients and cloud applications to simultaneously 

use services from and route data among multiple clouds. This framework supports universal and dynamic 

collaboration in a multi-cloud system. It lets clients simultaneously use services from multiple clouds without 

prior business agreements among cloud providers, and without adopting common standards and specifications. 

Collaboration among multiple cloud-based services, like cloud mashups, opens up opportunities for CSPs to 

offer more-sophisticated services that will benefit the next generation of clients. 

Today, cloud mashups require preestablished agreements among providers as well as the use of custom-built, 

proprietary tools that combine services through low-level, tightly controlled and constraining integration 

techniques. This approach to building new collaborative services does not support agility, flexibility, and 

openness. Realizing multi-cloud collaboration’s full potential will require implicit, transparent, universal, and 

on-the-fly interaction involving different services spread across multiple clouds that lack pre-established 

agreements and proprietary collaboration tools. 
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Cloud-based computing also introduces new security concerns that affect collaboration across multi-cloud 

applications, including the following: 

· Increase in the attack surface due to system complexity. 

· Loss of client’s control over resources and data due to asset migration. 

· Threats that target exposed interfaces due to data storage in public domains. 

· Data privacy concerns due to multitenancy. 

Some specific security issues associated with collaboration among heterogeneous clouds include: 

· Establishing trust among different cloud providers to encourage collaboration. 

· Addressing policy heterogeneity among multiple clouds so that composite services will include effective 

· Monitoring of policy anomalies to minimize security breaches. 

· Maintaining privacy of data and identity during collaboration. 
 

II. ARCHITECTURAL DESIGN 
 

Clouds consist of multiple network-connected resource clusters such as server farms, data warehouses, 

and so on that host geographically distributed virtual machines and storage components that ensure 

scalability, reliability, and high availability. A multicloud system that employs proxies for collaboration 

consists of three architectural components: multiple cloud computing systems, networks of proxies, 

and clients (or service users). 

Such systems can use several possible strategies for placing proxies in the proxy network.  

· Cloud-hosted proxy 

· Proxy as a service 

· Peer-to-peer proxy 

· On-premise proxy 

· Hybrid proxy infrastructure 

In this paper we have taken cloud-hosted proxy strategy.  
 

2.1 Cloud-Hosted Proxy  

As Figure1 shows, each CSP can host proxies within its cloud infrastructure, manage all proxies within its 

administrative domain, and handle service requests from clients that wish to use those proxies for collaboration. 

The proxy instances might need to be CSP-specific. For example, in Figure1, both C1 and C2 might mutually 

and dynamically provision sharing and collaboration logic as proxy virtual instances within their respective 

administrative domains. 

 
Figure 1: Client Sends a Request to Cloud C1, Which Dynamically Discovers the Need to Use 

Services from Clouds C2 And C3. C1 Employs Proxies to Manage these Interactions. 
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III. SECURITY ISSUES IN MULTICLOUD COLLABORATION 
 

Researchers and industry specialists have highlighted several security issues in cloud computing, including 

isolation management, data exposure and confidentiality, virtual OS security, trust and compliance, and mission 

assurance. Specific security issues emerge during dynamic sharing and collaboration across multiple clouds. In 

particular, issues pertaining to trust, policy, and privacy are a concern in multicloud computing environments. 
 

3.1 Establishing Trust and Secure Delegation 
Using proxies moves the trust boundary one step further: clients and CSPs now must establish trust relationships 

with proxies, which includes accepting a proxy’s security, reliability, availability, and business continuity 

guarantees. Moreover, CSPs responding to service requests that a proxy makes on behalf of a client or another 

CSP must trust the proxy to legitimately act on behalf of requesting entity. Establishing a trust relationship with 

proxies depends on the strategy used to establish, manage, and administer the proxy network. The entity 

managing the proxies must provide guarantees of its own trustworthy operation and also provide assurances of 

the proxies’ security, reliability, and availability. 
 

3.2 Policy Heterogeneity and Conflicts 
When proxies enable dynamic collaboration between multiple CSPs, heterogeneous security 

policies can be the source of policy conflicts that result in security breaches. Proxies must monitor 

for and defend against such breaches. Even though existing policy evaluation mechanisms can 

verify individual domain policies, security violations can easily occur during integration. In 

multicloud collaborations using proxies, service requirements can drive dynamic, transient, and 

intensive interactions among different administrative domains. Thus, a proxy’s policy 

integration tasks must address challenges such as semantic heterogeneity, secure interoperability, 

and policy evolution management. The design of access control policies for multicloud 

collaboration must permit careful management by proxies while ensuring that policy integration 

does not lead to security breaches. 

To protect data at rest and data in transit, proxies must provide a trusted computing platform that 

prevents malicious software from taking control and compromising sensitive client and cloud 

application data. With cloud computing initiatives, the scope of insider threats, a major source of data 

theft and privacy breaches, is no longer limited to the organizational perimeter. Favorable solutions to 

ensure data privacy must employ flexible data perturbation methods that provide control over the 

tradeoff between the privacy guarantee and the utility of the query results.\ 
 

IV. CONCLUSION 
 

To facilitate dynamic collaboration between clouds, we proposed a framework that uses proxies 

to act as mediators between applications in multiple clouds that must share data. Our proposed 

framework has the potential to overcome several restrictions in the current cloud computing 

model that can prevent system’s functionality and limitations, and make further refinements. 

Currently, our  research  team  is working toward  a single  viable  proxy  deployment strategy 

based  on use cases,  trust,  and security requirements. We are also developing specifications to 
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instantiate, deploy, maintain, and release proxy virtual machines reliably and securely, along with 

a suite of proxy services to support various collaboration use cases. Our incremental approach to 

the development of proxy services for collaboration initially provides support for simple use 

cases, later progressing to more complex use cases. 
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ABSTRACT 
Concentrated solar power technology system uses mirrors or lenses with tracking system to focus  a large area 

of sunlight onto a small area. The concentrated light is then used as heat or as heat source for conventional 

power plant (solar thermoelectricity), the conversion takes place from heat to steam to drive a turbine that 

generates electrical power. Between 11 to 21 GW  (CSP) could be built and integrated into existing fossil fuel 

plants, enough to power to between 3 million to 6 million homes. A single CSP plant can generate enough 

power for about 70,000 homes. This hybrid system improves the efficiency and performance of both resources 

and help cut carbon pollution. Energy input from CSP is 100% renewable, it will not emit green house gases. 

CSP are capital intensive, but have zero fuel costs .There is also a significant amount of perceived knowledge 

about the cost and performance of renewable power generation that is not accurate; or indeed even misleading. 

This up-to-date analysis of the costs of generating electricity from CSP will allow a fair comparison of CSP with 

alternative generating technologies. 
 

Keywords: Concentrating Solar Power, Concentrating Solar Power Collectors, Isolation, Solar  

Power Concentrators.  
 

I. INTRODUCTION 
 

A legend has it that Archimedes used a "burning glass" to concentrate sunlight on the invading Roman fleet .In 

1866, Auguste Mouchout used a parabolic [shape of the glass is pointed here] trough to produce steam for the 

first solar steam engine[1]. The first patent for a solar collector was obtained by the Italian Alessandro Battaglia 

in Genoa, Italy, in 1886.Professor Giovanni Francia (1911–1980) designed and built the first concentrated-solar 

plant[2][3], which entered into operation in Sant'Ilario, near Genoa, Italy in 1968. This plant had the architecture 

of today's concentrated-solar plants with a solar receiver in the center of a field of solar collectors. The plant was 

able to produce 1 MW with superheated steam at 100 bar and 500 °C[4].The solar concentrators used in CSP 

systems can often also be used to provide industrial process heating or cooling, such as in solar air-

conditioning[5].     
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II. MATHEMATICAL MODEL 

 
                                                                                

III. RESULTS AND DISCUSSION 

What are the different forms that exists in the concentrating technology? 

There are five forms: 
 

3.1 Parabolic Trough 

A parabolic trough consists of a linear parabolic reflector that concentrates light onto a receiver positioned along 

the reflector's focal line. The receiver is a tube positioned directly above the middle of the parabolic mirror and 

filled with a working fluid. A working fluid (e.g. molten salt) is heated to 150–350 °C (423–623 K (302–

662 °F)) as it flows through the receiver and is then used as a heat source for a power generation system. The 

world's first commercial parabolic trough plants, Acciona's Nevada Solar One near Boulder City, Nevada, 

and And sol.. 

 

Fig 1 Parabolic Trough 
3.2 Enclosed Trough 
Enclosed trough systems are used to produce process heat. The design encapsulates the solar thermal system 

within a greenhouse-like glasshouse. Lightweight curved solar-reflecting mirrors are suspended from the ceiling 

of the glasshouse by wires. The mirrors concentrate the sunlight and focus it on a network of stationary steel 

pipes, also suspended from the glasshouse structure. 
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Water is carried throughout the length of the pipe, which is boiled to generate steam when intense solar radiation 

is applied Sheltering the mirrors from the wind allows them to achieve higher temperature rates and prevents 

dust from building up on the mirrors. 

 
Fig 2. Enclosed Trough 

3.3 Fresnel Reflectors 
Fresnel reflectors are made of many thin, flat mirror strips to concentrate sunlight onto tubes through which 

working fluid is pumped. Flat mirrors allow more reflective surface in the same amount of space as a parabolic 

reflector, thus capturing more of the available sunlight, and they are much cheaper than parabolic reflectors. 

 Fresnel reflectors can be used in various size CSPs. 

 
Fig 3. Fresnel Reflector 

3.4 Dish Sterling 
A dish Sterling or dish engine system consists of a stand-alone parabolic reflector that concentrates light onto a 

receiver positioned at the reflector's focal point. The reflector tracks the Sun along two axes. The working fluid 

in the receiver is heated to 250–700 °C (523–973 K (482–1,292 °F)) and then used by a Sterling engine to 

generate power. Australia are representative of this technology. 
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Fig 4. Dish Sterling 

3.5 Solar Power Tower 
A solar power tower consists of an array of dual-axis tracking reflectors (heliostats) that concentrate sunlight on 

a central receiver atop a tower; the receiver contains a fluid deposit, which can consist of sea water.  

The working fluid in the receiver is heated to 500–1000 °C (773–1,273 K (932–1,832 °F)) and then used as a 

heat source for a power generation or energy storage system..California and the CESA-1 in Platforms Solar de 

Almeria Almeria, Spain, are the most representative demonstration plants. 

 
 

IV. INSTALLATION COSTS  
The cost of building a CSP station was typically about US$2.50 to $4 per watt,[31] while the fuel (the sun's 

radiation) is free. Thus a 250 MW CSP station would have cost $600–1000 million to build. That works out to 

$0.12 to 0.18 USD/ kWh . However, in November 2011, Google announced that they would not invest further in 

CSP projects due to the rapid price decline of photo-voltaics . Google invested US$168 million on Bright 

Source. As of March 2012, there were 1.9 GW of CSP installed, with 1.8 GW of that being parabolic trough. 
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V. COMPARISON OF OLD AND NEW STATISTICS 

 
USA is the leading manufacturer in production and operation of the concentrating solar technology with 331M 

Power . 

 
VI. FUTURE ESTIMATION OF CONCENTRATED SOLAR POWER IN INDIA: 
India’s Concentrating Solar Power (CSP) journey under the ambitious Jawaharlal Nehru National Solar 

Mission (JNNSM) started in 2010 with a total of seven projects being awarded, amounting to a total capacity of 

470 MW. Four years have passed since Phase 1 and, to date, only one project (50 MW Godavari Green Energy) 

out of the seven was commissioned before the March 2014 deadline .The reasons for delays are many: 

· Insufficiently accurate Direct Normal Irradiance (DNI) data 

· Expensive financing leading to very difficult financial closure 

· Unclear future of government subsidies 

· Difficulty securing land and water 

· The need for a local manufacturing 

· The tight profit margins and even tighter time limitations. 
 

6.1 Potential until 2024 
Currently, the country has one 50 MW of CSP project in operation (Godawari), a 125 MW CSP project 

expected to come online in the coming weeks (Reliance/AREVA) and a 50 MW project (Megha) expected to 
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begin commissioning within months. The remaining 250 MW of CSP plants awarded in the Phase 1 are still 

stuck development. 

 

 
The change that can put forward the concentrating solar power in more effective way: 
A Super-Absorbent Solar Material: A new material, patterned at the nanoscale, absorbs a broad spectrum of 

light and could make thin-film solar cells more efficient. 

 
Researchers are applying the design to semiconductor materials to make solar cells that they hope will save 

money on materials costs while still offering high power-conversion efficiency. Initial tests with silicon suggest 
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that this kind of patterning can lead to a fivefold enhancement in absorbance. The researchers have made a 220-

nanometer-thick silicon film that absorbs the same amount of light as an unpatented film 25 times thicker. 
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ABSTRACT 

This paper builds upon past analyses of solar energy deployment contained in the Word Energy Outlook, 

Energy Technology Perspectives and several IEA Technology Roadmaps. It aims at offering an updated picture 

of current technology trends and markets, as well as new analyses on how solar energy technologies for 

electricity, heat and fuels can be used in the various energy consuming sectors, now and in the future. 
 

Keyword: Fusion, Radiation 
 

I. INTRODUCTION 
The sun constitutes of hot plasma interwoven with magnetic fields. The energy is generated by nuclear fusion of 

hydrogen nuclei into helium. The surface temperature attained by sun is 5762 K (Kreith F, Kreider JF, 1978). 

The sun’s total energy output is 3.8 x 10²º MW, a small quantum of which, 1.7 X 1014 kW of the total emitted 

radiation is intercepted by earth. Nevertheless, world energy demand for one year is only 30 min of solar 

radiation falling on earth. Entire solar radiation emitted by sun is not reached on earth due to atmospheric 

absorption, diffraction and scattering. Thus, a solar constant is defined by the solar irradiance that the sun 

deposits per unit area, that is directlySolar energy technologies transform the energy in sunlight into electrical 

and thermal (heat) energy. The earth’s surface receives approximately 1000 watts of power from the sun for 

every square metre facing the sun.Solar energy is a rapidly growing way to generate electricity, and it is 

estimated by the International Energy Agency that solar energy power, and some experts think it will 

contributeto 50% of the total world’s energy exposed to sunlight and perpendicular to it is 1.368 kW/m² 

(Kalogirou S.A, 2004). Solar energy harnessing system is broadly classified into two categories viz. 

Solarthermal and Solar Photo Voltaic (PV). Thermal system captures the solar energy and utilizes it for thermal 

applications like space heating and cooling, water heating, desalination etc., whereas PV system converts the 

sunlight directly into electricity without intervening engine. Ghaffour Noreddine et al., (2014) presented a 

Renewable energy-driven integrated desalination system. Since Solar PV generates high grade energy, it is not 

recommended to degrade it into low grade energy utility such as heating of water, desalination, distillation etc. 

Tech-Socio-Commercial suitability of Oceans environment for solar energy harnessing includes  

1. Cooling by air and seawater promotes higher PV conversion efficiency (Skoplaki E and Palyvos JA., 2009). 

2. Abundant water for cleaning of the panel. 

3. The modular and scalable system from microwatt to megawatt. 

4. Reduces water evaporation and growth of algae by shading the water. 

5. Buoyancy may be utilized in best way with a supporting a simple structure design. 
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6. Environment friendly. 

7. Availability of abundant space close to energy demand. 

1.1 Limitations 
1. Salty water corrosion and scaling. 

2. A strong design of floating platforms required to ensure durability against typhoons. 

3.  Diversion of marine ecosystem and livelihood of creatures. 

4. At present no policy is available worldwide to encourage the deployment.[1] 

 
Figure – 1 Estimated Renewable Energy Share of Global Final Energy Consumption, 2011 

(Ren21 GSR, 2013) 
 

II. SOLAR ENERGY - BASIC PRINCIPLES 
 

Solar energy is created by light and heat which is emitted by the sun, in the form of electromagnetic radiation. 

With today's technology, we are able to capture this radiation and turn it into usable forms of solar energy - such 

as heating or electricity. http://www.articlesbase.com/technology-articles/solar-energy-basic-principles-6 

49460.html) Solar energy is the sun's nuclear fusion reactions within the continuous energy generated. Earth's 

orbit, the average solar radiation intensity is 1367kw/m2. Circumference of the Earth's equator is 40000km, thus 

we can calculate the energy the earth gets is up to 173,000 TW. At sea level on the standard peak intensity is 

1kw/m2, a point on the earth's surface 24h of the annual average radiation intensity is 0.20kw/m2, or roughly 

102,000 TW of energy. Humans rely on solar energy to survive, including all other forms of renewable energy 

(except for geothermal resources) Although the total amount of solar energy resources is ten thousand times of 

the energy used by humans, but the solar energy density is low, and it is influenced by location, season, which is 

a major problem of development and utilization of solar energy. 
. 

III. SOLAR THERMAL COLLECTORS 
 

Solar thermal collector is the heart of the system, which captures the solar heat and transfers it to 

circulatingmedia. Commercially available solar collectors are shown in Figure–2 to 4 Ayden Hakanet al., 

(2014)envisaged the solar preheating and superheating added OTEC system. Yamada Noboru et al., (2009) 

simulated thesolar boosted OTEC system using 5000 m² flat plate collector and efficiency increased by 1.5 

times. Most of theonboard thermal energy demands consists water heating for bathing and cleaning, space 

heating & cooling, cooking,preservation of foods and commodities, fisheries etc. State of the art solar collectors 

are capable enough to meet therequirement efficiently. 
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Fig-4 Paraboli Trough: Inside Curved Reflectors in Parabolic Trough Shape Equipped with 

Single Axis Tracking 
 

IV. APPLICATION OF SOLAR ENERGY 

4.1 Solar Water Heating 
Solar energy can be used to heat water. Heating water for bathing,dishwashing, and clothes washing is the 

second largest homeenergy cost. Installing a solar water heater can reduce your water heating bill by as much as 

50 percent.A solar water heater works a lot like solar space heating. In ourhemisphere, a solar collector is 

mounted on the south side of a roofwhere it can capture sunlight. The sunlight heats water in a tank.The hot 

water is piped to faucets throughout a house, just as itwould be with an ordinary water heater.[3] 

 
Fig-5 Solar Water Heater 

 

Fig.-2 Central Receiver: plurality of 
heliostats placed on ground concentrate 
the solar radiation on a central receiver 

placed atop a fixed tower 
 

Fig-3 Parabolic Dish: point focusing 
solar concentrator equipped with full 

point dual axis solar tracker 
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4.2 Solar Electricity 
Solar energy can also be used to produce electricity. Two ways to make electricity from solar energy are photo 

voltaics and solar thermal systems. 
 

4.3 Photovoltaic Electricity 
Photovoltaic comes from the words photo, meaning light, and volt, a measurement of electricity. Sometimes 

photovoltaic cells are called PV cells or solar cells for short. You are probably familiar with photovoltaic cells. 

Solar-powered toys, calculators, and roadside telephone call boxes all use solar cells to convert sunlight into 

electricity. Solar cells are made up of silicon, the same substance that makes up sand. Silicon is the second most 

common substance on Earth. Solar cells can supply energy to anything that is powered by batteries orelectrical 

power. Electricity is produced when radiant energy from the sun strikes the solar cell, causing the electrons to 

move around. The action of the electrons starts an electric current. The conversion of sunlight into electricity 

takes place silently and instantly. There are no mechanical parts to wear out Compared to other ways of making 

electricity, photovoltaic systems are expensive and many panels are needed to equal the electricity generated at 

other types of plants. It can cost 10 to 30 cents per kilowatt-hour to produce electricity from solar cells. Most 

people pay their electric companies about 12 cents per kilowatt-hour for the electricity they use, and large 

industrial consumers pay less. Solar systems are often used to generate electricity in remote areas that are a long 

way from electric power lines. In 2009, the DeSoto Next Generation Solar Energy Center inFlorida opened. It is 

the largest photovoltaic plant in the country, generating 25 megawatts of electricity—enough to power 3,000 

homes.[4] 

 
Fig-6 Thermal Electricity 

 

4.4 Solar Thermal Electricity 
Like solar cells, solar thermal systems, also called concentrated solar power (CSP), use solar energy to 

produce electricity, but in a different way. Most solar thermal systems use a solar collector with a mirrored 

surface to focus sunlight onto a receiver that heats a liquid. The super heated liquid is used to make steam to 

produce electricity in the same way that coal plants do. There are CSP plants in California, Arizona, Nevada, 

Florida, Colorado, and Hawaii. Solar energy has great potential for the future. Solar energy is free, and its 

supplies are unlimited. It does not pollute or otherwise damage the environment. It cannot be controlled   by any 

one nation or industry. If we can improve the technology to harness the sun’s enormous power, we may never 

face energy shortages again.[5] 
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Fig-7 Solar Panels (Photovoltaic) 

 

4.5 Solar Space Heating 
Space heating means heating the space inside a building. Today, many homes use solar energy for space 

heating. A passive solar home is designed to let in as much sunlight as possible. It is like a big solar collector. 

Sunlight passes through the windows and heats the walls and floor inside the house. The light can get in, but the 

heat is trapped inside. passive solar home does not depend on mechanical equipment, such as pumps and 

blowers, to heat the house, whereas active solar homes do.[5] 

 
Fig-8 Solar Space Heating 

 

4.6 Solar Distillation 
Before beginning a discussion on water treatment systems that utilize solar power, it is worth mentioning the 

sun and how much power is actually available. As the Earth is an imperceptible cosmic dot from the sun’s 

perspective, very little of the total energy emitted from the sun ever reaches the Earth. In fact, at the outmost 

reaches of our atmosphere we receive only one-billionth of the energy that the sun produces. The sun’s energy 

per unit area is called solar flux, and is generally measured in W/m2. While the extraterrestrial solar flux (flux at 

the outer edge of our atmosphere) is 1,353 W/m2, this can never be reached on the Earth’s surface. If the solar 

flux were that high on the Earth’s surface we would be in much greater danger from the sun, so we are quite 

thankful that the atmosphere absorbs much of the solar flux. However, the interference from the atmosphere 

complicates solar technologies. Due to atmospheric diffusion, solar flux is reduced by at least 15–30%, even on 

the sunniest day of summer on the equator. Typically, solar flux from 300 to 1,000 W/m2 is referenced as being 

used for solar technologies. Often times, references to higher solar flux values include the magnifying 

characteristics of compounding reflectors. 
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Solar technology is surprisingly fickle as it is heavily dependent on sufficient solar flux. Attributes that affect 

solar flux are absorption and scattering by the atmosphere, the time (day, month, or year), latitude, altitude, and 

meteorological effects. Additionally, technology used to capture the sun’s energy is expensive to manufacture 

and produce, though often not as expensive as other water treatment technology costs. Under current systems 

and operations, desalination costs are substantial for developing communities—particularly those with 

comparatively small populations. The infrastructure required to produce and support continuous desalination 

and purification—including power supply, pre-treatment, brine management, janitorial maintainability, repairs 

and modifications maintainability, and inventory—is a daunting task when the protective hedge of other city-

sized systems are far removed. However, while cities may have the cash flow to employ full-scale operations to 

alleviate water needs, those left beyond the reach of urbanization have hand-collected water from unsanitized 

sources as their only recourse. Yet despite developing countries with 50–70% of their population living in the 

few urban centers (UN DESA 2007), there still remains hundreds of millions of people qualified by the UN as 

being “water-stressed” who need access to cheaper and more reliable technology to bring them clean water.[4] 

 
Fig-9 Solar Distillation 

 

4.7 Energy Requirements for Water Distillation  
The energy required to evaporate water, called the latent heat of vaporisation of water, is 2260 kilojoules per 

kilogram (kJ/kg). This means that to produce 1 litre (i.e. 1kg as the density of water is 1kg/litre) of pure water 

by distilling brackish water requires a heat input of 2260kJ. This does not allow for the efficiency of the system 

sued which will be less than 100%, or for any recovery of latent heat that is rejected when the water vapour is 

condensed.  

It should be noted that, although 2260kJ/kg is required to evaporate water, to pump a kg of water through 20m 

head requires only 0.2kJ/kg. Distillation is therefore normally considered only where there is no local source of 

fresh water that can be easily pumped or lifted.[3] 
 

V. CONCLUSION 
 

Conclusion of this paper is achieving the SAI goals for PV installation will result in a significant amount of 

electricity generation resources that will displace generation from more traditional sources. The first step in 

estimating the benefits of the SAI is to determine the amount of electricity generation that will result in both the 

high and low scenarios. The PV energy estimates are then used to determine the economic and environmental 

benefits in subsequent sections of this report. 
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ABSTRACT 
 In this paper the author propose a new method of search called Neutrosophic search to find the most suitable 

match for the predicates to answer any imprecise query made by the database users. Neutrosophic search is 

capable of manipulating incomplete as well as inconsistent information. Fuzzy relation or vague relation can 

only handle incomplete information.  Neutrosophic logic is an extension of classical logic.  
 

Keywords:  Neutrosophic Logic, Set, Normal Form, Method.   
 

I. INTRODUCTION 
 

In  real world there are vaguely specified data values in many applications, such as medical diagnosis, Robotics, 

Data Mining etc. Now take an example, when we ask the opinion to a person about certain statement, he or she 

may say that the possibility that the statement is true is between 0.4 and 0.6, and the statement is false is 

between 0.2 and 0.3, and the degree that he or she is not sure is between 0.1 and 0.3. Other way, suppose there 

are 10 voters during a voting process. In time t1, three vote ―yes, two vote ―no  and five are undecided, using 

neutrosophic notation, it can be expressed as x(0.3,0.5,0.2); in time t2, three vote ―yes, two vote ―no, two give 

up and three are undecided, it then can be expressed as x(0.3,0.3,0.2). That is beyond the scope of the 

intuitionistic fuzzy set. So, the notion of neutrosophic set is more general and overcomes the fore mentioned 

issues. In neutrosophic set, indeterminacy is quantified explicitly and truth membership, indeterminacy-

membership and falsity membership are independent. This assumption is very important in many applications 

such as information fusion in which we try to combine the data from different sensors. Neutrosophic set is a 

powerful general formal framework which generalizes the concept of the classic set, fuzzy set, vague set[1][2] . 

 The normalization process takes a relational Schema through a series of test to check up whether it satisfies a 

certain normal form. Consider an instance of a relation schema. In real life situation, the data available are not 

always precise or crisp, rather it can be in any form like it can be in natural language, and any imprecise data or 

you can say Neutrosophic data . A wide body of work deals with fuzzy modeling of uncertain neutrosophic data 

[3] .In this paper a method is suggested for getting more accurate solution using neutrosophic rules. 
 

II. BASIC CONCEPTS 
 

The idea of tripartition (truth, falsehood, indeterminacy) appeared in 1764 when J. H. Lambert[4] investigated 

the credibility of one witness affected by the contrary testimony of another.  
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He generalized the combination of evidence, which was a Non-Bayesian approach to find a probabilistic model.  

Dempster (1967) gave a rule of combining two arguments[5]. Shafer (1976) extended it to the Dempster-Shafer 

Theory of Belief Functions by defining the Belief and Plausibility functions and using the rule of inference of 

Dempster for combining two evidences proceeding from two different sources [6]. Belief function is a 

connection between fuzzy reasoning and probability. The Dempster-Shafer Theory of Belief Functions is a 

generalization of the Bayesian Probability. This uses the mathematical probability in a more general way, and is 

based on probabilistic combination of evidence in artificial intelligence. 

Relational data model was proposed by Ted Codd’s paper [7]. Since then, relational database systems have been 

extensively studied and a lot of commercial relational database systems are currently available . This data model 

usually takes care of only well-defined and unambiguous data. However, when we talk about the imprecise data 

or imperfect information, it will fail to answer. But our Lay users may or may not be aware of imprecision. In 

order to represent and manipulate various forms of incomplete information in relational databases, several 

extensions of the classical relational model have been proposed [8]. 
 

2.1 Classical logic  
In classical logic, a logical variable is restricted to the values of true (T) and false (F).The logical connectives of 

and (/\), or (\/) and not (¬) in classical logic have the behaviors that are summarized in the truth values of     

Table 1. 

Table 1 
p q p/\q p \/ q ¬ p 

T T T T T 

T F F T F 

F T F T T 

F F F F T 

 

Other names for these connectives are conjunction (/\), disjunction (\/) and negation (¬). 

Since each variable in classical logic is restricted to these two values, if an expression has n different variables, 

the truth table will have 2n rows. 
 

2.2 Neutrosophic logic  
 It was created by Florentin Smarandache (1999)[9] and is an extension/combination of the fuzzy logic, 

intuitionistic logic, paraconsistent logic, and the three-valued logics that use an indeterminate value. In 

neutrosophic logic, in an easy way, every logical variable x is described by an ordered triple. 

x= (t, i, f)  

where t is the degree of truth, f is the degree of false and i is the level of indeterminacy. 

T, I, and F are called neutrosophic components, representing the truth, indeterminacy, and falsehood values 

respectively referring to neutrosophy, neutrosophic logic, neutrosophic components, neutrosophic set. 
 

2.3 Definition of Neutrosophic Components 
Let T, I, F be standard or non-standard real subsets of ] -0, 1+ [, 

with sup T = t_sup, inf T = t_inf, 



International Conference on Emerging Trends in Technology, Science and Upcoming Research in Computer Science 

DAVIM, Faridabad, 25th April, 2015                                                       ISBN: 978-81-931039-3-7 

534 | P a g e  

sup I = i_sup, inf I = i_inf, 

sup F = fsup, inf F = finf. 
 

2.4 Neutrosophic Set 
Let X be a space of points (objects), with a generic element in X denoted by x. A neutrosophic set A in X is 

characterized by a truth membership function TA, an indeterminacy-membership function IA and a falsity-

membership function FA. TA(x), IA(x) and FA(x) are real standard or non-standard subsets. 

To maintain consistency with the classical and fuzzy logics and with probability, there is the special case where 

t + i + f = 1. 

But to refer to intuitionistic logic, which means incomplete information on a variable, proposition or event one 

has t + i + f < 1. 

Analogically, referring to paraconsistent logic, which means contradictory sources of information about a same 

logical variable, proposition, or event one has t + i + f > 1. 

2.4.1 Example  

If i is always zero and t and f must be zero or one, then the variables are restricted to the forms (1,0,0) and 

(0,0,1). The behavior of the connectives in CS for these values can be defined using the following truth Table 2. 

Table 2 

p q p/\q p \/ q ¬ p 

(1,0,0) (1,0,0) (1,0,0) (1,0,0) (0,0,1) 

(1,0,0) (0,0,1) (0,0,1) (1,0,0) (0,0,1) 

(0,0,1) (1,0,0) (0,0,1) (1,0,0) (1,0,0) 

(0,0,1) (0,0,1) (0,0,1) (0,0,1) (1,0,0) 

 

2.5 Differences Between Neutrosophic Set (NS) and Intuitionistic Fuzzy Set (IFS) 
Neutrosophic Set can distinguish between absolute membership (i.e. membership in all possible worlds; we 

have extended Leibniz’s absolute truth to absolute membership) and relative membership (membership in at 

least one world but not in all), because NS(absolute membership element)=1+ while NS(relative membership 

element)=1. This has application in philosophy (see the neutrosophy). That’s why the unitary standard interval 

[0, 1] used in IFS has been extended to the unitary non-standard interval]-0, 1+[ in NS. 

Similar distinctions for absolute or relative non-membership and absolute or relative indeterminant 

appurtenances are allowed in NS. 

 In NS there is no restriction on T, I, F other than they are subsets of ]-0, 1+[, thus: -0 [ inf T +  

inf I + inf F [ sup T + sup I + sup F [ 3+. 

This non-restriction allows paraconsistent, dialetheist, and incomplete information to be characterized in NS (i.e. 

the sum of all three components if they are defined as points, or sum of  superior limits of all three components 

if they are defined as subsets can be >1 (for paraconsistent information coming from different sources), or < 1 

for incomplete information), while that information cannot be described in IFS because in IFS the components T 

(membership), I (indeterminacy), F (non-membership) are restricted  to t+i+f=1 , if T, I, F are all reduced to the 

points t, i, f respectively, or to sup T + sup I + sup F = 1 if T, I, F are subsets of [0, 1]. Of course, there are cases 
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when paraconsistent and incomplete informations can be normalized to 1, but this procedure is not always 

suitable. 

2.5.1 Example 

The proposition "Tomorrow it will be raining" does not mean a fixed-valued components structure; this 

proposition may be say 40% true, 50% indeterminate, and 45% false at time t1; but at time t2  may change at 

50% true, 49% indeterminate, and 30% false (according with new evidences, sources, etc.); and tomorrow at say 

time t1 45% the same proposition may be 100%, 0% indeterminate, and 0% false (if tomorrow it will indeed 

rain). This is the dynamics: the truth value changes from one time to another. 

The subsets are not necessary intervals, but any sets (discrete, continuous, open or closed or half-open/half-

closed interval, intersections or unions of the previous sets, etc.) in accordance with the given proposition. A 

subset may have one element only in special cases of this logic. 
 

2.6 Advantages  
The advantage of using neutrosophic logic is that this logic distinguishes between relative truth, that is a truth in 

one or a few worlds only, noted by 1, and absolute truth, that is a truth in all possible worlds, noted by 1+. And 

similarly, neutrosophic logic distinguishes between relative falsehood, noted by 0, and absolute falsehood, noted 

by –0. 

In neutrosophic logic the sum of components is not necessarily 1 as in classical and fuzzy logic, but any number 

between –0 and 3+, and this allows the neutrosophic logic to be able to deal with paradoxes, propositions which 

are true and false in the same time: thus NL(paradox)=(1, I, 1); fuzzy logic cannot do this because in fuzzy logic 

the sum of components should be 1. 

 When the sum of components t + i + f = 1 (classical and fuzzy logic); 

 When the sum of components is t + i + f < 1 (intuitionistic logic); 

 When the sum of components is t + i + f ≥ 1 (paraconsistent logic). 
 

III. NEUTROSOPHIC RELATIONAL DATABASE  
 

In this section I have presented a method of decomposing a relational schema with Neutrosophic attributes into 

basic relational form. This Method is called as  Neutrosophic-First Normal Form -1NF(NFNF) a revision of 

First normal Form in Relational database.  
 

3.1 Algorithm  
Let us present Sequence of steps for Rank Neutrosophic normalization of relation schema into 1NF.  

Step1  Remove all the Neutrosophic-attributes from the relation.  

Step2 For each Neutrosophic-attribute create one separate table with the following attributes:  

Step2.1   All attributes in the primary key  

Step2.2   MV (z) (membership value)  

Step2.3  NMV (Z) ( non-membership value )  

Step3  For every precise value of the Neutrosophic attribute put MV=1 and NMV=0.  

Thus, if there is m number of attributes in the relation schema then, after normalization there will be in total ( m 

+ l ) number of relations .In special case, when the hesitation or in deterministic parts are nil for every element 
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of the universe of discourse the Neutrosophic number reduces to fuzzy number. In such cases, the attribute non 

membership value i.e. NMV (Z) will not be required in any reduced tables of 1NF.  

The method of normalizing a relational schema (with Neutrosophic attributes) into 1NF is explained in this 

section. For the sake of simplicity, consider a relation schema R as given in Table 3 with only one Neutrosophic 

attribute and all other three attributes being crisp. Neutrosophic attribute means that at least one attribute value 

in a relation instance is Neutrosophic. 

3.1.1 Example 

Table 3 

NAME  ID  Monthly_Sal     

(in thousands of 

Rupees)  

Amal E11  5637  

Kamal  E12  7289  

Nilay E13  Approximately 32  

Bikram E14  2987  

 
In this instance NAME and ID are crisp attribute whereas Monthly_Sal  is neutrosophic attribute, all the 

attribute values for NAME are atomic; all the attribute values for the attribute ID are atomic. But all the attribute 

values for the attribute Monthly Sal are not atomic. The data approximately 32 is an Neutrosophic number 32. 

Suppose that for this relation, a database expert proposes the Neutrosophic number 32 as an NS given by 

={(32,.6,.4),(32,.9,.01),(32.7,.8,.10)}. 

Now remove the Neutrosophic attribute Monthly_ Sal (MS) for this instance and divide it into two relations 

Table 4 and Table 5. 

          Table 4                                                            Table 5 

      

                       

 

  

 

 

 

 
Clearly, it is now in 1NF. For Table 3, the Primary Key is ID, for Table 4 the Primary Key is {FID, MS}. 
 

3.2 New Decision Making Method in Neutrosophic 
 In the new method rows of a matrix is labeled by the object names h1,h2, ......hn and the columns are labeled by 

the parameters c1, c2,......cm. The formula is considered for taking the decision is a+b-c, where ‘a’ is the value 

which is measure how many times truth value of one row is greater or equal to other rows truth values, ‘b’ is the 

value which is measure how many times  in deterministic value of one row is greater or equal to other rows in 

FNAME  ID  

Amal E11  

Kamal  E12  

Nilay E13  

Bikram E14  

                                          
ID  

MS  MV(MS)  NMV(MS)  

E11  5637 1  0  

E12  7289 1  0  

E13  32 .6 .4 

E13 32 .9  .01  

E13  32.7  .8 .10  

E14 2987 1  0  
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deterministic values, ‘c’ is the value which is measure how many times  false value of one row is greater or 

equal to other rows false values. 

Now solve to the given problem in Table 6 as per the new method for taking proper decision. 

3.2.1 Problem 

Table 6 

   

 
 

   

 

 

 

 

Which one house will be selected by the person  who is interested for house decoration? 

3.2.2 Solution 

First of all make a table with the help of given formula for comparison the status which is shown in Table 7. 

Table 7 

    

 

 

 

 

 
3.2.3 Decision 

 Person will select the H3 for decoration as per the new methods. If she does not want to choose H3 due to some 

reason, her second choice will be H5. 

This kind of distinct decision can not be taken either fuzzy or vague relational database. But neutrosophic logic 

based new method will allow taking appropriate decision.   
 

IV. CONCLUSION 
 

In this paper I have adopted Neutrosophic set, logic and apply in new methods to solve the problem with 

appropriate decisions either for searching or selecting exact option from the table with the help of truth- 

membership, indeterminacy-membership and falsity-membership. The neutrosophic framework has found 

practical applications in a variety of different fields with comprising of relational database. I have applied an 

algorithm for normalization of table with 1NF and implemented the method for taking accurate decision. The 

data model can be used to represent relational information which is incomplete and inconsistent. 

 

 

House Decoration(as per Beauty) 

with(T,I,F) 

H1 (0.6,0.2,0.7) 

H2 (0.5,0.3,0.6) 

H3 (0.7,0.5,0.2) 

H4 (0.6,0.2,0.7) 

H5 (0.7,0.1,0.5) 

House  a b c Sum(a+b-c) 

H1 3 2 4 1 

H2 0 3 2 1 

H3 4 4 0 8 

H4 2 2 4 0 

H5 4 0 1 3 
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ABSTRACT   
The primitive electrical power grid is revolutionalized into the smart grid. Smart grid integrates the traditional 

electrical power grid with information and communication technologies (ICT). Such integration empowers the 

electrical utilities providers and consumers, improves the efficiency and the availability of the power system 

while constantly monitoring, controlling and managing the demands of customers. A smart grid is a massive 

network composed of millions of devices and entities connected with each other. This paper proposes an 

effective scheme that mutually authenticates a smart grid and an authentication server in SG by decreasing the 

number of steps in the secure remote password protocol. In this paper we propose an efficient key management 

protocol based on our enhanced identity-based cryptography for secure SG communications using the public 

key infrastructure. Further, the proposed authentication mechanisms are intuitive and require no (or minimum) 

user effort. 
 

Keywords: Enhanced Identity-Based, Key Management, Cryptography (EIBC), Smart Grid (SG) 

Mutual Authentication, and Secure Remote Password (SRP). 
 

I. INTRODUCTION 
 

Smart grids provide electricity demand from the centralized and distributed generation stations to the customers 

through transmission and distribution systems. The smart grid is an evolved electrical power grid infrastructure 

for better efficiency, reliability, with possible integration of renewable and alternate energy sources. The grid is 

operated, controlled and monitored using information and communications technologies (ICT).The ICT 

infrastructure in the smart grid environment needs to be reliable, highly-available, scalable, secure, and easy-to-

manage. Power engineering society, along with its counterparts in ICT, has developed the first smart grid 

conceptual model which consists of three layers: energy and power systems layer communications layer, and 

information technology layer [1-2].But where as in existing power grid, the electricity is provided to a large 

amount of customers from a few central generators but the smart grid uses two-way communication and flows 

of electricity and information to make an automated and distributed advanced energy delivery network. There 

are many benefits for smart grid such as improving electric power reliability and quality. In addition improve 

grid security and self-healing [3] 
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“Fig. 1,” Smart Grid 

The remainder of this paper is organized as follows. Section 2 gives a brief idea about smart grids architecture. 

Section 3 addresses the grid’s security challenges in proposing smart grid security solutions. Section 4 talks 

about the various attackers and the types of attacks they come across. Section 5 points out the authentication 

mechanism in smart grid network. Section 6 states the literature review. Section 7 details future scope and 

Section 8 summarizes the paper conclusion. 
 

II. SMART GRIDS ARCHITECTURE 
 

The major components in smart grid architecture are Electric Household Appliances, Renewable Energy 

Resources, Smart Meter, Power utility Centre and Service provider [4], as illustrated in Fig.2 [5].Electrical 

Household Appliances (smart and legacy) are suspected to be able to communicate with smart meters via a 

House Area Network (HAN) assisting efficient energy intake control to all home devices. Renewable energy 

resources are solar and wind power that provides home devices through local generate electricity. Smart meter 

contains a microcontroller that has memory, digital ports, timers, real-time, and serial communication facilities. 

Smart meters sign-up the power intake generally and transmit it to the utility server, connect or detach a 

customer source of energy and send out alarms in case of a problem. Power utility communicates with smart 

meters to control energy intake. Service provider's suppliers identify contracts with customers to provide 

electricity for individual devices companies interact with internal devices via messages carried by the smart 

meter. To identify such interaction, service providers should sign-up with the electric utility and obtain 

electronic accreditations for their details and public keys. The accreditations are then used to facilitate secure 

marketing communications with customers [4]. 

 
“Fig. 2,” Smart Grid Architecture 

Smart grids are characterized by two types of communication: Home Area Network (HAN) and Wide Area 

Network (WAN).  

A HAN connects the in-house smart devices across the property with smart meters. The HAN can connect using 

Zigbee, wired or wireless Ethernet, or wireless Bluetooth. 
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A WAN, on the other hand, is a bigger network that joins the smart meters, companies, and energy application. 

The WAN can connect using WiMAX, 3G/GSM/LTE, or fibre optics. A smart meter functions as an entrance 

between the in-house devices and the exterior parties to provide needed information [4]. 

 
“Fig. 3,” Basic Network Architecture 

 

III. SECURITY CHALLENGES IN SMART GRID 

3.1 Access Control and Identity Management 
It is important to ensure that data transmitted via smart grids is kept confidential and that no one but the 

intended receiver is able to see the message. In addition, the smart grid contains many components that are 

interconnected. Because of security concerns related to this, authentication is needed to verify the identity of the 

receiver in order to avoid any disruption or exploitation. Access to the control centre, transmission, and 

distribution grids is allowed only for authenticated users, groups, and services [7].  
 

3.2 Privacy and Security Policies  
There is a huge necessity for suitable security policies to establish relationships among consumers, utilities, and 

third parties, although applying security and privacy policies should not result in unsatisfactory latencies.  
 

3.3 Threat Defence  
There is much vulnerability inherent to target smart grids; therefore, it is necessary to protect the grids from 

defined threats by building an effective, layered defence system to function broadly across the entire grid 

infrastructure. Threat defence provides network segmentation and access control to defend against denial-of-

service (DoS). In addition, it provides a suite of security technologies such as firewall, intrusion prevention 

system (IPS) and virtual private network (VPN) [7].  
 

3.4 Physical Security  
Smart grid systems can have thousands, and often even millions [5] of remote points and field area networks. 

This makes it challenging to maintain the physical security of the smart grid. The geographical dispersion of 

these systems also means that it may be difficult to access all of the terminals for maintenance.  
 

3.5 Connectivity  
Communications connectivity in smart grids implies a transition towards an Internet-like distributed 

environment in which huge numbers of devices are interconnected. This is one of the emerging challenges in 

this area and as such the application of protective techniques is important [7]. 
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IV. ATTACKERS AND TYPES OF ATTACKS 
 

There are various vulnerabilities that can ruin smart grid by typical attackers with different motives and 

expertise and could cause different levels of damage to the network. Attackers could be script kiddies, elite 

hackers, terrorists, employees, competitors, or customers. The authors in [8] group attackers into: 1) 

Nonmalicious attackers who view the security and operation of the system as a puzzle to be cracked. Those 

attackers are normally driven by intellectual challenge and curiosity. 2) Consumers driven by vengeance and 

vindictiveness towards other consumers making them figure out ways to shut down their home’s power. 3) 

Terrorists who view the smart grid as an attractive target as it affects millions of people making the terrorists’ 

cause more visible. 4) Employees disgruntled on the utility/customers or ill-trained employees causing 

unintentional errors. 5) Competitors attacking each other for the sake of financial gain.The various types of 

attacks are: 
 

4.1 Network Availability 

Malicious attacks on intending network availability can be called as DoS attacks. They attempt to slow down, 

block, or even manipulate information transmission so as to make network resources unavailable to terminals 

that are in need to exchange information in SG. As shown out by NIST [9], the high priority is of designing the 

information transmission networks that should be robust to attacks which are targeting network availability, 

because the network unavailability may outcome in the loss of real-time monitoring of critical smart grid 

infrastructures and power system disasters.  
 

4.2 Data Integrity 
Data integrity attacks generally intend to deliberately manipulate or corrupt information shared within the SG, 

its elements and may be highly damaging in the SG  
 

4.3 Privacy of Information 
Information privacy attacks just intend to eavesdropping on communications in SG elements so as to acquire 

desired information, like consumer account number and their energy usage. Initially, the work was done by Li et 

al. [10], who investigated the fundamental limit, i.e., how much channel capacity is essential to promise the 

secured communications among SG elements, from the perspective of information theory, and found the 

situation of a single meter and or Gaussian noise communication channel with an eavesdropper.  
 

V. AUTHENTICATION MECHANISM FOR SMART GRID NETWORK 
 

In this paper, we propose a secure and efficient SG mutual authentication (SGMA) scheme and an SG key 

management (SGKM) protocol. SGMA provides efficient mutual authentication between SMs and the security 

and authentication server (SAS) in the SG using passwords; it reduces the number of steps in SRP. Research in 

smart grid is very important and involves a broad range of problems. An important problem is to design an 

architecture integrating all the components, which can efficiently use in security. The improved efficiency 

results from our key refreshment protocol in which the SAS periodically broadcasts a new key generation to 

refresh the public/private  
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5.1 Authentication Management 
Authentication means binding an identity (ID) to a subject. It can be accomplished by showing- 

5.1.1 What the subject is capable of doing e.g. performing a digital signature; 

5.1.2 What the subject knows e.g. a password; 

5.1.3 What the subject possesses, e.g. a smart card; or 

5.1.4 What the subject has biometrically e.g. fingerprints. 
The key can be symmetric, supported by a private key cryptography system, or asymmetric, supported by a 

public key cryptography system [11]. The secure communication channel using a security key for data 

encryption, to protect their data from unauthorized parties. 
 

5.2 SRP Protocol 
SRP is an authentication and key exchange protocol for secure password verification and session key generation 

over an insecure communication channel. SRP utilizes asymmetric key exchange (AKE) [12]. and stores 

verifiers instead of the passwords. AKE uses a one-way (hash) function to compute the verifier and stores it in 

the server system. 

In SRP, the client first enters a password, and then, the server computes a verifier from the password using a 

randomly generated key and stores the client’s ID. Subsequently, the client is authenticated to the server by 

providing the password to the server, which computes the verifier again using the salt stored against the client’s 

ID and checking it against the one stored in its database. Furthermore, each party generates a random number 

and then calculates the session key based on the password, verifier, and random numbers as well as verifies the 

key utilizing a one-way hash function. 

The secure remote password (SRP) protocol [11] also utilizes a predefined password and the identifier to 

construct a key, which delivers most of the characteristics that are expected from an authentication scheme. SRP 

is a fast mutual authentication scheme that uses the session key in the mechanism and resists the dictionary 

attacks. Furthermore, in the SRP protocol, compromising the server does not make it easy to find the password, 

compromising the password does not lead to revealing the past session keys (forward secrecy), and finally, 

compromising the session key does not lead to compromising the password 
 

5.3 PKI 
In the PKI [13], two keys, public key and private key, are associated with each entity. The sender uses her 

private key to sign the message and the public key of the recipient used to encrypt the message. The recipient 

uses her private key to decrypt the message and the sender’s public key to authenticate the sender’s ID. 

 
“Fig.4,” Privacy using Symmetric-Key Encryption 
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“Fig.5,” Privacy using Public-Key Encryption 

A private key generator (PKG)/ certificate authority issues to each entity an individual certificate consisting of 

the private key of the entity and makes the public key of the entity available to the public. The PKG is required 

to refresh these keys periodically per system security. 
 

VI. LITERATURE REVIEW 
 

Metke and Ekl power grid, uses two-way flows of electricity and information to create a widely distributed 

automated energy delivery network. In this article, we survey the literature till 2011 on the enabling 

technologies for the Smart Grid. We explore three major systems, namely the smart infrastructure system, the 

smart management system, and the smart protection system. We also propose possible future directions in each 

system. Specifically, for the smart infrastructure system, we explore the smart energy subsystem, the smart 

information subsystem, and the smart communication subsystem. For the smart management system, we explore 

various management objectives, such as improving energy efficiency, profiling demand, maximizing utility, 

reducing cost, and controlling emission. We also explore various management methods to achieve these 

objectives. For the smart protection system, we explore various failure protection mechanisms which improve 

the reliability of the Smart Grid, and explore the security and privacy issues in the Smart Grid. 

Wong et al. [17] proposed the logical key hierarchy protocol, which is based on constructing a logical tree of 

keys. From its leaf to the root, every node shares symmetric keys. Whenever a member wants to join/leave the 

session, all the symmetric keys are revised in the tree. The proposed key management scheme is scalable; 

however, the main drawback of the scheme is that the keys are hashed rather than encrypted and distributed if a 

new member joins the session [18]. Choi et al. [19] proposed a key management scheme named as Advanced 

Key Management Architecture (ASKMA), a scheme they proposed that supports message broadcasting and 

secure communications. The scheme performance well and minimizes the burden on low power nodes. Their 

scheme uses a logical key hierarchy. The scheme has many benefits; however, it may be less efficient during the 

multicast communication process. Another issue for ASKMA is its lack of availability, that is, the continuity of 

the security processes when there is a node failure or when a new node joins in. Choi et al. [18] proposed 

ASKMA+, an improved and modified of ASKMA and is more efficient. This new scheme reduces the number 

of stored keys and provides efficient and protected multicast and broadcast communications. However, the 

availability issue of ASKMA+ is still not resolved. National Laboratories [20] proposed the SKE (Secure Key 

Establishment) scheme to secure SCADA system. SKE started with classifying the keys exchange on the 

SCADA network into two parts. The first is Controller-to-Subordinate (C-S) MTU-RTU, and SUB-MTU-RTU 

which uses symmetric keys. The second classification is a Subordinate-to-Subordinate (SS) communication, 
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which works as a peer-to-peer communications using public key cryptography. However, SKE cannot support 

RTU-to-RTU communications. Furthermore, broadcast and multicast scenarios are also not supported by SKE. 
 

VII. FUTURE SCOPE 
 

In this section we have discussed about security of SG to ensure reliable operation of  it and mitigate the 

security attacks with perspection on privacy preservation. 
 

7.1 Interoperability Between Cryptographic Systems in SG Elements 
Since there will be different cryptography requirements and security needs of each of various communication 

protocols and technologies used in SG, employing interoperability between cryptographic systems are not a easy 

task. Before employing cryptography, It is very essential for us to have a method of securely communicating the 

cryptographic keys between the SG elements possible solutions can be is to design, as suggested in [15],[14], a 

public key infrastructure approach, which can use the layered based approach in communication models. A 

whole solution based on this these idea is needed.  
 

7.2 Clash in Between Privacy Preservation and Information Usage  
Balancing privacy preservation and information accessibility is not easy. Assume, for example, group of users. 

On one side, the large information about demand patterns such users are intending to disclose, the smart 

decisions a management system can take so as to optimize profits. However, more accessibility of information 

usually demands more privacy leaks, which can quickly reveals user profiles and behaviors. We advice that to 

issuing numerous privacy preservation levels similar to these in access control, each of which describes a 

tolerable amount of data leak. On each level, we can define the management objectives based on the information 

which can be used,. For example, single privacy policy within a group of users may allow full information 

exchange. Hence, such group of users can increase their profits by employing their shared information. Other 

mechanisms accomplishing advanced encryption techniques like AES, Homomorphism may also be applicable.  
 

7.3 Effect of Increased System Complexity and Spreaded Communication Paths 
The advanced infrastructure used in SG is a double-edged sword. On one side, it puts the foundation for the 

future advanced power grid that can serve better. On the another side, high complexity of system and spreaded 

communication networks can easily lead to an increment in vulnerability to cyber security attacks and system 

failures. A wholly implemented SG may contain of millions of nodes. This system large scale makes it hectic to 

expect how attacks may be made by an unpredictable and clever adversary, and which resultant failures could 

happen because of many dependent or independent factors [16]. One possible direction to overcome this 

challenge is to split the whole system into many individual sub-grids so that the system complexity can be 

declined easily. Therefore, the effect of system failures and attacks can be at a too limited level as much as 

possible.  
 

VIII. CONCLUSION 
Traditional power systems are moving towards digitally enabled smart grids which will enhance 

Communications, improve efficiency, increase reliability, and reduce the costs of electricity services. Power 

generations, transmissions, distributions and consumptions enabled with the ICT empower the shareholders for 
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better communicate in two directions and manage the grid efficiently. In this paper, we have presented a secure 

framework in smart grids which provide mutual authentication and key management mechanisms. The proposed 

mechanism addresses the required security aspects by the SG system and, at the same time, manages the process 

in an efficient manner. In this paper we propose multiple secure, intuitive and low cost authentication 

mechanisms for the Smart Grid enabled HANs. In?? this paper, we surveyed the authentication mechanism in 

smart grid networks, the types of attacks and attackers, the challenges present in designing new security 

solutions, and the current and needed solutions. 
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