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ABSTRACT 

We present scalable solutions for confidentiality, integrity, and authentication for the systems. We present new 

approach to provide confidentiality guarantee, So we would like to encrypt messages so that only interested 

subscribers can read the message. In this worst case, for n clients, there can be 2n subgroups, and each event 

can go to a potentially different subgroup .To handling encrypted data for the purpose of routing based on 

protected content and encrypted subscription information. We suggest a solution based on a commutative 

multiple encryption schemes in order to allow brokers to operate in-network matching and content based 

routing without having access to the content of the packets. The proposed system presents a useful platform for 

delivering data from Publisher to Subscriber in an anonymous fashion in distributed network To enable efficient 

routing of encrypted events searchable encryption is provided. For support weak subscription confidentiality, 

multi credential routing a new event distribution method is provided.  
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I. INTRODUCTION  

 

 The publish/subscribe model most popular model evolved from last few years as a tool for distributed 

applications in which information has to be dispersed from event producers to event consumers. Publishers 

inject information into the pub/sub system; subscribers specify the events of interest by means of subscriptions. 

In more recent systems, broker-less routing infrastructure is used by making event forwarding overlay.[1] 

 If an event is generated and published, the pub/sub infrastructure are responsible for checking the event against 

all current subscriptions and delivering it to all users whose subscriptions match the event. Content based 

pub/sub systems allow filters that is complex on the event content which enabling the use of constraints such are 

prefixes, suffixes, ranges. Expressiveness of subscription language and scalability of the infrastructure poses an 

interesting challenge. Access control of pub/sub system means that only authenticated publishers are allowed to 

disseminate events in the network and only those events are delivered to authorized subscribers. The flexibility 

of pub-sub comes on the other hand with a high cost in increased exposure in terms of data privacy and security 

is a part from classical data security concerns such as the confidentiality and integrity of messages, 

authentication of the source, access control authorization of subscribers, publish-subscribe also raises new 

challenges inherent to the collapsed forwarding scheme that is the underpinning of pub-sub. Layered 

communication systems, the application layer information can be protected with various security mechanisms 
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like encryption and message authentication without the underlying data forwarding mechanisms implemented in 

the network layer.An emerging paradigm of messaging technology is pub-sub. In such systems, customers (or 

subscribers) specify the type of content they want to receive via subscriptions. Publishers publish messages 

(events), and the publish subscribe system delivers them only to that interested subscribers. The Publishers are 

often decoupled from subscribers, then creating more scalable solutions. This paper presents and compares 

several algorithms for secure delivery of events from a broker to its subscribers. The content of events should 

not be exposed to the routing infrastructure and a subscriber should receive all relevant events without revealing 

its subscription to the system. For solving these security issues in a content-based pub/sub system imposes new 

challenges. Using a public key infrastructure (PKI) conflicts with the loose coupling between publishers and 

subscribers, a key requirement for building scalable pub/sub systems. For PKI, publishers must maintain the 

public keys of all interested subscribers to encrypt events. Subscribers must know the public keys of all relevant 

publishers to verify the Access right of the received events. Moreover, traditional mechanisms to provide 

confidentiality by encrypting the whole event message conflict with the content-based routing paradigm. New 

mechanisms are needed to route encrypted events to subscribers without knowing their subscriptions and to 

allow subscribers and publishers authenticate each other without knowing each other get Authentication. 

II. OBJECTIVE  

 

We present a new approach to provide authentication and confidentiality in a broker-less publish/subscribe 

system. A publisher associates each encrypted event with a set of credentials we adapted identity based 

encryption mechanisms. Our approach allows subscribers to maintain credentials according to their 

subscriptions. A private keys assigned to the subscribers are labeled with the credentials.  

 

III. PROBLEM STATEMENT 

 

 In existing technique broker is Interface between publisher and subscriber. And also Broker has complete 

access of all transaction of cloud and that’s why there will be possibilities like publishers data will be share with 

other publishers. And there is no security for publishers and subscribers data. This is less secure technique used 

in previous  system. So we design new highly secured module i.e.  Attacker Module.   

IV. LITERATURE SURVEY  

For providing security mechanisms in pub/sub, we prestige the principles of identity-based encryption to support 

many-to-many interactions between subscribers and publishers. Although we subsequently express the 

implementation of our security methods in terms of a concrete variant called attribute-based encryption, it is 

important to remark that our approach also benefits from other identity-based encryption schemes in our 

approach, publisher and subscribers communicate with a key server. They provide credential to the key server 

and in turn receive keys which fit the expressed capabilities in the credentials. Then, those keys can be used to 

encrypt, decrypt, and sign relevant message in the content based pub/sub system, i.e., the credential becomes 

authorized by the key server. A credential consists of two parts:1) a binary string which describes the capability 
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of a peer in publishing and receiving events, and 2) a proof of its identity. After it is used for authentication 

against the key server and verification whether the capabilities match the identity of the peer. While this can 

happen in a variety of ways, for example, relying on challenge response, hardware support, and so on, we pay 

attention mainly at expressing the capabilities of a credential, i.e., how subscribers and publishers can create a 

credential. This process needs to account for the many possibilities to partition the set of events expressed by an 

advertisement or subscription and exploits overlaps in subscriptions and publications. Subsequently, we use the 

term credential only for referring to the capability string of a credential .The keys assigned to publishers and 

subscribers, and the cipher texts , are labeled with credentials. In particular, the identity-based encryption 

ensures that a particular key can decrypt a particular cipher text only if there is a match between the credentials 

of the cipher text and the key. Publishers and subscribers maintain separate private keys for each authorized 

credential. 

 

V. EXISTING SYSTEM 

  

Cloud server is used for register publishers and subscriber as well all transactions are storing on cloud server. 

Whatever the book or data publisher want to publish he need to send the copy to Broker and then Broker will 

publish data on cloud. As same Subscriber need to request for his subscription to Broker. So in existing 

technique broker is Interface between publisher and subscriber. And also Broker has complete access of all 

transaction of cloud and that’s why there will be possibilities like publishers data will be share with other 

publishers. And there is no security for publishers and subscribers data.It is very hard to provide subscription 

confidentiality in a broker-less publish/subscribe system, where the subscriber’s are arranged in an overlay 

network according to the containment relationship between their subscriptions. In which case, regardless of the 

cryptographic primitives used, the maximum level of attainable confidentiality is very limited. 

 

 

VI. PROPOSE SYSTEM ALGORITHM 

 

1. Key Expansion:-Using Rijndael’s key schedule Round keys are derived from the cipher key. 

2. If Distance To Tree(u)>Distance To Tree(DCM) and First- Sending(u) then. 

3. InitialRound:-Add Round Key where Each byte of the state is combined with the round key using bitwise x 

or. 

4. Rounds:·SubBytes : non-linear substitution step 

 ·ShiftRows : transposition step 

 ·MixColumns: mixing operation of each column.   

      AddRoundKey  

5. Final Round: It contain Sub Bytes, Shift Rows and Add Round Key. 
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VII. IMPLEMENTED MODULE 

Admin module: 

 

Fig.7.1.1 Admin Module 

 

Fig.7.1.2 User Module 
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    Fig.7.1.3 broker-less System Module 

a. Result analysis:  

Total public and private documents in system : 

ID Number of 

users 

Total 

public 

feeds 

Total 

private 

feeds 

1 4 10 7 

Result for any publisher (number of followings and followers) 

ID Publisher Followings Followers 

1 Publisher1 10 4 

2 Publisher2 15 8 

3 Publisher3 6 9 

Result for Feed strength : 

Here feed means uploaded publishers document and public strength means how many users will be following 

this public feed by publisher. And private means when publisher share it to how may subscriber list. 

ID Feed Public 

Strength 

Private strength 

1 Sachin 

Tendulkar 

70% 40% 

2 Abdul Kalam 78% 89% 
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Result will be generated in graphical chart; here this chart is generated from using Google chart. This chart 

shows the positive and negative polarity. This is generated by using GATE processor’s score of comment 

associated with particular product.  

By using this chart user can analyze product efficiently. GATE processor performs major task in generating 

scores of an comment. These scores such as negative and  positive is generated from comment.  

 

VIII. CONCLUSION 

 

To ensure that a particular subscriber can decrypt an event only if there is a match between the credentials 

associated with the event and its private keys .To allow subscribers to verify the authenticity of received events. 

Furthermore, we developed a secure overlay maintenance protocol and proposed two event dissemination 

strategies to preserve the weak subscription confidentiality in the presence of semantic clustering of subscribers. 
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