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ABSTRACT   

Software risks can be defined as uncertainty and loss in project process. Software risk management consists of 

risk identification, estimation, refinement, mitigation, monitoring and maintenance steps. Software risks that 

occur during the software development life cycle are one of the most important reasons for low success rates so 

it is important to deal with the risk before they become corruptive. Hence Software risk management contains 

preventive key steps before start of new software projects to increase success rates of software projects. These 

preventive key steps specify software risks, impact of these risk factors and they aim to dissipate uncertain 

software issues. In order to offer high-quality software products to market in time and under market 

requirements, it is important to find computer-based tools with high accuracy probability to help managers to 

make decision. Total customer satisfaction in IT industries can be gained by providing quality software along 

with the software solutions imbibed with high professional ethics, diverse and prominent skill set profusely 

amalgamated with rich industry experience Risk is a chance for occurrence of an unlikely event, which would 

result with highly unacceptable consequences. The areas of uncertainty during software development process 

include those questions that are unresolved in the process of developing the software or those assumptions 

which are left unsolved. If these issues are not addressed at the right time, it only results in high chances of 

failure of the software. Thus, risk management is one of the critical challenges that need to be addressed in a 

skillful and efficient manner 
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I. INTRODUCTION 

 

Software development projects are subject to risks like any other project. Software development is subject to 

unique risks which can be mitigated through effective risk management techniques. Risks are unavoidable and 

must be managed. Successfully managing risks assists developers in completing the project on time and on 

budget. Strategies selected to manage risk may result in a better product than originally anticipated. Identifying, 

analyzing, tracking, and managing software risk aids crucial decision making including release readiness. 

Software project suffers from many problems like high computational cost, higher delay time in designing the 

projects, not meeting the actual need of the user, and many systems are being unutilized. These problems are 

solved using the software risk management which helps the software developer to identify, analyze, and 

accordingly deal with software risks items.  

Software risk management is also an attempt to define and formulate the risk oriented connection of success into 

a definite set of methods and techniques. Global Software development is learning and individuals escalated 

action. Individuals in such gatherings must work together, convey, and coordinate their work, which makes 
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learning management a need. Point of the fact, little and stable associations where workers are inside an arm’s 

compass of one another can most likely make without information management. In any case, for associations 

that are huge and appropriated, whose environment is consistently changing, or have a high turnover, dealing 

with their information stakes are basic for survival.  

Software engineering is a complex business that includes numerous individuals are working in diverse stages 

and exercises. Steady innovation progressions make the work dynamic: New issues are illuminated, and new 

information is made consistently. The information in software engineering is different and its extents massive 

and developing. Associations have issues staying informed regarding what this learning is, the place it is, and 

who has it. An organized method for dealing with the information and treating the learning and its holders as 

important holdings could help associations influence the information they have. Software project management is 

an intricate and comprehensively characterized position.  

Project managers observe and aide the work of planners, designers and analyzes of software while now and 

again taking part in these exercises themselves. Where developer concentrates on code, construction modeling 

and execution, managers keep tabs on elevated amount concerns: the course of the project, allotment of assets, 

the list of capabilities, and the client experience. Supervisors work to synchronously fulfill stipulations imposed 

by clients, engineers, analyzers, maintainers and management.  

 

II. CHALLENGE OF PROJECT RISK MANAGEMENT & MOTIVATION  

 

Risk planning is critical, but it won't safeguard your project or your data or your customer from everything. 

Something’s you just can't plan for -- so you need to be ready to respond quickly and efficiently. 

Risk management. Security. It’s a myth. We can analyze risk for a year for a two-month project and we still 

couldn’t cover everything. We could build the best security possible…and if someone wants in there is always 

someone out there who is good enough and skilled enough and bad enough to do it. There is no such thing as a 

sure thing 

 

2.1 The Security and Disaster Demos 

Yes, on our big IT projects we parade our customers through onsite dog and pony shows or even offsite proof of 

concept demos that show how – in the event of a catastrophe or epic failure or hacking job of awesome 

magnitude – we could resume operations within hours on their critical data-centric project and we can make it 

look like we pulled it off without a hitch. 

I had to do that several times annually with a large government agency on a $30 million program I was leading 

that handled extremely sensitive financial data for literally millions of individuals around the world. I had top-

secret security clearance. Yet, I knew how to bring it all down in the blink of an eye if I was so inclined. I 

wasn’t…but I could have. The disaster recovery proof we gave them – it was real and we were successful – did 

not mean we could pull it off no matter what. And we never proved what could be done in case of a major data 

security breach or hack. 

I’ve moved on – but I wonder from time to time if that is part of the demos they perform on the program 

now…and how they convince the government that the data is, indeed, safe. It isn’t completely safe. It can’t be. 



 

1104 | P a g e  

2.2 The pros 

I’ve attended the annual Black Hat conference in Las Vegas every year since 2010 and the stuff that goes on 

there – discussed, demo’d, hacked, suggested…you name it – it’s amazing. And scary. If Barnaby Jack figured 

out how to hack pacemakers and insulin pumps in living individuals and then dies somewhat mysteriously and 

very unexpectedly just days before he was to present at the 2013 Black Hat conference, then I’m not sure any 

device, system, building, or project is safe. No matter how much risk management and planning we do and no 

matter how much security we build into our projects and systems, it can never truly be enough to prevent 

everything that can damage our projects and systems. 

 

2.3 What Can We do? 

What can we do to help ensure safety, security and risk prevention, mitigation and avoidance? We can plan, 

plan, and plan. The problem though, is budget. We can never perform risk planning for a year on a two-month 

project. We can probably do it for two hours. But the key is we must plan. We like to skip it – I know I have 

many times. “I’m managing issues along the way, I’ve got no budget available to do true risk planning.” Ever 

said that before? I have. And customers are none the wiser. Why? They aren’t thinking risks either – they think 

the project team has it under control and at the very least will manage risks along the way. 

Here’s another good one. I worked for a great organization with a lot of good people doing amazing things for 

our customers. Most enjoyable job I’d ever had at that point in my career. It all came crashing down when the 

CEO turned out to be a fraud. The engineers who did the dirty work for him thought they were just making the 

server room look good, not scamming every bank in town for fraudulent loans based on equipment and clients 

we didn’t really have. And the rest of us didn’t even know it was going on. One man brought an entire global 

organization down and no one knew…how we could have planned for something like that. The fifteen projects I 

was managing here in Las Vegas for a client went away with the company, as did everyone’s job. Poof…it was 

gone. Much bigger than one project failing. Every project failed and hundreds of project customers were left 

with nothing. Again, we must plan but there is always a limit to how much we can plan.   The morale of the 

story is this – you can’t see everything coming. Most of those unexpecteds are just that…unexpecteds. And the 

other 2 percent are bad people working against you for their own gain. Either way, it’s harmful. 

You just have to decide how hard you want to plan – what you can afford to not plan for. At what point do you 

say, “Well, if that happens, it just happens”? What is that threshold? Is it arbitrary? Yes. And it may have no 

dollar figure associated with it. You just have to assume most people are good and the far out things likely won’t 

happen. And then when they do, try not to wet your pants. Put your big boy pants on and do what you can to 

wade through the rubble and pull your project through the mess with the help of your team, your customer and 

your hopefully strong leadership and decision-making skills. 

I realize I’ve not given any real figures on what those risk thresholds may be. They differ by individual, 

organization, customer, and project. How do you plan for risk? What are your thresholds? By Brad Egeland. 

 

III. LITERATURE SURVEY 

 

Software risks can be defined as uncertainty and loss in project process. Software risk management consists of 

risk identification, estimation, refinement, mitigation, monitoring and maintenance steps. In this paper, the main 

focus is on different risk management model and the importance of automated tools in risk management. With 
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the automated risk management tool, the prediction of project problem effects that can cause loss in software 

project in terms of their values on risk factors and rank the risk factors to observe how they can give detail about 

project problem effects separately [1]. 

Software development embraces three environments: the system environment in which the software system is to 

operate, the development environment in which the development takes place, and the management environment 

which shapes software management activities. The development process is generated within the development 

environment. Its purpose is to inquire into the system environment, anticipate effective ways to use software and 

thereafter implement the software system. The software management process forms a second-order process that 

manages the software development process and its environment. It is generated within the management 

environment. The concern of this process is to design and sustain an effective development environment so that 

the first-order process meets its goals. The practical reasons for introducing the three environments and the two 

related processes are: the dynamics of organizational learning, the management of complexity through 

separation of organizational concerns, and the management of organizational uncertainty [2]. 

There is a necessity of formal risk management. A formal risk management procedure gives numerous profits to 

both the project group and the improvement association in general. Initially, it provides for them an organized 

component to give conceivability into dangers to project triumph. By acknowledging the potential effect of each 

one risk thing, we can concentrate on regulating the most intense risks first. We can convey risk evaluation with 

project estimation to quantify a conceivable schedule slippage if certain risks emerge into issues. Knowledge 

Management currently gets more considerations because of its assurance that learning from the past will 

generally assist software engineers make good decisions in uncertainty. This methodology helps the project 

supervisor creates sensible possibility supports. The point when data requirements are different than actual 

requirements, either as a result of wrong SRS understandings or mid-requirement changes to SRS as part of the 

requirement updating are occupied, excessively troublesome to use, excessively challenging to decipher, or they 

essentially do not introduce of service or significant data, chiefs should principally depend on experience and 

instinct for discriminating choice making [3]. 

The OODA loop is a tool for effective risk management like all projects. Software projects also have the risk so 

software project teams can use the OODA loop as a risk management framework. Each step helps developers 

and project managers to identify, track and manage risks. Due to the cyclic nature of the OODA loop, multiple 

iterations can be applied to the project as risks evolve over time. Successful implementation of the OODA loop 

assists project managers in completing their projects within budget and on time. We plan to use the OODA loop 

as a risk management framework for a software project in the future. We will try to test its effectiveness over the 

course of the project. Each identified risk will be tracked and all observations, decisions and actions will be 

recorded [4]. 

In software projects, there exists a series of problems in planning and controlling process. In order to avoid the 

problems, Strategic Management Process (SMP) is designed for identifying and quantifying the risks. The risks 

are identified by joint monitoring of software planning and project complexity which uses cumulative 

distribution functions to produce an expected message alert per risk factor. First step for avoiding the risk is 

planning and controlling, which assists the software engineers by managing not only the quality of software 

project but also to develop 
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Risk-free software products, after identifying the risk. Software project on each module is checked to detect the 

complexity of the software project at an earlier stage. Evaluating the risk by ranking the software and 

monitoring the important activities of software project manager is one solution to solve the problems. CASE 

tools (Computer-Aided Software Engineering) are a set of application tools and software system methods with 

the desired end result of high-quality, defect-free, and maintainable software products. CASE tool also refer to 

development of information systems methods together with automated tools which is used in the software 

project development process. In CASE tools, computer-based support is used by developers in order to develop 

and maintain the software projects. CASE tools also enable software engineers to come out from the actual 

complexities of code when looking at the complex projects [5] 

Risk management in agile software development projects has been discussed by many researchers and various 

techniques have been proposed. However, based on the literature review executed by authors, there is no 

comprehensive model for embedding the project risk management process into the Scrum framework. Authors 

also executed a survey with objective to understand how project managers manage risks in the agile software 

development projects. As a final result of this paper the authors proposed to extend the conceptual framework 

for managing agile software development projects, based on Scrum and PRINCE2, by risk management aspects. 

The conceptual framework is extended by mandatory or optional risk related tasks that are done during the 

Scrum meetings. The major Scrum meetings and their relations to risk management activities have been 

discussed. The benefits of agile – scrum risk management include improving capacity to manage project 

uncertainties on the product delivery level and enhance communication of risks within the entire project 

organization [6] 

Every Organization has vision and mission which is backed with strong Information and Communication 

Technology (ICT) strategic Planning and Infrastructure. This invariably makes ICT the hub of every promising 

Organization for better support of her business. In this digital era as Organizations configure automated 

processes in data and communication devices; Risk Management plays a very critical role in protecting the 

organizations information assets, and therefore its mission. Risk Management is every stakeholder`s duty and 

not only for the technical IT team. Hence it should be treated as primarily as an essential role of the 

Management. An effective and efficient risk management process is an important component of a successful 

ICT security so as to ensure data confidentiality, integrity and high availability .Risk is the net effect of exercise 

of vulnerability or opportunity which can be negative or positive. Vulnerability is the devices` weakness which 

can be accidentally triggered or intentionally exploited. While opportunity is just positive risk which can be 

invested upon in order to maximize the use and benefit from the devices. Based on this, Organizations are 

continuously working on reducing the vulnerabilities by minimizing sources of threats and maximizing the 

opportunities by strengthening the securities during SWOT (Strength-weakness-Opportunities and threats) 

analysis .Risk management is the process of identifying risk, assessing risk, and taking steps to reduce risk to an 

acceptable level, if possible eradicate it completely. The objectives of Risk management in this work are to 

increase the likelihood and impact of positive events, and decrease the likelihood of negative events in devices. 

However, before now, Risk management is not consciously or transparently carried out for data and 

communication devices as the “practice of the day” is that the Organization`s perceived final step in the system 

development life cycle of the devices is always junking of the devices without final proper risk assessment to 

ensure that no critical piece of information or data can be intentional or accidentally exploited [7] 
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ABSTRACT 

Security protocols are essential for communication over digital media and Internet. To provide secure 

communication, sender and receiver should exercise an efficient technique to convert original plain text 

message to an unintelligible format to everyone except the intended receiver. Cryptography and Steganography 

are the two popular techniques to provide secure communication, where Cryptography distorts the message and 

Steganography hide the existence of the message. In this paper, the strength of Generalized RSA cryptosystem 

and Color component replacement steganography are utilized as a single system for enhancing security of 

secret information, and then comparing its performance with the existing systems. Generalized RSA is the 

generalization of RSA variants using Jordan’s Totient function, which is the generalized function of classical 

Euler’s function. RSA implementation can be speed up by using Jordan’s Totient function instead of Euler’s 

function. Color component replacement Steganography hides the secret data in color components of cover 

images. It is the enhanced version of Least Significant Bit replacement Steganography with minimum quality 

degradation of cover images. The proposed system hides the cipher text generated by Generalized RSA 

cryptosystem in color components of cover images using Color component replacement Steganography. 

 

Keywords: Color Component Replacement, Cryptography, Generalized RSA, Jordan’s Totient 

function, LSB 

 

I. INTRODUCTION 

 

Security protocols are a must for the secret communication between two parties. Now a days we need secrecy in 

all the electronic communication areas like personal communication, military purposes, financial transactions, 

electronic banking, medical diagnosis etc. To attain security in these communications, the commonly used 

techniques are Cryptography and Steganography. 

Cryptography ensure the security by encrypting the plain text into ’Cipher text’ form by using cryptographic 

algorithms and secret keys. The cipher text is send from sender to receiver side. Unauthorized user cannot 

understand the actual plain text message from cipher text without knowing the secret keys. At the receiver’s 

side, by using decryption algorithm and secret keys the receiver decrypts the cipher text and obtains the plain 

text/secret message. Steganography ensure the security of secrets by hiding them within the cover files. So the 



 

1109 | P a g e  

 

messages cannot be seen by the unauthorized user. Steganographic algorithm embeds the plain text into the 

cover files and obtain the ‘Stego files’. These stego files are sending from the sender to the receiver. The 

authorized receiver knows that the secret is present in the stego file and he can extract the actual message from 

stego file using proper steganographic algorithms and secret keys. 

In this project, the features of Cryptography and Steganography are utilized as a single system. The main areas 

involved in this system are Cryptographic algorithms and Manipulation of cipher text. These two areas should 

be managed properly by an efficient cryptosystem. 

One of the most popular and classical cryptosystem is RSA cryptosystem[5]. There are number of variants of 

RSA cryptosystem, we find out some of them and list out their properties and limitations. Finally most of these 

limitations can be resolved using an algorithm which uses Jordan’s Totient function for the computations. Since 

the Jordan’s Totient function is the generalization of Euler’s Totient function, we call this algorithm as 

’Generalized RSA Cryptosystem’[1]. 

By using Generalized RSA algorithm, plain text messages can be encrypted and decrypted securely. In 

conventional cryptosystem after encryption process, the generated cipher text is text format. The syntax and 

semantics of these text are completely different from conventional communication language. There is a 

possibility to an intruder to guess that there exist a secret within that text file. This limitation is overcame by 

hiding cipher text within the color components of color cover image files[2]. The proposed system uses the 

assumption that hiding data is better than sending it shown as encrypted. So we use color images are the 

medium for data hiding. In color component replacement steganography, data is hiding in the RGB (Red, Green, 

Blue) color components in different manner [9]. 

 

II. PROPOSED SYSTEMS AND DESIGN 

 

By combining the strength Cryptography and Steganography, the security of secret data communication can be 

enhanced[ 3]. The Strength of Cryptography is mainly depends on the security of the cryptographic key and the 

time required to break the key. This can be ensured using very large size key for encryption and decryption. But 

it leads to large requirements to the algorithm and complex computational issues [4]. So, to an efficient 

cryptographic system, the requirements of the algorithm should be simple and time required for encryption and 

decryption should be less. Also these features do not affect the security aspects of the cryptosystem. 

In the case of conventional RSA cryptosystem, the security is mainly depends on key size and factorization 

problem of large numbers. To attain these goals, requirements of RSA and computational issues of RSA are 

high [7]. Here we require very large prime numbers for very large size key generation and complex 

computations for encryption and decryption. 

Use of Generalized RSA Cryptosystem [9] resolves these limitations. Instead of using the classical Euler’s 

Totient function it uses Jordan’s Totient function[6] for all its computations. For the same set of prime numbers 

Generalized RSA generate larger sized key than conventional RSA cryptosystem. When we use very large 

prime numbers, it can generate very large sized secret keys. By utilizing the features of Jordan’s Totient 

function the complex exponential computations are reduced to multiplication operations[8]. So the 

computational requirements RSA are also reduced. 
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 2.1 Proposed System Design 

 

Fig. 1 System Design 

The overall design of the proposed system can be depicted as shown in Fig. 1. Here plain text is encrypted using 

generalized RSA cryptosystm[1] and the obtained cipher text is processed with the steganographic module. 

Steganographic module takes cipher text and a color image file as inputs and embeds the cipher text into cover 

image using color components replacement steganography. Then, the obtained stego file is send to the receiver. 

Receiver extracts the stego file into cipher text and cover image file. The cipher text is decrypted using the 

decryption algorithm of generalized RSA cryptosystem and private key of the receiver. The entire system 

consists of Cryptographic module and Steganographic module. 

2.2  Data Flow Diagram for Cryptographic Module 

Fig. 2 shows the overall design of the Generalized RSA cryptosystem and it consists of following components. 

 Jordan’s Totient Function computing:  

This module compute the value of Jordan’s Totient function based on the user input[6]. In this stage user input 

are set of prime numbers and the generalizing index of Generalized RSA cryptosystem. The generated value is 

required for all the sub modules such as Key generator, Encryptor, and Decryptor. 

JK (N) = N
K
  ∏P/n (1 – P

-K
 )  Where K, N are positive integers                                                                            1 

 Key Generator:  

Key Generator is the module which generate the public key and private key for decryption and encryption. 

o Select a random integer E such that, gcd (E, JK(N)) = 1, where 1 < E < JK (N), E = M mod JK(N)  

o Select integer D such that, ED = 1 (mod JK (N)) i.e., D = E
-1

 mod JK (N) where 1 < D < JK (N) 

 Encryption: 

Encryption module performs the encoding of plain text with public key. Output of encryption process is the 

cipher text. This cipher text is in unreadable form and Decryption process is required to make it readable.  Given 

a public-key (JK (N);E) and a message M compute the cipher text 

o C = M * E mod JK(N)                                                                                                                               2 

 Decryption: 
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Decryption module performs the decoding of cipher text with private key. Only the intended receiver can 

decrypt the cipher into readable plain text. 

Given a private-key (JK (N), D) and cipher text C, compute the message 

o M = C * D mod JK (N)                                                                                                                             3 

                          

 

Fig. 2 Cryptographic Module 

 

Fig. 3 Steganographic Module

 Numerical assignment: 

This module assigns the numerical values to the characters. Since the public key cryptography is based on the 

mathematical functions, it is necessary to assign numerical values to characters before encryption.  

 Inverse Numerical assignment: 

This module performs the inverse mapping of numerical to character assignment. It is necessary after the 

decryption. 

After the encryption process the generated cipher text is in text format[8]. Even though its syntax and semantics 

are differ from the natural languages, the intruder can assume the presence of something secrets in cipher text 

and he can try for the actual message. Here we uses the assumption that hiding data is better than sending it 

shown as encrypted. So we use Color Component Replacement Steganography for data hiding. This algorithm is 

an enhanced version of LSB technique[9][11]. Since the original LSB which is quite vulnerable, most common 

and well known method, hackers can easily try this method to retrieve the message[13]. So instead of hiding 

data within least significant bits of the pixel, data is hiding in the RGB(Red,Green,Blue) color components in 

different manner. The different methods are one color component complete replacement with one character of 

cipher text, two color components of a pixel is replaced with 4 bits of a cipher text character in one component 
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and remaining 4 bits in another color component, and at a time all color components altered with one cipher 

character’s bit values. 

The primary objective of steganography is to avoid drawing attention to the transmission of hidden information. 

If any attacker or hacker noted any changes in the stego file, then he can try for the inner contents. So the quality 

degradation of stego file should be prevent. The proposed color component replacement steganography is also a 

comparative study of, altering different color components, to ensure minimum quality degradation. The quality 

degradation of color images can be measured using the PSNR and here we maintain the PSNR above the 

allowable limit. 

 

2.3  Data Flow Diagram for Steganographic Module 

The above diagram (Fig. 3).represents the complete data flow of the steganographic module and it consists of 

following components. 

 Color component extractor:  

Color component replacement steganography is performed on color images by extracting color components of 

each pixels and replace these components with cipher text in different manner. The different methods are one 

color component complete replacement with one character of cipher text, two color components of a pixel is 

replaced with 4 bits of a cipher text character in one component and remaining 4 bits in another color 

component, and at a time all color components altered with one cipher character’s bit values. A color component 

separator module is required to perform this function. 

 Embedding Cipher: 

This process embedded the cipher text character into the particular color components extracted by the color 

component extractor module. Red component of first pixel is replaced with binary of value of first cipher text 

character, Green component of second pixel is replaced with binary of second cipher text character, Blue 

component of third pixel is replaced with binary of third cipher text character and so on. 

 Cipher extractor: 

This module extracts the cipher text from the stego image. Input to this module is stego file and output from this 

module are cipher text and cover file. The technique used here is taking the cipher text, which is generated by 

the cryptographic module is taken as the input of steganographic module. 

 

III. IMPLEMENTATION AND PERFORMANCE ANALYSIS 

 

The proposed system design for cryptographic module and steganographic module are implemented in 

MATLAB. The performance of the proposed system can be analyzed using following parameters. In 

cryptographic module it can be measured using Key size, Message space size, Encryption time, and Decryption 

time etc. In Steganographic module it can be measured using cipher text capacity and Peak Signal to noise 

Ratio(PSNR). Since data is embedded into cover file is insertion of some noise into the actual cover, PSNR can 

measure amount of quality degradation of the cover file. 
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3.1 Cryptographic Module 

3.1.1 Key Size 

Key size determine the number of bits used to represent the encryption decryption keys. Strength of RSA mainly 

depends on Key size. For the same set of prime numbers Generalized RSA provide large key size than RSA. 

The largest and second largest prime numbers which can be represented using 2 bits are 3 and 2. By using these 

two prime numbers RSA generate the private key as 1 which is size of one bit. But for these prime numbers 

Generalized RSA with index value 2 generate the private key as 5 which is size of three bits. Below table 

(Table. 1) represents the key size generated from different size prime numbers. The values of table(Table. I)is 

plotted below(Fig. 4) which shows for the same set of prime numbers Generalized RSA provide large key size 

than RSA. 

Table 1 Key Size 

 

 

Fig.4 Avg. Key Size

3.1.2 Message space size: 

It is the phi value generated and it is used for the modular operations. As the phi value increases size of message 

space also increases. Generalized RSA with indexing factor greater than one will give higher message space 

than RSA. The largest and second largest prime numbers which can be represented using 2 bits are 2 and 3.  

For RSA,  ф = (2 - 1) *(3 - 1) = 2 Which can be represented using 2 bits 

For Generalized RSA with index 2, 

Ф = (2
2
- 1) * (3

2
 - 1) 

= 24 Which requires 5 bits to represent 

Below table (Table. 2) represents the phi value generated from different size prime numbers. One of the security 

aspects of RSA is factorization problem of larger numbers. Here with smaller requirements Generalized RSA 

provides larger values for phi(Fig. 5).  



 

1114 | P a g e  

 

Table 2 Message Space Size 

 

 

Fig. 5 Message Space Size 

 

3.1.3 Encryption time: 

   Encryption time is the average time required to Encrypt the message into cipher text. The encryption and 

decryption time are measured in a computer system with following specifications: 

 CPU Type: Intel Xenon E5 

 Clock speed: 3.70 GHZ 

 RAM Size: 16 GB 

 Monitor Type: 15 inch color monitor 

Generalized RSA is faster than RSA in the case of encryption (Fig. 6). 

3.1.4 Decryption time: 

   Decryption time is the average time required to Decrypt the cipher text using private key. Generalized RSA 

require less time for decryption process (Fig. 7). 

Table 3 Encryption And Decryption Time 

 

 

Fig. 6 Encryption Time
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Fig.6 Decryption Time

3.2 Steganographic Module 

3.2.1 PSNR 

Peak Signal to Noise Ratio is used to measure the quality degradation of the stego image from the cover image. 

Since embedded cipher text is treated as noise to the image it measure the amount of noise added. It can be 

computed as shown below 

PSNR = 20 log10 (MAXi ) – 10 log10 (MSE)                                                                                                         4 

MAXi is the maximum possible pixel value of the image and MSE is the sum over all squared value differences 

divided by image size and by three. If PSNR(4) is greater than 60 decibel, human eye cannot detect the changes 

happened in the color images. So it is necessary to maintain the PSNR greater than 60 after embedding cipher to 

the cover image. In first case, One color component of one pixel is completely replaced with one character of 

cipher text. This improve the cipher capacity but it affect the quality of stego image, PSNR becomes less than 60 

To solve this problem one character of the cipher text is embedded within two color components of a pixel by 

replacing 4 bits at a time. This method improves the quality of image and PSNR value. To get more better 

PSNR one character of cipher text is embedded within 3 color components of a pixel by replacing 2 bits of 

RED, 3 bits of GREEN, 3 bits of BLUE at a time. It improves the quality of stego image and maintain the 

capacity of 8 bits per pixel(Fig. 8).. 

 

Table 4 PSNR Comparison 

 
 

Fig. 7 PSNR  Comparison
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IV. CONCLUSION 

 

Combining Cryptography and Steganography in communication can enhance the security. Generalized RSA 

reduces the requirements of RSA cryptosystem such as the requirement exponential computations for encryption 

and decryption. For the same set of prime numbers, Generalized RSA provide better key size and message space 

size than the conventional RSA. Generalized RSA is faster than RSA in the case of encryption and decryption. 

Color components replacement steganography gives more PSNR for very large size data if we replace less than 

four bits of a color component at a time. By combining Cryptography and Steganography and utilizing their 

features in the combined manner we can enhance the security of secret data communication. The work done in 

this project provides basis for future research in steganography and can be extended in several ways. One 

possible extension is to use cover video files for color component replacement steganography without degrading 

the quality of video. The possibility and the impact of such work needs to be investigated. 
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ABSTRACT  

Vibration analysis is widely used in machinery diagnostics and the wavelet transform has also been 

implemented in many applications in the condition monitoring of machinery.Incontrast to previous applications, 

this paper examines whether acoustic signal can be used effectively along vibration signal to detect the various 

local faults in gearboxes using the wavelet transform. Four commonly encountered local faults, tooth wear, 

tooth crack, broken tooth and insufficient lubrication of the gear tooth breakage and tooth crack, were 

simulated. The results from acoustic signals were compared with vibration signals. The results suggest that 

acoustic signals are very affective for the early detection of faults and may provide a powerful tool to indicate 

the various types of progressing faults in gearboxes. 

 

Keywords: Acoustic Spectral Analysis, Inadequate Lubrication, Spectrum, Vibration Analysis. 

 

I. INTRODUCTION 

 

Gears are critical elements in complex machinery, so predictive maintenance is often applied to them. Signal 

analysis has been an important and indispensable part of fault diagnosis. Vibration analysis has successfully 

been applied towardsmonitoring and diagnosis in many practical areas forthree decades. In the application of 

machine faultdiagnosis, vibration signal analysis is used to detectthe dynamic characteristics of machines and 

toextract fault characteristics if a fault occurs and thenidentify its cause [1,2].While a local defect such as crack 

occurred ongear tooth, a short duration impulsive signal will begenerated. The impact will produce 

additionalamplitude and phase modulation effects to the gearmeshing components. As a consequence, a few 

ofsidebands of the tooth-meshing frequency and itsharmonics will spread over a wide range frequency. Itis 

difficult to detect the spacing and evolution ofsideband families in the frequency spectrum due tonoise and 

vibration from other mechanicalcomponents [3,4,5].Diagnosing a gear system by examiningvibration signals is 

the most commonly used methodfor detecting gear failures. The conventional methodsfor processing measured 

data contain the frequencydomain technique, time-domain technique and timefrequencydomain technique. 

These methods havebeen widely employed to detect gear failures. The useof vibration analysis for gear fault 

diagnosis andmonitoring has been widely investigated and itsapplication in industry is well established [6,7,8]. 

This is particularly reflected in the aviationindustry where the helicopter engine, drive trains androtor systems 

are fitted with vibration sensors forcomponent health monitoring. These methods havetraditionally been applied, 

separately in time andfrequency domains. A time domain analysis focusesprincipally on statistical 

characteristics of vibrationsignal such as peak level, standard deviation,skewness, kurtosis, and crest factor. A 
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frequencydomain approach uses Fourier methods to transform the time-domain signal to the frequency 

domain,where further analysis is carried out, andconventionally using vibration amplitude and powerspectra. It 

should be noted that use of either domainimplicitly excludes the direct use of informationpresent in the other. 

Time-frequency based energydistribution method was employed for early detectionof gear failure [4]. The 

frequency domain refers to adisplay or analysis of the vibration data as a functionof frequency. The time-domain 

vibration signal istypically processed into the frequency domain byapplying a Fourier transform, usually in the 

form of afast Fourier transform (FFT) algorithm[ 9, 10 ,11]. 

This paper presents an investigation carried out concerning progressing local faults in a gearbox using acoustic 

signals along with vibration signals.  

 

II. EXPERIMENTATION CREATION OF FAULTS ON GEAR TOOTH   

 

For creation of artificial faults on gear tooth, four different gears are procured. For that, the spur gear having 48 

teeth and module of 1.5 is selected. 

The common faults of gear tooth are as follows. 

1. Wear on one tooth  

2. Crack on one tooth 

3. One tooth broken or missed 

4. Lack of lubrication   

 

2.1 Wear 

Wear on one tooth of gear is made by filing one tooth and removing material from tooth in direction of rotation. 

The wear is made near the pitch circle.  

 
 

2.2 Crack on one Tooth 

A crack is produced on tooth of gear. This is made by cutting the tooth with hacksaw blade at 

root of tooth in the direction of rotation.  
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2.3 Broken Tooth 

For making this fault, one tooth of gear is removed by hacksaw blade and original non-defective gear is replaced 

with this gear.  

 
 

2.4 Inadequate Lubrication or No Lubrication  

Many times unsatisfactory operation of gearbox may be caused by failure of lubrication. To enable one to 

identify this condition an experiment is carried out by completely darning lubrication oil from the gearbox. The 

gearbox will run for 15 minutes so that exact condition of no lubrication will achieved.  

 

III. EXPERIMENTAL SETUP  

 

 
 

3.2 Schematic Setup for Vibration Measurement  

2)  The specifications of gearbox: 

Power                             0.25 Hp 
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Input rpm                        1420 rpm 

Input frequency             1420/60 = 23.67 Hz 

Output rpm                     200 rpm 

Output frequency            200/60 = 3.33 Hz 

No. of stapes                    2 stage 

Types of gears:  

First pinion   

Type                               Spur 

 No. of teeth                     12  

 Pitch circle diameter        18 mm 

 Module  1.5 

Speed  1420 rpm 

 Rotational frequency 67.23601420  Hz (rpm/60) Hz 

 Tooth meshing frequency 60121420 = 284 Hz 

   (rpm x no. of teethes/60)  

First gear: 

 Type       Spur 

 No. of teeth                       48    

Pitch circle diameter        72  

  Module                            1.5 

 Speed                              3 

 Rotational frequency 92.560355 
 

Tooth meshing frequency 6048355 = 284 Hz 

 (rpm x no. of teeth /60) 

Second pinion: 

Type                                     Helical  

No. of teeth19 

Pitch circle diameter                32.37 mm 

 Module7.1   

 Speed        355rpm 

Rotational frequency              355/60 = 5.19 Hz 

Tooth meshing frequency 60/19355 = 112.42 Hz   

( rpm x no. of teeth/60)  

Second gear: 

  Type    Helical 

No. of teeth  34 

 Pitch circlediameter 57.8mm  

Module      1.7  
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VIBRATION SPECTRUM OF BROKEN TOOTH Vs  HEALTHY
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 Speed     200 rpm  

Tooth meshing frequency 60/19355 = 112.42 Hz 

( rpm x no. of teeth/60) 200/60 = 3.33 Hz 

 

IV.RESULTS 

4.1 Spectrum of Healthy Gear 

Fig.1 shows the vibration spectrum of healthy (non-defective) gear. It shows that there is remarkable vibration 

level at gear mesh frequency, which is may be due to the inherent unbalance in gear and manufacturing defects. 

It is, therefore obvious that, there will be some vibration level at gear mesh frequency due to created faults. 

  VIBRATION SPECTRUM OF HEALTHY GEAR AT NO LOAD
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Fig 4.1 

Fig. III.2, III.3,III.4,III.5 respectively shows comparison of cracked tooth and healthy gear spectrums, Broken 

tooth and healthy gear ,wear of teeth and  healthy gear , Improper lubrication and healthy respectively. As the 

crack was produced on the gear, it reflects the change in vibration spectrum. From above results following 

characteristics can be associated to fault. 

1. The amplitude level increases considerably at gear mesh frequency. 

2. The amplitude level increases by considerable margin at side bands. 

 

4.2 Crack on One Tooth 

VIBRATION SPECTRUM OF CRACK ON TOOTH Vs HEALTHY
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Fig 4.2 

4.3 Gear with Broken Tooth 
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Fig. 4.3 

4.4 Wear of Teeth  

VIBRATION SPECTRUM OF WEAR OF TEETH  VS HEALTHY
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Fig 4.4 

4.5 Improper Lubrication Condition 

VIBRATION SPECTRUM OF IMPROPER LUBRICATION  Vs 
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Fig 4.5 

 

V. ACOUSTIC SPECTRAL ANALYSIS  

Various acoustic spectrums are taken for healthy and various defective gears and are discussed below 

 

5.1 Spectrum of Healthy Gear 

Fig. IV.1 shows the acoustic spectrum of healthy (non-defective) gear. It shows that there is remarkable sound 

pressure level at gear mesh frequency, which is may be due to the inherent unbalance in gear and manufacturing 

defects. It is, therefore obvious that, there will be some sound pressure level at gear mesh frequency due to 

created faults. 
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Fig. 5.1 
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Fig IV.2,IV.3,IV.4,Iv.5 Shows comparison of cracked tooth and healthy  gear spectrums, Broken tooth and 

healthy gear ,wear of teeth and  healthy gear , Improper lubrication and healthy respectively. As the fault was 

produced on the gear, it reflects the change in acoustic spectrum. It is observed from figure the amplitude of 

gear mesh frequency has increased considerably. From above results following characteristics can be associated 

to fault. 

1. The amplitude level increases considerably at gear mesh frequency. 

2. The amplitude level increases by small margin at side bands. 

 

5.2 Gear with crack on tooth 
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Fig 5.2 

5.3 Gear with Broken Tooth 
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Fig 5.3 

5.4 Wear of Teeth  

ACOUSTIC SPECTRUM  WEAR OF TEETH  Vs HEALTHY
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Fig 5.4 

5.5 Improper Lubrication Condition 
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ACOUSTIC SPECTRUM IMPROPER LUBRICATION Vs HEALTHY
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Fig 5.5 

VI. OBESERVATION TABLE  

RMS VALUES 

 

VI. CONCLUSION  

 

The condition monitoring of gears can significantly reduce the costs of maintenance. Firstly it can allow the 

early detection of major faults, which could be extremely expensive to repair. Secondly it allows the 

implementation of condition based maintenance rather than periodic or failure based maintenance. In these cases 

delaying scheduled maintenance can make significant savings until convenient or necessary.  

In this research, vibration and acoustic signals were used in a two-stage gearbox. It was shown that various 

types of gear failures can be detected successfully by both acoustic and vibration signals analysis. 

The acoustic analysis method has gained wide industrial acceptance for gearbox condition monitoring. 

Condition monitoring using acoustics tool is presented in this paper shows the considerable freedom in 

positioning of the microphones - distance and plane with respect to the source, and being able to detect the 

characteristic frequency spectrum of the gearbox and consequently fault detection and diagnosis using advanced 

signal processing.  

In this paper, experimentation is carried out to detect gear tooth defects through acoustic and vibration analysis 

and feasibility of practical application is investigated. The acoustic and vibration spectrums obtained for 

different tooth defects on which following conclusions can be drawn.  

 

6.1 Using Frequency Domain Acoustic Spectrums and Vibration Spectrums 

With comparison of faulty crack on tooth  and healthy  gear spectrums, Broken tooth and healthy gear ,wear of 

teeth and  healthy gear , Improper lubrication and healthy respectively it is shown that as the fault was produced 

 HEALTHY CRACK 

ON 

TOOTH 

BROKEN 

TOOTH 

WEAR 

OF 

TEETH  

IMPROPER 

LUBRICATION 

VIBRATION 0.9331 1.0233 1.3712 1.5736 
1.7933 

 

ACOUSTIC 13404.7 14624.2 
15277.4 

 
15401.5 16886.6 



 

1126 | P a g e  

on the gear, it reflects the change in acoustic and vibration  spectrum. It is observed from the amplitude of gear 

mesh frequency has increased Theconsiderably. From above results following characteristics can be associated 

to fault. 

   1.   The amplitude level increases considerably at gear mesh frequency. 

   2.  Amplitude level increases by small margin at side bands. 

It is also observed that as load is increased on the crack on tooth or broken tooth, there is change in acoustic and 

vibration spectrum. The amplitude level also increases at gear meshing frequency as load increases. 

 

6.2 Using Time Domain Acoustic Spectrums and Vibration Spectrums 

With comparison of time domain acoustic and vibration spectrum, it is observed that an RMS value was 

increased as fault was produced in the gear. 
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ABSTRACT 

Effective and successful communication between nodes in a network is a major issue. The main reason for 

communication failures are attacks. There are various attacks that destroy and break the communication in 

network. Wormhole attack is one of the major attacks. It creates a loop in the network by changing destination 

address. In this type of situations, message travels in infinite loop. Due to wormhole attack node utilizes 

resource and channels of network for infinite time. This paper presents a technique to detect and prevent 

wormhole attack inmobile Ad-hoc Network. The technique is implemented on DSR routing protocol, using 

QualNet5.0. The results and graphs are described to evaluate the efficiency of new technique. 

 

Keywords: DSR, Wireless Network, Wormhole Attack. 

 

I. INTRODUCTION 

 

The growth in the use of wireless communications over the last few years is quite substantial and as compared to 

other technologies, it’s huge. The primary advantage of a wireless network is the ability of the wireless node to 

communicate with the rest of the world while being mobile. For Ad Hoc routing protocols, there are certain 

specific requirements specific requirements. First of all, such protocols must be distributed, because depending on 

a central host to make the routing decisions introduces a bottle neck or even to a single point of failure considering 

the limited resources of the mobile nodes. Secondly, they must be adaptive to the continuously changing topology 

due to mobility. Thirdly, they must compute the routes in a fast, loop free, optimal resource usage and up to date 

fashion. Additionally, they must keep the process of route maintenance as local as possible. Finally, they should 

provide some degree of quality of service (QoS) and keep as much helpful information as possible about only the 

local and stable network topology. 

Mobile ad hoc networks (MANETs)[1] are collections of mobile nodes, dynamically forming a temporary network 

without pre-existing network infrastructure or centralized administration. These nodes can be arbitrarily located 

and are free to move randomly at any given time, thus allowing network topology and interconnections between 

nodes to change rapidly and unpredictably. Node mobility can vary from almost stationary to constantly moving 

nodes, depending on the particular network’s structure and purpose. As a general rule, high mobility usually 

results in low link capacity, whereas low mobility leads to high capacity links. The very dynamic nature of mobile 

ad-hoc networks creates great challenges for routing protocols. As MANET networks are infrastructure less there 

exist no dedicated routers. Instead, every mobile node acts itself as a router and is responsible for discovering and 
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maintaining routes. Furthermore, without centralized administration, MANETs can be called autonomous. To 

support this kind of autonomy, the routing protocol is required to automatically adjust to frequent environment 

changes. The primary goal of the routing protocol is correct and efficient route establishment to facilitate 

communication within the network between arbitrary nodes. To successfully fulfill this task, the routing protocol 

must take the unique characteristics of MANET networks into account. 

There are generally purely proactive and purely reactive approaches to implement a routing protocol [2] for a 

MANET but they have their disadvantage. To overcome this a new approach hybrid routing protocols came into 

existence by taking the advantage of both proactive and reactive in hybrid schema, taking advantage of proactive 

discovery within a nodes local neighborhood, and using reactive protocol for communication between these 

neighborhoods. 

There are few malicious nodes[3] which generates attack on network. This paper is concentrated on identification 

of such activity and makes communication reliable.  

The present work is organised into 4 chapters. In section 1 of present paper, introduces and explains the nature 

of the problemand the problem itself. Later, the sectionalso reviews previous works and description of various 

techniques regarding the subject present such as DSR, AODV etc. Sections 2 will discuss the proposed routing 

technique. Section 3 describes the simulation environment and enlists the results of comparing AODV, DSR and 

proposed techniques. Its effectiveness is also demonstrated with the help of suitable plots. Section 4 willfinally 

provides a concluding remark on this work 

 

1.1 Attacks In Network 

 Black hole[4]: In this attack, a misbehaving node uses the routing protocol to advertise itself as having the 

shortest path to the node whose packets it wants to intercept. We provide a detailed description here in. 

 Denial of service[5]: The DoS attack results when the network bandwidth is hijacked by a misbehaving 

node. It has many forms: the classic way is to flood any centralized resource so that the network no longer 

operates correctly or crashes. For instance, a route request is generated whenever a node has to send data to 

a particular destination. A misbehaving node might generate frequent unnecessary route requests to make 

the network resources unavailable to other nodes. 

 Routing table overflow[6, 7]: The attacker attempts to create routes to nonexistent nodes. The goal is to 

have enough routes so that creation of new routes is prevented or the implementation of routing protocol is 

overwhelmed. 

 Impersonation[8]: A misbehaving node may impersonate another node while sending the control packets 

to create an anomaly update in the routing table. 

 Energy consumption[9]: Energy is a critical parameter in the MANET. Battery-powered devices try to 

conserve energy by transmitting only when absolutely necessary. An attacker can attempt to consume 

batteries by requesting routes or forwarding unnecessary packets to a node. 

 Information disclosure[10]: The misbehaving node may leak confidential informationto unauthorized 

users in the network, such as routing or location information. In the end, the attacker knows which nodes 

are situated on the target route. 

 Wormhole Attack[11]: The attacker receives packets at one point in the network, “tunnels” them to 

another point in the network, and then replays them into the network from that point. For tunneled distances 
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longer than the normal wireless transmission range of a single hop, it is simple for the attacker to make the 

tunneled packet arrive with better metric than a normal multi-hop route, for example, through use of a 

single long-range directional wireless link or through a direct wired link to a colluding attacker. 

 

1.2 DSR [2] 

DSR is a fairly simple algorithm based on the concept of source routing,in which a sending node must provide the 

sequence of all nodes through which a packet will travel. Each node maintains its own route cache, essentially a 

routing table, of these addresses. Source nodes determine routes dynamically and only as needed; there are no 

periodic broadcasts from routers. DSR algorithm is based on route discovery/ route reply cycle and route 

maintenance. A source node that wants to send a packet first checks its route cache. If there is a valid entry for the 

destination, the node sends the packet using that route; if no valid route is available in the route cache,  

The source node initiates the route discovery process by sending a special route request (RREQ) packet to all 

neighboring nodes. The RREQ propagates through the network, collecting the addresses of all nodes visited, until 

it reaches the destination node or an intermediate node with a valid route to the destination node. This node in turn 

initiates the route reply process by sending a special route reply (RREP) packet to the originating node announcing 

the newly discovered route. The destination node can accomplish this using inverse routing or by initiating the 

route discovery process backwards. The DSR algorithm also includes a route maintenance feature implemented 

via a hop-to-hop or end-to-end acknowledgment mechanism; the former includes error checking at each hop, 

while the latter checks for errors only on the sending and receiving sides. When the host encounters a broken link, 

it sends a route error (RERR) packet. Dynamic source routing is easy to implement, can work with asymmetric 

links, and involves no overhead when there are no changes in the network. The protocol can also easily be 

improved to support multiple routes to the same destination. DSR’s main drawback is the large bandwidth 

overhead inherent in source routing. Because each route cache collects the addresses of all visited nodes, RREQ 

packets can become huge as they propagate through the network. Routing information can also increase enough to 

exceed the accompanying messages usefulness. These problems limit the network’s acceptable diameter and 

therefore its scalability. 

 

1.3 Ad Hoc On-Demand Distance Vector Routing (AODV)[2] 

AODV routing protocol is based on DSDV and DSR algorithm. It uses the periodic beaconing and sequence 

numbering procedure of DSDV and a similar route discovery procedure as in DSR. However, there are two 

major differences between DSR and AODV. The most distinguishing difference is that in DSR each packet 

carries full routing information, whereas in AODV the packets carry the destination address. This means that 

AODV has potentially less routing overheads than DSR. The other difference is that the route replies in DSR 

carry the address of every node along the route, whereas in AODV the route replies only carry the destination IP 

address and the sequence number. 

The Ad hoc On-Demand Distance Vector (AODV) routing protocol is intended for use by mobile nodes in an ad 

hoc network.  It offers quick adaptation to dynamic link conditions, low processing and memory overhead, low 

network utilization, and unicast route determination to destinations within the ad hoc network.  It uses 

destination sequence numbers to ensure loop freedom at all times (even in the face of anomalous delivery of 

routing control messages), avoiding problems (such as “counting to infinity”) associated with classical distance 

vector protocols.  
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The primary objectives of AODV protocol are:  

1. To broadcast discovery packets only when necessary,  

2. To distinguishes between local connectivity management (neighborhood detection) and general topology 

maintenance and  

3. To disseminate information about changes in local connectivity to those neighboring mobile nodes those are 

likely to need the information. AODV decreases the control overhead by minimizing the number of 

broadcasts using a pure on-demand route acquisition method. AODV uses only symmetric links between 

neighboring nodes. 
 

II. PROPOSED TECHNIQUE 

 

Figure 1: Flow Chart of Proposed Model 
Fig. 1 is representing flow chart of proposed model. Here S is source and D is destination. In this model every 

node will send two acknowledgements. First acknowledgement is for previous node and second 

acknowledgement is for previous to previous node.  

This acknowledgement will contain message size and destination address. If previous nodes get a different 

destination address, in that case sender will send message through other node and stop communication to 

malicious node. 

If destination address will be changed by any node then network denote that node as malicious node of network 

and stop communication with that node. 

 

III. SIMULATION RESULTS 

 

The simulation of network is carried out on Qualnet 5.0[12]. The simulation environment is as under: 

 Mobility model Random Way Point 

o Minimum speed: 0 mps 

o Maximum speed: 5mps, 10 mps, 15 mps, 20mps, 25 mps, and 30 mps 

o Pause time: 5s, 10s, 15s, 20s, 25s, 30s. 

o Simulation Time: 200s 

 Terrain 

o Coordination 1500 * 1500 m 

 Connection 

o FTP (File transfer protocol): 41 (client) to 1 (server) 
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o Item size 512(byte) 

 Radio/physical layer parameters: 

o  Radio type: 802.11b Radio 

o Data rate: 2Mbps 

o Packet reception model: Bit error rate (bpsk.ber) 

 MAC Protocol: 802.11 

 Routing Protocol: AODV,DSR 

 Transport Protocol: TCP 

 Node: 50  

 Node Placement: Random  

 Seed: 1 

Performance metrics used for this works are as follows: 

 Throughput [1] is the measure of the number of packets successfully transmitted to their final destination per 

unit time. It is the ratio between the numbers of sent packets vs. received packets. 

 Average End to End Delay [1] signifies the average time taken by packets to reach one end to another end 

(Source to Destination). 

 Avg. Jitter Effect [1] signifies the Packets from the source will reach the destination with different delays. A 

packet's delay varies with its position in the queues of the routers along the path between source and 

destination and this position can vary unpredictably. 

 Packet Loss,[1] is the Ratio of transmitted packets that may have been discarded or lost in the network to the 

total number of packet sent. 

Results 

The results are plotted using Microsoft excel. The graph plots of outcomes are as follows: 

Figure 2: Plot of throughput 
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Figure 3: Plotting of End to end delay 

 

Figure 4: Plot of total packet received 

 

Figure 5: Plotting of average jitter 

It can be observed that in most of the cases proposed protocol is performing better than AODV and DSR. So, to 

avoid malicious activity in network proposed routing technique can be used. It can improve efficiency of 

communication in MANET. 
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IV. CONCLUSION 

 

Identification of malicious in network is like detection of virus in human body. Malicious nodes can destroy 

complete network, if it is in network. So it should be removed from network. This paper presents a routing 

protocol which is able to detect and remove malicious node. This technique can identify the node without 

affecting the communication. Whenever network finds any malicious node, it changes routing strategy and 

remove the infected nodes. As it can be observed the result of communication with new technique is better than 

AODV and DSR. So that, in the case of attack on the network proposed technique can be used. 
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ABSTRACT 

The objective of noise control is not to reduce noise for its own sake, but for the sake of the receiver, usually 

human ear. Acoustics is a new, fast growing but a challenging field in modern technology. In India, people are 

quite unaware of this field. Even the acousticians are using crude method to reduce the noise.  The main 

objectives of this work are to Study the various materials available in market. Categorization of materials based 

on Noise Reduction Co-efficient, Sound Transmission Class and the Weighted Reduction Index. Develop a 

program, which will be helpful for the acousticians. The preliminary aim of this work is to “Design and develop 

various configurations and to combine the available acoustical materials and to suggest the best suited 

configuration for the system with the help of a program which can be used by an acoustical consultant”. 

Program has been developed using Visual Studio and Microsoft Access as front and back end tools respectively. 

The calculation of area and the estimation of cost for the acoustical materials are made simpler by using this 

program. One can get a clear idea of noise reduction that can be achieved using the chosen material in this 

program. 

 

Keywords: Noise, Noise Absorbing Materials, Noise Reduction Co-efficient, Sound Transmission 

Class, Weighted Reduction Index 

 

I. INTRODUCTION 

 

Simple definition of sound means a disturbance of energy that comes through matter as a wave, which human 

beings perceive, by the sense of hearing. Sound pressure is the effect and sound power (energy) is the cause. 

Sound has two faces one being the one used for recognition of any action or a collection of produced octaves 

used in entertainment. Sound of a horn, tweaks of doors, etc are a source of recognition where as the sweet 

music as a part of entertainment or recreation are sound produced referred to as symphonic sounds. However, 

the other face of sound is the one, which is not a desired sound, which is produced, propagated in a medium, but 

this unwanted sound needs attention to either attenuate, control, or eliminate so that the harmful effect of the 

same is minimized. This unwanted sound is referred as Noise.   

Practically sound and noise are same except that noise is an unwanted sound. When any such source(s) produce 

a quantity whose magnitude is not good for the system where biological systems including human beings live, 

then the real effect caused by the same is termed as Pollution. Pollution is one of the major problems of the 

globe and there are pollutions of various forms. Each type of pollution is produced from various processes and 

interestingly their effect on our systems is of different kind. 
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Exposure to continuous noise of 85–90 dBA, particularly over a lifetime in industrial settings, can lead to a 

progressive loss of hearing, with an increase in the threshold of hearing sensitivity
 
[1]. There is good evidence, 

largely from laboratory studies, that noise exposure impairs performance
 
[2]. Many occupational studies have 

suggested that individuals chronically exposed to continuous noise at levels of at least 85 dB have higher blood 

pressure than those not exposed to noise
 
[3]. Therefore, the effects of noise should be controlled. The absorbing 

materials are a passive medium use extensively in the industry to reduce noise [4]. 

Table 1: Permitted Noise Levels 

Ambient Noise Levels dB Zone Day-time Night-time 

Silent Zone 50 40 

Residential Zone 55 45 

Commercial Zone 65 55 

Industrial Zone 70 70 

 

1.1 Principles Behind Methods of Noise Control 

There are four basic principles of noise control: 

 Sound insulation: Prevent the transmission of noise by the introduction of a mass barrier. Common 

materials have high-density properties such as brick, concrete, metal etc. 

 Sound absorption: A porous material, which acts as a „noise sponge‟ by converting the sound energy into 

heat within the material. Common sound absorption materials include open cell foams and fiberglass 

 Vibration damping: applicable for large vibrating surfaces. The damping mechanism works by extracting 

the vibration energy from the thin sheet and dissipating it as heat. A common material is sound deadened 

steel. 

 Vibration isolation: prevents transmission of vibration energy from a source to a receiver by introducing a 

flexible element or a physical break. Common vibration isolators are springs, rubber mounts, cork etc. 

 

1.2 Noise Reduction Coefficient 

The noise reduction coefficient (commonly abbreviated NRC) is a scalar representation of the amount 

of sound energy absorbed upon striking a particular surface.  

 An NRC of 0 indicates perfect reflection.  

 An NRC of 1 indicates perfect absorption. 

NRC generally applies to a single material such as on the surface of a wall, which determines the reverb, or 

liveliness of a room. NRC is an arithmetic value average of sound absorption coefficients at frequencies of 250, 

500, 1000 and 2000 Hz indicating a material‟s ability to absorb sound. NRC generally applies to a single 

material such as on the surface of a wall, which determines the reverb, or liveliness of a room 

 

1.3 Sound Transmission Class 

The sound transmission class (commonly abbreviated STC) is an integer rating of how well a building partition 

attenuates airborne sound. In the USA, it is widely used to rate interior partitions, ceilings/floors, doors, 

windows and exterior wall configurations. Building materials, especially interior finishes, through standard 

testing earn ratings of STC and NRC based on their sound characteristics. 

http://en.wikipedia.org/wiki/Sound_insulation
http://en.wikipedia.org/wiki/Sound_absorption
http://en.wikipedia.org/wiki/Vibration_damping
http://en.wikipedia.org/wiki/Vibration_isolation
http://en.wikipedia.org/wiki/Sound
http://en.wikipedia.org/wiki/Energy
http://en.wikipedia.org/wiki/Absorption_(acoustics)
http://en.wikipedia.org/wiki/Sound_Transmission_Class
http://en.wikipedia.org/wiki/Integer
http://en.wikipedia.org/wiki/Building
http://en.wikipedia.org/wiki/Wall
http://en.wikipedia.org/wiki/Sound
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1.4 Weighted Reduction Index 

The ability of a material to absorb sound is assessed in the laboratory by taking measurements over a recognized 

range of frequencies. The average of these measurements is expressed as Rm or 

the Mean Sound Reduction Index. When adjusted for the ear's response to loudness it is termed Rw or Weighted 

Reduction Index and is expressed in dB or decibels. Decibel is a unit of measurement of the loudness or strength 

of a signal. 

 

II. METHODOLOGY 

 

The method adopted to carry out this work is to initially, identify the sound absorbing materials and their 

characteristics and classification, followed by designing suitable configuration for noise control with the 

objective of keeping the cost of execution of the proposed work. In the process of execution of work, efforts 

were also made to develop a computer-based program to help ion the process of calculation and execution of 

work. Few of the steps followed to execute the work have been provided below: 

1. Generation of  information pertaining to NOISE AND NOISE CONTROL 

2. Comprehensive listing of materials for noise control 

3. Grouping the materials based on Sound Transmission Class(STC), Noise Reduction Co-efficient(NRC) and 

Weighted Reduction Index(Rw) 

4. Developing a program for the various combinations obtained 

 

III. DEVELOPMENT OF A PROGRAM 

 

The programming is done using Visual Basics as a frontend tool and Microsoft Access as a backend tool. The 

data stored in backend tool comprises of materials, which can be used in the following configurations: 

1. Curtains 

2. Doors 

3. Windows  

4. Walls/ Ceilings/ Room 

 

3.1 Classification of Materials 

The materials are classified based on the Sound Transmission Loss (STC), Noise Reduction Co-efficient (NRC) 

and Weighted Rate Index (Rw) as per the availability and requirement of the material.    
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Figure 1: Categorization of the Program 

 

3.2   Data Storage 

The database is stored in Microsoft Office Access. The samples of database are as shown in the following 

figures. 

  

Figure 2: Snapshot of the  Database of Materials which can 

be used for Doors 

 

Figure 3: Snapshot of the  Database of Materials 

which can be used for Walls 
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Figure 4:Snapshot of the Database of Materials which can be used for Curtains 

 

3.3 Design of forms using Visual Studio 

Visual Studio version 8.0 is used as a frontend tool, which means all the inputs, and outputs are retrieved using 

it. The customer can select the category, which is required by them by seeing the options available to them. The 

snapshots of the program are as shown below. 

3.3.1   Main window 

In this, the customer can choose the category of their choice like the materials, which can be used for curtain, 

door, and wall/ceiling or window configurations. 

 

Figure 5: Snapshot of the Main Window of the Program 

 

 

 

 

 

 

 

3.3.2 About Us 
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Figure 6: Snapshot of the General Information about the Project 

3.3.3 Curtains 

Click curtains in the main window and the following screen will be displayed (Figure 7). 

 

Figure 7: Snapshot of Curtain Design  

 

 

Figure 8: Snapshot of the Selection of type of 

Noise Reduction in the Program 

 

Figure 9: Snapshot of Calculation of Area in the 

Program  

 

 

Figure 10: Snapshot of Calculation of cost and the 

Display of the Materials List 

Select the type of noise reduction to be achieved: Sound Transmission Class / Noise Reduction Co-efficient. If 

you choose Sound Transmission Class, a screen will be displayed as shown in Figure 8. Enter the range as per 

the requirement. As soon as the range is entered, next screen (Figure 9) appears, wherein one has to enter the 

area in terms of height and width of the configuration. For the convenience of the user a provision to enter the 
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area in terms of meters, inches and feet are provided. Whichever choice maybe, but the area is converted into 

square feet for the calculation of the cost of the material. 

The table with materials and the cost of the materials for the entered area will be displayed as shown in Figure 

10. One can choose the material available to them with the cost of the configuration. 

3.3.4 Doors 

Click Doors from main menu. The following screens will appear as shown in figure 11 and figure 12. The 

categorization of the doors is based on STC and Rw. 

 

  

Figure 11: Snapshot of Door Design Figure 12: Snapshot of Cost Calculation for the Door 

Materials respectively 

4 Walls/ Ceilings: 

Click Walls/Ceilings from main menu. The following screen appears. The categorization of the doors is based 

on STC, NRC and Rw. 

 

Figure 13: Snapshot of Walls / Ceiling Design 

3.3.5 Windows: 

Click Windows from main menu. The following screens appear. The categorization of the windows is based on 

STC alone 
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Figure 14: Snapshot of Window Design 

 

Figure 15: Snapshot of Display of Cost 

Estimate for Windows  

IV. CALCULATION 

 

The program contains only two simple calculations. The first is to convert the entered height and width into 

square meters. Customers are given an option to enter height and width in either inches or meters or feet. 

Irrespective of the entered value, area is converted into square feet in order to estimate the cost. The second 

calculation is nothing but the estimation of the cost to the area calculated. Both calculations include simple 

multiplication operation.  

 

V. CONCLUSION 

 

Present work has been executed with the objective of using as many sound absorbing materials as possible to 

arrive at the options of developing a comprehensive solution for noise problems. However, there are many more 

applications, which can also be considered for implementation. These are some of the opportunities for 

improving the work, which is already completed. They are listed below. 

1. Computer Program can be appended with some more enhancements including description, 

configurations, design, products, cost, applications, etc. 

2. Program can also be customized so that the materials to be used can be viewed by the customer. 

3. Program can also be linked to other application software to get 2D models and 3D models including the 

drafting and assembly. 

4. A knowledge base can be developed based on the experience of the professionals and few of the 

artificial intelligence models can be tried out for better implementation. 

5. Annexure can be prepared with cost details and the configurations 

6. More materials has to be studied and systematic categorization has to done using program 

7. A separate program may also be generated to evaluate selection of materials and subsequent cost of 

designs with the intentions of using most appropriate materials for better acoustic properties and better 

Noise control 
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