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ABSTRACT 

Cloud migration is the process in which the data, software, applications and all other IT resources as a whole are 

transferred  into another cloud or a physical server. This paper is to discuss about a secure migration process for 

P2V migration (Physical to Virtual) model.  It also emphasizes on cloud computing, the deployment models, 

cloud migration, types of migrations and the study on security concerns in the cloud migration. This proposed 

model called the SCMM ( Secure Cloud Migration Model) minimizes the cost,  effort and security concerns in 

P2V migration model. The Model consists of 4 stages in which one of the stage concentrates on migration of the 

on-premise server data is moved in several phases and at the end of each phase we perform security measures to 

ensure data migration took place without being effected by any intrusion threats. 
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I.  INTRODUCTION 

Cloud computing is something very popular in the current industry and almost everywhere implemented because 

of its feasibility and flexibility. Cloud computing offers various services over the internet which makes the 

developer more comfortable in terms of scalability of various computer resources such as storage, network and 

many more that are offered virtually. There is no Specific Definition for cloud computing but in simple words 

we can define in simple words that any computing service offered over the internet which can be accessed from 

any device and any geographical location in the world provided a secure authentication. 

1. 1  Cloud computing in Brief: 

 As already discussed Cloud computing offers a variety of computing services such as software, network, 

storage,  platforms,  infrastructure and many more over the internet. They are in general referred to as Software 

as a service(SAAS), Platform as a Service(PAAS) and Infrastructures as a Service(IAAS) which are most 

commonly known Cloud Service models. Not only the above mentioned are considered as services over the 

cloud but also anything as a service provided over the internet can be considered as cloud service model. And it 

can be called as X as a Service(XAAS) where X can be replaced by any computing service such as network, 

storage, virtual machine, testing and so on. Cloud computing is something which is purely based on 

Virtualization which allows global access to all the users of different devices with different operating systems 

using different applications. In reality cloud computing is something that people are using since long time(i.e.) 

―the Internet‖ along with all associated protocols and standards that provides a set of web services to the users. 
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Cloud computing works more as a service provider for utilizing computer resources. Cloud computing is 

centralized model which is collection of server computers owned by single party and provides all almost all the 

services such as web hosting Database Support and many more. Cloud computing also works like utility 

computing that refers to pay exactly only for the services that have been utilized. And the cloud service provider 

has the complete control on the cloud computing services and infrastructure.   

 

1.2. Cloud Deployment Models: 

AA Cloud deployment model is defined as the precise cloud environment which differs in its mode of access, 

size and ownership. According to NIST (National Institution of Standards and Technology) Cloud can be 

deployed in 4 models. They are  

1. Private Cloud: which is solely organized within a single organization and can be treated as single tenant 

cloud. 

2. Public Cloud: Where the common cloud services are accessed by the people from different organizations and 

the services are provided by single CSP(Cloud Service Provider). 

3. Community Cloud: here the Cloud resources are shared by two or more organizations with joint interest when 

working on similar applications all together. 

4. Hybrid Cloud: It can be elaborated as combination of any of the above three models or in other words hybrid 

cloud is something like a private cloud is buying resources provided by a public CSP. 

In common all the Deployment models have some characteristics such as virtualization, low cost software, 

advanced security, service orientation, geographical distribution, homogeneity and massive scale. There are 

other essential characteristics of cloud computing which is applicable to any deployment model such as On-

Demand-Self Service, resource pooling, Rapid elasticity, measured service and broad network access. All the 

deployment models can implement any of the service models mentioned in cloud computing environment. 

The given figure gives a clear picture of the cloud deployment models in detail. 

 

Figure1.Cloud Deployment Models 
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1.3. Cloud Migration 

Cloud migration is the process of deploying partially or completely an organization's digital assets, services, IT 

resources or applications to the cloud. The migrated assets are accessible behind the cloud's firewall. Cloud 

migration is also explained as migration of organizational infrastructure, where computing resources, physical 

storage, soft ware and platform services are transferred to the cloud for access. It is often involves merging an 

on-site IT infrastructure with a hybrid cloud solution, which may be accessed over the Internet for a fee. Cloud 

service migration is defined as the process of transition of complete organization’s data and perhaps other 

business elements to a cloud service provider; or from one CSP to another. Cloud migration is critical for 

achieving real-time and updated performance and efficiency. Thus, cloud migration requires careful analysis, 

planning and execution to ensure the cloud solution's compatibility with organizational requirements. The cloud 

migration architecture is given below. 

 

Figure2. P2V Migration 

II. BRIEF STUDY OF MIGRATION MODELS 

Majorly the types of migration are classified into   

 1. Physical to Virtual 

 2. Virtual to Virtual 

 3. Virtual to Physical 

2.1. Physical to virtual (P2V) is a term that refers to the migration of an operating system (OS), application 

programs and data from a computer's main hard disk to a virtual machine or a disk partition in a cloud.P2V can 

be done manually by creating or defining a virtual environment and then reinstalling the OS, applications and 
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data on it. This can be a tedious and uncertain process, especially if the new environment contains substantially 

different hardware than the old. To streamline the operation, part or all of the migration can be carried out 

automatically by means of specialized programs known as migration tools. Some legacy hardware simply cannot 

be emulated in a virtual infrastructure. Performing a P2V migration with a DOS-based accounting package 

running on 16-bit hardware, for instance, isn’t an option because none of the major virtualization platforms 

support 16-bit guest OS’s. 

P2V is commonly used to accomplish server virtualization. P2V is also popular as a way for Macintosh users to 

run Windows applications. 

Advantages of P2V migration are as follows 

a. Aging Hardware: As long as the machine doesn’t have any specific hardware (i.e. parallel port license 

dongle), this machine should be converted to a virtual machine. You immediately gain all the benefits of being a 

virtual machine and you no longer have to worry about losing productivity due to downtime even though the 

critical part of your infrastructure which is purchased and the piece of hardware is looking old. 

b. Future expansion: If you have a Windows file server, you could add a new virtual disk, and either migrate 

data over to it, or just create a new share and have users store their data there. No downtime required! For a 

Linux-based file server, you add the virtual disk, add it to your LVM group, and extend the volume group and 

boom, more space instantly. Again, no downtime required and no users complaining about the lack of free space 

in their home directory. 

c. Test Environment: It is highly recommended to have a test environment to develop and test out infrastructure 

changes or applications. If this is a physical environment, you’re going to be dealing with some challenges and 

lost time if you make a mistake. In a virtual test environment, you can easily snapshot a working environment, 

make your changes, and if it fails, roll back to those working snapshots and try again. UNLIMITED times! You 

save time, and as such, can implement changes with full confidence that it’s going to work the first time. 

d. Performance: In a P2V (Physical to Virtual) conversion the machine that was converting actually performed 

better as a virtual machine than it’s physical counterpart. This was because the VMWare ESX server was faster 

and had far more resources than the physical machine. If you have an older server and a brand new VMWare 

ESX server, you should seriously consider virtualising that physical machine. 

e. Ease of management: It is better choice having a centralized location to manage all of machines, rather than 

having to walk into the server room to get on the console of each of them, or login to an ILO/DRAC to get on 

the console.as an example With vSphere, it is possible to get on the console to all the virtual machines and 

quickly diagnose any issues. Also, some software applications require installation of them from the console, so 

it’s a lot easier to manage that from vSphere. 

2.2. Virtual to Virtual Migration (V2V): 

Virtual to virtual (V2V) is a term that refers to the migration of an operating system (OS), application programs 

and data from a virtual machine or disk partition to another virtual machine or disk partition. The target can be a 
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single system or multiple systems. To streamline the operation, part or all of the migration can be carried out 

automatically by means of specialized programs known as migration tools. 

V2V can be used to copy or restore files, programs or OS components to a virtual machine from a different 

virtual machine. V2V migration tools can also be employed, in conjunction with physical to virtual (P2V) and 

virtual to physical (V2P) migration, to copy the OS and applications from a computer's hard disk to a virtual 

machine and from there to an unlimited number of other virtual machines or computers. Concerns have arisen 

about this because abuse could lead to piracy. 

Although migrating workloads from physical to virtual is quite common, the move from virtual to virtual is a bit 

more complicated. There are generally only three situations that require V2V migration: 

 the current virtualization platform is upgraded or patched to a different version 

 the organization is supporting multiple hypervisors—perhaps VMware in production or Hyper-V in QA 

 the organization is switching hypervisors because of technological or budgetary reasons 

Regardless of the reason, VM images must be converted between the incompatible virtual disk formats. Vendors 

that support the Open Virtual Machine Format generally do so only for virtual appliances, so typical hypervisors 

expect to handle proprietary formats such as VHD for Microsoft, VMDK for VMware, or qcow and qcow2 for 

QEMU, KVM and Xen. 

Any V2V migration should start with an evaluation of the computing resource requirements of each original VM 

to ensure that those resources are available on the destination server. If not, the converted VM may need to be 

deployed on a different server, or other workloads may be redistributed to free the necessary resources. 

2.3. Virtual to Physical (V2P): 

Virtual to physical (V2P) is a term that refers to the migration of an operating system (OS), application 

programs and data from a virtual machine or disk partition to a computer's main hard disk. The target can be a 

single computer or multiple computers.V2P can be done manually by defining the target physical environment 

such as a specific hard disk and then installing the OS, applications and data on it from the virtual environment. 

This can be a tedious and uncertain process, especially if the new environment contains substantially different 

hardware than the old. To streamline the operation, part or all of the migration can be carried out automatically 

by means of specialized programs known as migration tools. 

V2P can be used to restore the hard disk contents of a failed computer or network server from a backup storage 

medium such as a tape drive. V2P can also be used, in conjunction with physical to virtual (P2V) migration, to 

copy the OS, applications and data from one computer to a virtual machine and from there to other computers. 

Concerns have arisen about this aspect of V2P because it could facilitate OS or software piracy. 

 

III. SECURITY ISSUES IN CLOUD MIGRATION 

Security is an obvious threshold question; if the cloud is not secure, enterprises won’t consider migrating their 

sensitive data to it, and the conversation is over. As Salesforce.com has proven, external SaaS providers can 
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provide a level of security that will satisfy most customers. Migrating sales leads and prospect data is, however, 

quite different from outsourcing key competitive information, such as R&D specifications or corporate strategy 

documents. As Craig Balding (author of the Cloud Security blog) noted in his speech to the security conference 

BruCON, many cloud infrastructures are composed of patchworks of open source code that may bring their own 

underlying vulnerabilities. He also states that since public clouds are multi-tenant, your application could be 

affected by the vulnerabilities or defects of your neighbors‟ code. You must ensure that you understand the 

underlying infrastructure of the cloud to which you migrate your clients; you must also advise clients to include 

security in their cloud SLAs and terms of service. If data center security is not your area of expertise, I‟d advise 

engaging a security expert before migrating your client to the cloud, as service interruptions or vulnerabilities 

make for embarrassing and tense customer interactions. As Balding says, many cloud vendors are performing 

―on boarding audits‖ to reassure prospective customers that their level of security is sufficient. [1] 

1. Authorized user access 

There is a potential security threat of exposing organizational data over external platforms due restrictions 

of inner resources. 

2. Conformance to rules 

Processing data in offsite premises gives a great accountability measure. Specially while dealing with third 

party companies. 

3. Storage 

The user or company using cloud is not aware of the whereabouts of data which requires the commitment to 

comply with privacy statement by the cloud service provider. 

4. Data Separation 

Clouds have the customers data in a shared space where segments are not stored in sequential manner, for 

that a reliable and well-tested encryption schemas are needed. 

5. Recovery 

Service providers are supposed to make it clear how they would handle the disasters and failures if 

occurred.  

6. Investigation 

Breach or Intrusion attacks are hard to be tracked and spotted over the cloud due to the dispersion of the 

data and resources. While in some cases it would be impossible due to high level of complexity. 

7. Long-Term Validity and Compliance 

If a case of bankruptcy or acquisition occurs there should be a guarantee of data availability. An 

organization needs to be sure that it will not lose a huge amount of important data in a long-run. 

IV. SCMM (SECURED CLOUD MIGRATION METHOD) 

 

Cloud- migration is the process of migrating the data, applications (or) other business elements from 

organization’s onsite computing server to cloud server. This may also involves moving data, applications (or) 

other Business elements from one cloud environment to another cloud which is known as ―cloud-to-cloud 

migration‖. The migration could possibly be a physical-to-virtual (P2V) migration if the existing application is 
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running on a Physical infrastructure and the target Cloud environment is virtual infrastructure. Before moving 

our applications to other cloud, we need to first identify and understand the technical factors as well as business 

factors for the migration. 

The proposal is to introduce a mechanism or process that is to be carried out to provide the security and privacy 

of the data, applications and other business elements stored in the cloud environment which can be termed as 

SCMM (Secure Cloud-Migration Model). SCMM also should ensure the cloud-migration process with less 

migration cost and effort. A well thought plan on migration and implementation only, will help in avoiding the 

inconveniences that arise due to unpreparedness. Also the issues regarding integration should be addressed 

quickly by adopting a well-defined architecture and comprehensive strategy 

Addressing the security issues and ensuring the privacy of the data that is to be migrated from one cloud to 

another cloud environment is the major problem in the cloud-migration process. Also it is highly important that 

the complete cloud data has been migrated from the source cloud to destination cloud environment. As in STLC 

(Software Testing Life Cycle), the proposed SCMM will also consist of 4 phases. 

 

Figure3. The proposed Secure Cloud migration model 

1. Requirements: The Data, Applications, software and all other IT resources that are being moved from 

the physical infrastructure to virtual environment. But before doing that we have to ensure that what are 

the requirements to be satisfied by the target virtual environment for movement of the complete data 

from the customer's on-premise server. We need not to bother about compatibility issues as we are 

moving to virtual environment. But considerations for the cost, available storage capacity in the cloud 

environment are the major requirements we have to consider. 

2. Analyze & Plan: The analysis part mainly concentrates about whether we really need to move from our 

on-premise data server to cloud. How is it beneficial to the organization? Whether the maintenance cost 

of the cloud is lesser than the maintenance of the present physical data center or not?,  and mainly 

whether the private data we are storing on the cloud is secure enough or not? Whether we can access it 

from anywhere without interruption or not? are the major consideration we need to consider. According 
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to the analysis we have to plan the migration process. The people who are going to involve in the 

migration are one of the most crucial factor during the migration. According the plan we have to 

estimate the cost of the migration process as well time required for the migration. Beyond all these, 

implementation of the migration should be carefully planned. 

3. Migration Phases: In the migration phase, we are not going to migrate all the data and applications 

present in the on-premise server at once but we divide the data into multiple parts based on type of the 

data. Most important and prioritized applications are migrated at phase1 and tested before going to on-

live. In the second migration phase we try to move all the software and other IT resources which are to 

be integrated with the data moved in First phase. We try to migrate all parts of the data one after the 

other in n-Phases of migration.   Once all the data is integrated we move on the last phase of SCMM 

4. Test & Go-Live: After Moving all the data from our physical data servers, our task is to test whether all 

the data is completely migrated to the virtual environment or not?. Once we make sure that all the 

phases of data migration is properly executed then we have to test it by executing various test methods 

and make sure complete migration is successful. Then we start accessing all the applications, software 

and other IT resources from virtual environment so called Cloud. 

VI. CONCLUSION 

The secure cloud migration model is very simple and secure mechanism where we follow n-phases of migration. 

While moving the data and application in large amount it is required to pay more attention towards security 

threats as well loss of data during the migration. But here it is possible assure no loss of data as the data is being 

moved in small volumes. And the effort required to migrate the small volumes of data is much more lesser 

compared to bulk data migration. It is also cost effective and ensures security as at each phase we implement 

security verifications to assure that migration process is not affected by any threats. 
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