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The Internet is on the way of becoming the universal communication network, and then needs to provide various 

services with guaranteed quality for all kinds of applications In the fast growing internet commercial transaction 

base, attacks on Internet infrastructure, anomaly intrusion traffic attacks combined with traditional network 

intruders, have become one of the most serious threats to the network security. The proposed system of the 

traffic anomaly detection method is carried out on the principle traces of non-intrusive packet header data 

(statistical wavelet transform) obtained from the internet server traffic basement. Traffic is monitored at regular 

intervals to obtain a signal that can be analyzed through statistical techniques and compared to historical norms 

to detect anomalies. There are many network security threats are available over the web. The most common 

threats are viruses, worms and Trojan horses, spyware, denial of service attack, hacker attacks, and identity 

theft. It may be accomplished through hardware and software. That software will updated and managed to 

protect from the threats. The security can be manages in different kind of situations like home or small office 

may require the basic security, in large business it requires the high maintenance. In this paper, proposed the 

hybrid markov model to discover the occurrence. The occurrence discovering is takes place based on the 

network traffic features. It will detect both the known and unknown LDoS attack in the considered network 

traffic features. This process is experimentally evaluated in the kddcup 99 dataset. It is called network dataset. 

And the output will be the attacked network records. 
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I. INTRODUCTION 

 

The Internet is on the way of becoming the universal communication network for all kinds of information, from 

the simple transfer of binary computer data to the transmission of voice, video, or interactive information in real 

time. The Internet is evolving from a single best effort service to a multi-services network. As a consequence, 

the Internet is very sensitive to attacks and especially DoS and distributed DoS attacks. Indeed, if the network is 

the target of the attack (as with DNS attacks for instance) or if it is not the target (as with a”TCP flooding” 

attacks whose target is one of the network users), large changes in traffic characteristics – which the system call 

disruptions – due to these attacks can provoke some changes in the QoS perceived by all users of the network, 

and then break the service level agreement (SLA) at the Internet service provider (ISP) fault. DoS attacks can 

then provoke financial losses for ISPs. Fighting DoS is very hard. Even knowing what constitutes DoS is a 

difficult problem. Current intrusion detection systems (IDS), and especially the ones based on anomaly 
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detection are not very efficient at detecting DoS. Indeed, it is hard to distinguish DoS from traffic that presents 

marked legitimate variations. These projects have shown that Internet traffic exhibits characteristics such as self-

similarity, (multi-)fractality, and long-range dependence (LRD), which is to say in all cases that traffic can vary 

significantly. In addition, given the highly variable nature of Internet traffic, anomaly based IDS are raising 

alarms for many disruptions that are not attacks. The high rate of false positives is one of the major 

shortcomings of current IDS and the current evolution of Internet traffic with larger and larger variations among 

time continues to limit the efficiency of anomaly based IDS. Many approaches have been studied to detect, 

prevent and mitigate malicious network traffic. For example, rule-based approaches, such as IDS (intrusion 

detection system), try to apply previously established rules against incoming traffic to detect and identify 

potential Intrusion attacks close to the victim’s network. 

 

II. PROBLEM IDENTIFICATION 

 

The system proposed a smart attack called Low Rate DoS attack against Application Servers (LoRDAS), which 

dispatches attack requests to the victim server at carefully selected in stances to occupy the server’s queue and 

consequently prevent it from serving legitimate requests. The major difference between our work and there is 

that the attack examined in our paper exploits the feedback control mechanism in the victims system. However, 

LoRDAS attack takes advantage of the victim’s queue. Moreover, a LoRDAS attack needs to predict the time 

instants when the queue of the victim server has free position so that it can make the attack requests reach the 

server around these time instants, whereas an LRDoS attack can send attack pulses with fixed or randomized 

interval to the victim system.  

As LRDoS attacks have ON/OFF traffic patterns, they can evade detection schemes targeting flooding-based 

DoS attacks and therefore have motivated the design of new detection approaches. However, these approaches 

cannot be directly used to detect LRDoS attacks against Inter-net services for two reasons. First, as all of these 

approaches aim at LRDoS attacks targeting TCP or other systems (e.g., wireless networks, P2P networks, etc.), 

they rely on features specific to TCP and those systems. We carry out the first thorough analysis of the impact of 

LRDoS attacks on a feedback-control based IBM Notes server. By modeling the system under attack as a 

switched system, we identify various attack scenarios and quantify the impact of all attack scenarios. We also 

establish the conditions for the LRDoS attack to stabilize the IBM Notes server, and determine the bounds of the 

server’s state and their relationship with the LRDoS attacks. We conduct extensive experiments through 

simulation and a testbed to evaluate the impact of LRDoS attacks. The results show that the LRDoS attack can 

cause severe damages regardless of whether the interval between consecutive attack pulses is fixed or 

randomized. We also demonstrate the tradeoff between the impact of the LRDoS attack and its cost, which 

indicates the existence of an optimal LRDoS attack.  

 

III. LITERATURE REVIEW 

 

C.Yu, H.Kai, and K. Wei-Shinn,Collaborative Detection of LDoS Attacks over Multiple Network Domains 

(2007).In this paper, they proposed that it was crucial to detect the LDOS flooding before widespread damages 

done to legitimate application on the victims system. They developed a distributed change point (DCP) 

detection architecture system based on change aggregation trees (CAT) mechanism. The detection of LDoS 
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attacks minimize the flooding damages to the victim systems serviced by the provider. Advantage of 

collaborative detection is its enlarged area of protection coverage. Majority of ISPs do not share their 

Autonomous system (AS) domains with competitors so those AS are not detected the attacks. 

G.Thatte, U.Mitra, J.Heidemann.Parametric Methods for Anomaly Detection in Aggregate Traffic (2011). In 

this paper, they have developed the bivariate parametric detection mechanism (bPDM), which can detect 

anomalies and low rate attacks in a few seconds. This approach allows the real time estimation of model 

parameter and only requires 2-3 seconds of background traffic for training. Incorporating the packet rate and 

packet size features enables us to detect anomalies in encrypted traffic and avoid state intensive flow tracking. 

They did not use the flow separated traffic .So that the source and destination IP addresses of the each packet at 

the router, port number are not available. They use only one link in the LOS line. 

W.Wang, X.Zhang, S.Gombault, and S.J.Knapskofg. (2009) have proposed Attribute Normalization in Network 

Intrusion Detection with different scheme of attribute normalization on the detection performance with three 

anomaly detection algorithm. PCA (Principal component analysis), k-NN (K-Nearest Neighbor) and SVM 

(support vector machine).the schemes of attribute normalization, statistical normalization, frequency 

normalization and ordinal value normalization. The schemes of attribute normalization to preprocess the data for 

the anomaly intrusion detection. The original data and employed normalized data are compared to form the 

detection results. They doesn’t normalized the streaming data. 

Jiankun Hu and Xinghuo Yu, D. Qiu, Hsiao-Hwa Chen(2009)have proposed A Simple and Efficient Hidden 

Markov Model Scheme for Host-BasedAnomaly Intrusion Detection Extensive research activities have been 

observed on network-based intrusion detection systems (IDSs). However, there are always some attacks that 

penetrate trafficprofiling-based network IDSs. These attacks often cause very serious damages such as 

modifying host critical files. A host-based anomaly IDS is an effective complement to the network IDS in 

addressing this issue. This article proposes a simple data preprocessing approach to speed up a Hidden Markov 

Model (HMM) trainingfor system-call-based anomaly intrusion detection. Experiments based on a 

publicdatabase demonstrate that this data preprocessing approach can reduce trainingtime by up to 50 percent 

with unnoticeable intrusion detection performance degradation, compared to a conventional batch HMM 

training scheme. More than 58 percent data reduction has been observed compared to our prior incremental 

HMM training scheme. Although this maximum gain incurs more degradation of false alarm rate performance, 

the resulting performance is still reasonable. 

 

IV. HIDDEN MARKOV MODEL 

 

System uses the HMM which is based on the Markov Chain Model. In the word itself we can understand the 

proposed approach is the combination of the hidden markov and the semi markov.Hidden Markov is mainly 

used to attain the hidden states of the network records.Semi-markov is used to attain the reduce the time 

complexity of the process. In this method after the network is formed, the state of the nodes is calculated. For 

each transition the comparison is processed for the changing of state of the node and the time.From the observed 

values, the available channel is assigned for the transmission. This process will minimize the traffic in the 

network features. 
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V. MARKOV MODEL IMPLEMENTATION 

 

The Markov Model is implemented for the channel assessment that not includes the additional signaling 

overhead. It performs the Markov chain process that it checks the nodes with two states i.e. Good or Bad. For 

each node the condition for the state and the current time is accessed and checked for the transmission.Then 

move to the next node with routing and follow the same procedure. With the results of the Markov process, the 

traffic have to be minimized. From the observed values the channel model is updated and provides the efficient 

channel for the transmission. The position of all nodes are measured and the communication is processed. The 

traffic rate is minimized and the channel accessing is efficient. The performance results of the proposed work is 

compared with the existing system. The proposed results in the improvement of packet success rate and the 

energy consumption. This results in the increase of network lifetime and throughput. 

 

VI. METHODOLOGY DESCRIPTION 

 

Hidden Markov Model (HMM) based channel model is maintained without any additional signaling overhead. 

We can form an underlying Markov chain corresponding to this wide sense Markov process. The Markov chain 

has two states S (good) and F (bad). The chain makes a transition between these states depending on A taking on 

an S or an F.The channel model is an HMM since x and y are unknown initially andwe estimate them based on 

the observed values of A based on this we calculate the channel parameters. 

Algorithm: 

set node state and variables 

Assume current state as initial state and current time as zero 

For N transition 

     calculate the rate of transition 

     determine the next state of transition 

     set the next state as current state 

     set the current time 

     repeat for the next round 



 

748 | P a g e  

end 

Decision Tree Algorithm:  It is a method commonly used in data mining. The goal is to create a model that 

predicts the value of a target variable based on several input variables. 

Fuzzy Rough Sets: Fuzzy sets as well as the more recently introduced rough sets have greatly affected the way 

they currently represent and compute with imperfect information. Furthermore, rough sets are unable to describe 

the uncertainty of fuzziness. To solve these issues, fuzzy rough sets are introduce as an extension of the rough 

sets. 

 

VII. SIMULATION RESULTS AND PERFORMANCE ANALYSIS: 

 

 

The switch between the systems and the storage system has to drop data. This happens because, while it has a 

single connection to the storage device, it has more traffic to send to the storage system than a single link can 

carry. In this case, the switch drops network packets because the amount of data it can transmit is limited by the 

speed of the link between it and the storage system. Recovering from dropped network packets results in large 

performance degradation. In addition to time spent determining that data was dropped, the retransmission uses 

network bandwidth that could otherwise be used for current transactions. 

 

Detection rate, which is the ratio of the number of detected malicious nodes and the number of total malicious 

nodes, indicates the effectiveness of our scheme. 
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Packet delivery ratio (PDR): The ratio between the number of packets received by the destination and the 

number of packets sent by the source. 

 

Average Overhead: The total number of control packets transmitted during the simulation time. For packets 

sent over multiple hops, each transmission over one hop is counted as one transmission. 

 

Propagation Delay = Distance/Propagation speed. 

Transmission Delay = Message size/bandwidth bps 

Latency = Propagation delay + Transmission delay + Queueing time + Processing time 
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The false positive rate is . 

Where FP is number of false positives, and TN is number of true negatives. 

 

VIII. CONCLUSION 

 

The impact of LDoS attack on a general feedback control system is overcome by the proposed Markov process. 

The Markov implementation gives the efficient channel assessment including the avoidance of traffic properties. 

This improves the performance of the network with the parameters such as throughput, energy consumption and 

network lifetime. 
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