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ABSTRACT  

NFC, RFID, like, such as contactless transactions, micropayments, identity management and mobile health ID, 

etc., NFC standard is not in itself provide built-in security features of the application domain is a contactless 

identification technology that has gained widespread adoption. This means that each of the developers of the 

need to implement security features in its own NFC applications. This developer is safe from NFC-based 

security vulnerability results because users choose to implement. Clearly, this is a major obstacle to widespread 

adoption and application environment NFC deployment. In this paper, we propose a light weight security 

middleware concept that can be implemented to protect the security of different applications require large 

array. In turn, the application can then apply security features related to their situation. Furthermore, we apply 

security protection to deal with malicious content NFC tag application. Our assessment is both lightweight and 

security middleware is working to reduce the latency. 

 

Keywords: ADT system, Android phones, Near field communication (NFC), Security Middleware, 

Smart health card. 

 

I. INTRODUCTION 

 

Access to electronic health records and patient data system as an important tool, such as a hospital and a medical 

examination is filed work to maintain the history. Mobile device users secure and offer users new ways to access 

to health services, and data friendly atmosphere. We have developed anywhere in the supply of health facilities 

that have been added to the mobile device using any wireless technology using Near Field Communication 

(NFC), the original architecture of the M-health services. Early detection of disease prevention is to improve the 

health, quality of life using different technology approach. Patient records must be kept in the right document. 

A daily field communication, wireless communication model is closer to one of the safe interaction between 

electronic devices within a small range. It means coming to a simple, touching each other or the area can 

communicate with each other. NFC devices can be used in arbitrary applications. NFC-enabled mobile devices 

to specific payment, [7] [9], the retail system [6], [12] and tickets for public transport [14] is a huge potential in 

the deployment of the system. NFC also [11] advertisements, consumer electronics, gaming, health and 

wellness,[10] not filled opportunities and social networks [8] [13].Read our proposed framework and the 

implementation of data manipulation functionality, act as the intermediate layer in order to verify the defective 

NFC, Data interchange format (NDEF). The framework is integrated Identification of such native NFC Reader 

NFC functionality is available in all the malicious components Mobile device applications are not rooting. when 

the user Smart poster will swipe his phone, data transmission will be supplied middleware. At this stage, 
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according to the data will inspect the URL format and middleware NDEF Essentially applied three methods of 

white listing, Black list and find faith and credit of the malicious URL. 

II. EXISTING METHODOLOGIES  

 

Missing or incorrect data in the database with the name of the hospital if already exist or do not have the wrong 

person in the database. Is entered. This leads to incorrect information stored in the patient. Sometimes patients 

can sometimes get lost or missing data is in the form of paper. But this problem does not exist in the proposed 

system, all patient data is stored according to the NFC unique ID.  

Comparison between NFC and other existing technologies is as follows: 

Set up time of Bluetooth is -6 sec and whereas for NFC it is <0.1 m/s.  Range of Bluetooth is up to 30 m/s 

whereas for NFC it up to 10cms.Usability of Bluetooth is data centric medium whereas for NFC it is human 

centric, intuitive and easy. Therefore NFC is a better wireless technology for the proposed system.  

The comparison with other technologies is as shown in the table below: 

2.1 Comparison Table 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

III. LITERATURE REVIEW  

 

3.1 Table for Literature Survey 

Sr. 

no. 

Title Publication Techniques 

used 

Comments 

1 “Electronic health 

record application 

support service 

enablers” 

IEEE 2015 Web based 

application.  

-Very 

complex 

design. 

-not secure. 
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2. “Remote patient 

monitoring and 

electronic health 

record system 

based on web 

services” 

IEEE 2016 Use of HW 

sensor to 

generate 

records. 

-costly 

3. “Predictive 

analytics on 

Electronics 

Health Records 

(EHRs)” 

IEEE 2015 Use of parallel 

processing to 

analyse the 

data. 

-it doesn’t 

talk about 

how to 

store/ access 

the data. 

4. “Digital imaging 

and electronic 

health record 

systems: 

Implementation 

and regulatory 

challenges faced 

by health care 

providers.” 

IEEE 2015 It talks about 

collaboration 

and 

communication 

between 

providers and 

entities 

involved in 

patient care. 

-it does 

image 

processing 

to retrieve 

the data 

5. “Utilization of 

EPIC Electronic 

Health Record 

System for 

Clinical Trials 

Management at 

Duke University” 

 IEEE 2015 Hospital level 

EHR system 

-hospital 

level EHR 

system. 

 
IV. PROPOSED SYSTEM 

We can have access to the patient and the doctor want to develop secure EHR server through the NFC tag. 

 This is a client-server-client application 

- Client application to see the doctor and the medical record. 

- The central storage server information application 

- Client application to see the patient and his / her record 

The diagrammatic representation of the proposed system is given below: 
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4.1 Algorithms 

we use 3 algorithms in this system, namely: 

1. MD5 Hashing Algorithm 

2. Linear Congruential Generator 

3. Advanced  Encryption Standard 

These algorithms are described below: 

 

4.2 MD5 Hashing Algorithm 

Expressed 128-bit (16-byte) hash value production, especially in the form of a 32-digit hexadecimal number 

text. 

- We encrypt users on the server using the MD5 pin sending pin 

- MD5 is a one-way function; it is no encryption or encoding. It can not be reversed in addition to brute force 

attacks. 

- 512-bit input message block is broken up into chunks (sixteen 32-bit words) 

The message is padded so that its length is equal to 512 

 

4.3 Linear Congruential Generator Algorithm 

• To create a unique passcode random value. 

• Linear congruential generator (LCG) is a piecewise linear equation algorithm to calculate a break of a 

pseudo-randomized order production. 

•  It is relatively easy to understand the theory behind them, and they are fast and easy to implement and can 

provide computer hardware arithmetic denominator by truncation especially storage - bit. 

The generator is defined by recurrence relation: 

 

Where X is the sequence of pseudorandom values, and  
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Are integer constants that specify the generator. 

 

4.4 Advanced Encryption Standard (AES) 

AES, 128 bits block cipher with a block length: 

• 256-bit encryption keys, including 128-bit keys to process 192-bit keys, 10 rounds, 12 rounds, 14 rounds 

Before the start of the lap-based process can for encryption, the input field is XORed first four words of the 

state plan. The same thing happens during the decryption - except for a term of four key project areas in the 

state and now we XOR cipher text. 

 

• Encryption, each round consists of the following four steps Item: rows 1) Replacement flat, 2) shifting 3) 

Add to the mix the column and 4) body. In the last three stages of the final stage, the plan is four words 

XORing production. 

• cryptanalysis, each round consists of the following four steps factors: 1) the inverse shift lines, 2) engage 

the housing options, 3) and 4 of the body) Add to busy mixing column. The third step involves XORing 

plan with production from four words, the last two steps. 

 

V. MATHEMATICAL MODEL 

 

X = {P,D,S,C,f1,f2,S,F} 

P =Patient 

D = Doctor 

S = Server 

C = Client 

f1= readNfc() 

f2 = writeNfc() 

S = success 

f = Failure 

Let X be the probability of reading NFC data successfully and Y the 

condition that NFC reader is faulty 

Now According to 'Bayes Theorem' 
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P(X)(Y) = P(Y)(X) * P(X) 

                      -------------- 

                           P(Y) 

where A and B are events and P(B) ≠ 0. 

P(X) and P(Y) are the probabilities of observing X and Y without 

regard to each other. 

P(X | Y), a conditional probability, is the probability of observing 

event X given that Y is true. 

P(X | Y) is the probability of observing event Y given that X is true. 

 

V. CONCLUSION & FUTURE WORK 

 

Early detection of disease prevention is to improve the health, quality of life using different technology 

approach. Patient records must be kept in the right document. 

The paper, "Smart Health Card" idea is proposed, it will help change the way of communication between a 

doctor and patient. It also noted that to maintain a medical and so will help to prevent any loss of important data. 

Or "HCI" domain is a very good example. 

Future work, we can use this concept to maintain medical records and provide to future health problems 

predicting the insurance companies 
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