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ABSTRACT 

A low-level language is a programming language that provides little or no abstraction of programming 

concepts, and is very close to writing actual machine instructions. Low level languages are machine oriented 

and require extensive knowledge of computer hardware and its configuration. This type of language is the 

closest to the language of the machine. A low level language may be defined by the presence of hardware 

orientated features as well as the absence of high level constructs. This paper dealt with analysis of assembly 

language programming and the implementation using TASM and incorporating with security concepts.  
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I. INTRODUCTION 

 

Low-level languages are useful because written in them can be crafted to run very fast and with a very 

small memory footprint. However, they are considered more difficult to utilize because they require a deeper 

knowledge of machine language. 

There are few terms that need to be understood in order to get the concept of Low Level Programming 

Languages: 

a) Interpreters: An interpreter is a program that reads and executes code. Some of the more popular 

program languages that use interpreters include Python, and Ruby. 

b) Compiler: This type of translator translates code written in a high level language to a lower level 

language, object/machine code. The most common reason for translating source code is to create an 

executable program (converting from a high level language into machine language). 

Interpreters and compilers are similar, since they both recognize and process source code. However, a compiler 

does not execute the code like an interpreter does. Instead, a compiler simply converts the source code into 
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machine code, which can be run directly by the operating system as an executable program. Interpreters bypass 

the compilation process and execute the code directly. 

 

1.1 Assembly Language 

Assembly language is the most basic programming language available for any processor. With assembly 

language, a programmer works only with operations implemented directly on the physical CPU. Assembly 

language lacks high-level conveniences such as variables and functions, and it is not portable between various 

families of processors. Nevertheless, assembly language is the most powerful computer programming language 

available, and it gives programmers the insight required to write effective code in high-level languages [1]. 

Mostly assembly language is used to help in compiler orientations. The instructions of the assembly language 

are converted to machine codes by a language translator and then they are executed by the computer.  

On the most basic level, a computer program is nothing more than a collection of numbers stored in memory. 

Different numbers tell the CPU to do different things. The CPU reads the numbers one at a time, decodes them, 

and does what the numbers say. For example, if the CPU reads the number 64 as part of a program, it will add 1 

to the number stored in a special location called AX. If the CPU reads the number 146, it will swap the number 

stored in AX with the number stored in another location called BX [2]. By combining many simple operations 

such these into a program, a programmer can make the computer perform many incredible things. A special 

program called an assembler would then take the programmer's words and convert them to numbers that the 

computer could understand. This new method, called writing a program in assembly language, saved 

programmers thousands of hours, since they no longer had to look up hard-to-remember numbers in the backs of 

programming books, but could use simple words instead. 

 

1.2 The advantages of Assembly Language 

Assembler instructions translate one by one to executed machine instructions. The processor needs only to 

execute what you want it to do and what is necessary to perform the task. No extra loops and unnecessary 

features blow up the generated code [3]. Because only necessary code steps are executed, assembly programs 

are as fast as possible. The duration of every step is known. Time critical applications, like time measurements 

without a hardware timer, that should perform excellent, must be written in assembler.Not only that, Assembly 

Language also allows access to machine-dependent registers and I/O as well as control the exact code behavior 

in critical sections that might otherwise involve deadlock between multiple software threads or hardware 

devices [4]. Furthermore, one get access to unusual programming modes of their processor and build interfaces 

between code fragments using incompatible conventions. Lastly, Assembly Language is a very useful as it 

produces reasonably fast code for tight loops to cope with a bad non-optimizing compiler as well as hand-

optimized code perfectly tuned for a particular hardware setup. 

1.3. Uses of Low Level Programming Language in Computer Security/Forensics 

Low-level languages are utilized as a part of PC security and forensic fields since it is more secure and it direct 

manages PC hardware. On the off chance that an attacker or criminal has admittance to the code, the best way to 

make things more secure is by ensuring it requires them a considerable measure of investment to comprehend 
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what is going on precisely [5]. Hence, by making hashing and encryption techniques, it ensures that slow 

strategies that take quite a while to ascertain a hash or encrypted value are utilized completely.In the forensic 

field, reverse engineering is the way toward breaking down a subject framework to make representations of the 

framework at a more elevated amount of deliberation. Reverse engineering comes down to taking a current 

project for which source code or legitimate documentation is not accessible and endeavoring to recuperate 

insights with respect to its configuration and execution. Twofold or binary reverse engineering procedures go 

for separating significant data from projects for which source code is occupied [6]. In addition, assembly 

language or low level programming language is utilized for computerized forensic investigation, where there are 

few sorts of seeking techniques to separate the ASCII and UNICODE characters from binary records. Moreover, 

in the disk image file on either the full document framework picture or simply the unallocated space, separation 

of ASCII and UNICODE characters from binary records could accelerate the way toward recognizing shrouded 

information [7]. 

At first, an anti-virus program having a direction set is gathered in a programmable processing language. The 

anti-virus system is executed in a remote client device. The anti-virus system is executed in a wireless client 

device. An output for malicious and harmful code is performed on the remote client device using the anti-virus 

program. Machine language and assembly language are used together with a signature file, which is assembled 

using a programmable computing language to recognize and identify the injected viruses that has affected the 

remote client device [8]. These low level programming languages are also used with the signature file to scan a 

thin client gadget for harmful injected scripts.According to [9], in their project BitBlaze, it concentrates on 

building a bound together parallel investigation stage and utilizing it to give novel answers for an expansive 

range of various security issue.  

The binary or two-fold investigation framework can acquire precise examination and give an extensible design 

and consolidates static and element investigation and also program check strategies to fulfill the regular needs of 

security applications. Since machine and assembly language communicates directly to the processors of a 

computer, BitBlaze uses these languages to extract the security features of applications as these languages are 

very hard to be understood by individuals.The compilation process of low level programming languages are 

quite different compared to high level programming language. There are many programs that can compile low 

level programming language such as TASM, TLINK and GUI Turbo Assembler. The following programs 

implemented using low level programming language for performing addition, subtraction, multiplication and 

also division “Fig.1 & Fig.2”. To run the programs followed TLink called as Turbo linker. When the program 

created using editor then TASM need to follow compilation process for converting low level instructions into 

symbolic codes or called as object codes.  

Later through the TLink the object file will be translated into .map and .exe files. Hence when we find the 

directory of that program we will be getting .asm, .obj, .map and .exe files. In the following codes the “Fig.1” 

shown the implementation of Addition and Subtraction. The “Fig.2” shown the implementation of multiplication 

and division. Same way the “Fig.3” shown the program ending, “Fig.4 & Fig.5” shown the results of addition 

and subtraction consecutively.  
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Figure 1. Addition and Subtraction 

 

Figure 2. Multiplication and Division 
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Figure 3. End of Program 

 

Figure.4 Program Results 

The figure above shows the output when two numbers are added using the program. It can be seen that the 

arithmetic logic of the program is valid in the case of addition. The program exits once the output has been 

displayed. 
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Figure.5 Program- Results 

From the figure above, it is shown that the arithmetic for the subtraction process is valid. The user inputs the 1
st
 

number, 2
nd

 number and the operation that wants to be taken place. Subsequently, the output is displayed to the 

user. 

 

II. MACHINE LANGUAGE 

 

Machine language is the lowest and most elementary level of programming language and was the first type of 

programming language to be developed. Machine language is basically the only language that a computer can 

understand and it is usually written in hex [10]. Machine language is a language that is directly understood by 

the computer and does not need to be translated. In fact, a manufacturer designs a computer to obey just one 

language, its machine code, which is represented inside the computer by a string of binary digits (bits) 0 and 1. 

The symbol 0 stands for the absence of an electric pulse and the 1 stands for the presence of an electric pulse. 

Since a computer is capable of recognizing electric signals, it understands machine language shown in “Fig.6”. 

 

Figure.6 Translation of high level to machine language 
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A machine language is an agreed-upon formalism, designed to code low-level programs as series of machine 

instructions. Using these instructions, the programmer can command the processor to perform arithmetic and 

logic operations, fetch and store values from and to the memory, move values from one register to another, test 

Boolean conditions, and so on [11]. As opposed to high level languages, whose basic design goals are generality 

and power of expression, the goal of machine language’s design is direct execution in, and total control of, a 

given hardware platform. Of course, generality, power, and elegance are still desired, but only to the extent that 

they adhere to the basic requirement of direct execution in hardware. 

Machine language is the most profound interface in the overall computer enterprise -- the fine line where 

hardware and software meet. This is the point where the abstract thoughts of the programmer, as manifested in 

symbolic instructions, are turned into physical operations performed in silicon [11]. Thus, machine language is 

construed both a programming tool and an integral part of the hardware platform. In fact, just like we say that 

the machine language is designed to exploit a given hardware platform, we can say that the hardware platform is 

designed to fetch, interpret and execute, instructions written in the given machine language. 

In particular, in order to give a general description of machine languages, it is sufficient to focus on three main 

hardware elements only: a processor, a memory, and a set of registers.  

a) Memory: The term “memory” refers loosely to the collection of hardware devices designed to store 

data and instructions. Some computer platforms store data and instructions in the same memory device, 

while others employ different data and instruction memories, each featuring a separate address space. 

b) Processor: The processor, normally called Central Processing Unit or CPU, is a device capable of 

performing a fixed set of operations. These typically include arithmetic and logic operations, memory 

access operations, and control (also called branching) operations. 

c) Registers: Memory access is a relatively slow operation requiring long instruction formats (an address 

may require 32 bits). For this reason, most processors are equipped with several registers, each capable 

of holding a single value. Located in the processor’s immediate proximity, the registers serve as a high-

speed local memory, allowing the processor to quickly store and retrieve data. 

 

III. PROCESSOR ARCHITECTURES 

 

A processor, or "microprocessor," is a little chip that dwells in PCs and other electronic gadgets. Its essential 

function is to receive inputs and provide the appropriate output. While this may appear like a straightforward 

errand, advanced processors can deal with trillions of counts every second. There are numerous factors and 

components which influence how quick the PC can process data and information. Some of the factors that 

affects the performance and speed of a processor are the amount of Random Access Memory (RAM), the 

generation of the Central Processing Unit (CPU) clock time, the size of the registers in the CPU and etc. 

[12].From the time a computer is turned on to the time it is shut down, a microprocessor will have performed 

millions of logic and arithmetic operations. These operations utilize tiny number holding spaces called registers. 

A register is a high-speed memory area on the CPU, which hold data and instructions currently being processed. 

The registers in the first PCs could hold two bytes, 16 bits each. The size of the registers, which also referred to 
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as the word size, shows the measure of information with which the PC can work at any given time. The greater 

the amount of the program that fits into memory, the faster the program runs.  

Speaking about memory, the amount of cache memory available is also one of the major factor that contribute 

towards the processor speed. Cache memory is amazingly quick memory, which hold the most as of the recent 

utilized information and data. The cache speeds up processing by storing frequently used data or instructions in 

its high-speed memory. External (Level-2) cache is shown here, but most computers also have internal (Level-1) 

cache memory circuitry built into the CPU [12]. 

Furthermore, another vital factor towards the processor speed is the generation of the system’s clock cycle. The 

PC's working speed is attached to the rate of the system clock. The PC's working rate is attached to the speed of 

the system clock. A clock cycle is a single tick, or the time it takes to turn a transistor off and back on again. A 

processor can execute an instruction in a given number of clock cycles. As the system's clock speed increases, 

so does the number of instructions it can carry out each second. Clock speed has a tremendous impact on CPU 

performance. A CPU operating at 300 MHz can process data nearly twice as fast as the same one operating at 

166 MHz.Clock speeds of 1GHz and higher are common, and processor speeds are increasing rapidly.  

 

IV. DIFFERENCES BETWEEN PROCESSOR ARCHITECTURES (MIPS, ARM AND 

SPARC) 

 

As known to everyone, one sometimes finds it challenging to choose which Instruction Set Architecture to use 

for implementing a specific hardware or software application. Instruction set architecture (ISA) is the set of 

processor design techniques used to implement the instruction work flow on hardware. In more practical words, 

ISA tells you that how the processor is going to process the program instructions [13].This research paper will 

exhibit a relative study between three of the most famous ISAs around the world: MIPS, ARM, and SPARC. 

Not only that, this paper shows the intriguing elements and foundation of MIPS, ARM, and SPARC by being 

partitioned into areas that highlight the primary contrasts between each of them. The Microprocessor without 

Interlocked Pipeline Stages known as MIPS is one of many RISC processors. RISC processors commonly use a 

load or store architecture where the only instructions that can deal with the memory are load and store. MIPS 

was invented in the early 1980s in Stanford University. When researchers started to develop MIPS, it was to 

support embedded systems and connectivity. However, currently, it started to support the mobile market as well. 

Multiple versions of MIPS have been developed over the years; starting from MIPS I up to MIPS V. In addition, 

there were other two types of MIPS architectures developed: MIPS-32 and MIPS-64 [14].The ARM processor 

was developed by a British company called Acorn Computer in 1985. The company’s target back then was low 

cost PCs. Later, Acorn introduced an advanced RISC machines and changed ARM from (Acorn RISC 

Machines) to Advanced RISC Machines. Now, ARM is a leading architecture in many market segments, 

especially cost sensitive embedded systems.The scalable Processor Architecture known as SPARC ISA was 

developed by Sun Microsystems in 1987. SPARC has a wide range of CPU implementation compatibility, many 

compilers tool, a licensable standard UNIX operating systems, and window system and graphical user interface 
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(GUI) and many other features. In addition to that, it is considered a solution for high-performance shown in 

“Table.1”. 

 MIPS ARM SPARC 

Number of 

Registers/Width 

32 registers/32-bits 37 registers/32-bits 37 registers/32-bits 

 

 

 

Register Division 

Registers are reserved 

for special operations. • 

Two-special purpose 

registers: Hi/LO: they 

store the results of the 

integer multiply and 

divide instructions • 30-

General Purpose 

registers: from $0 to $31. 

1) $0: hardwired to zero 

2) $31: link registers. 3) 

$29: stack pointer 

Registers are divided 

into groups: • 31 

General-purpose 

Registers: – Unbanked 

registers: from r0 to r7 – 

Banked registers: from 

r8 to r14 • Status 

Registers: 1) Current 

Program Status Register 

(CPSR) 2) the last five 

are called saved program 

status register (SPSR) 

Registers are divided 

into four groups: • In 

Registers: from %i0 to 

%i7. • Global Registers: 

from %g0 to %g7. %g0 

is always hardwired to 

zero. • Local Registers: 

from %l0 to %l7. They 

are user freely in any 

code. • Out Registers: 

from %o0 to %o7 

Table 1: Differences in Registers Convention 

4.1 Similarities between the Processor Architectures (MIPS, ARM and SPARC) 

There are a few similarities that can be associated with the three processor architectures. First of all, all three 

architectures have fixed-length instructions (32 bits) and a simple encoding, which simplifies fetch, decode, and 

issue logic considerably [15]. Not only that, these architectures also have an optional short feature-reduced 

instruction format or instruction compression feature, which is the same implementation of the SHA5 hashing 

methods that are used to ensure the integrity of data from one medium to another. 

Moreover, the MIPS, ARM and SPARC architecture model both shares basic design, for example, mistake/error 

rectifying memory. These architectures have an auto correction mechanism where, when it receives data or 

input, the processor, with the help of memory scans the input for error and rectifies it automatically in order to 

ensure that the data is always secure and safe to be processed by the processor. 

Furthermore, the instruction stream and the data stream of all the three architectures are conceptually separated. 

In this case, it means that modifying the memory where code is held might not have any effect on the 

instructions executed by the processor [16].This is mainly because the CPU has a separate instruction and 

data cache, at least until a special synchronization instruction is issued.  

 

V. SELF REFLECTION  

 

The compilation process of low level programming languages are quite different compared to high level 

programming language. There are many programs that can compile low level programming language such as 

TASM, TLINK and GUI Turbo Assembler. The first stage in the compilation process is to create the program 
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using a text editor. This program is referred to as the source code and the program is now compiled using the 

assembly compiler. The object code are then linked by using the program linker. Lastly, the linked program is 

then executed.From the research done on low level programming language, it can be analysed that Machine 

Language and Assembly language offer many advantages compared to high level programming languages. First 

of all, Assembly and Machine Language develop programs that are very small in size, also referred to as small 

object codes. Adding on to that, Low Level Programming Languages increases the execution speed of programs 

as these languages communicate directly with the hardware of the computer, hence creating programs that are 

much faster in execution speed compared to high level programming languages that use a compiler to translate 

high level language to object language, before translating it to machine language.  

 

IV. CONCLUSION 

 

Moreover, by understanding the mechanism and the functionality of these low level languages, it indirectly 

helps us to understand the computer systems better, as these languages operate at the lowest and most 

complicated stage in the computer systems. Thus, it indirectly gives us more knowledge on the operating of the 

memory as well as the computer frameworks. Thus so far this paper discussed more on low level programming 

language, machine language also its advantages. And also the study and the similarities between different 

processor architecture were discussed here. 
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