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ABSTRACT
Internet search engines have popularized the keyword based search paradigm. While traditional
database management systems offer powerful query languages, they do not allow keyword-based
search. In this paper, we discuss search engine improvement approach that enables Boolean
expression in search .Our approach focus about multiple parameters that has been implemented using
a commercial relational database and web server and allows users to interact via a browser frontend. We outline the challenges and discuss the implementation of our system.
Keyword : Boolean Expression , Search Engine , Query Procession , Relational Database , Query
Normalization .
I. INTRODUCTION
In internet search engine all users mostly use keyword based search. Users apply keywords to the search engine
and a ranked list of documents is returned to the user. An alternative way in keyword search is structured search
where users direct their search by browsing. Both models are valuable success of both keyword search and
structured search today. In both procedure follow search engine limitation. Search engines are not performed
Boolean expression (AND, OR & Not) in query process. Search engines have not process on sub query which is
another limitation.
While such structured searches over databases are useful, unlike the documents world, there is little support for
keyword search over databases. If any procedure which can overcome limitation of search engine then such a
search model can be extremely powerful. Our goal is to enable such searches without necessarily requiring the
users to know the schema of the respective databases .Today’s customized web applications as described many
procedure .Users are not concern about SQL applications schema. Search engine users are staying on track for
search result with less effort.
Enabling keyword search in databases that does not require knowledge of the schema is a challenging task. We
cannot apply techniques from the documents world to databases in a straightforward manner. For example, due
to database normalization, logical units of information may be fragmented and scattered across several physical
tables. Given a set of keywords, a matching row may need to be obtained by joining several tables on the fly.
Secondly, the physical database design (e.g., the availability of indexes on various database columns) needs to
be leveraged for building compact data structures critical for efficient keyword search over relational databases.
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In this paper we describe improves search query on Boolean expression use in query process and try to make
some parameter as keywords, an efficient and scalable keyword search utility for relational databases. The task
of improving search query gives rise to several research questions that we address in this paper.

II. ACCEPT QUERY AND NORMALIZE THE DATA BASE
Traditional information retrieval techniques for enabling keyword search in document collections use data
structures that efficiently identify documents containing a query keyword. A straightforward mapping of this
idea to databases with multiple table that stores information at row level granularity, i.e., for each keyword we
keep the list of rows that contains the keyword. Alternative normalize database designs are possible where we
can leverage the physical design of the database. The above approach can result in vastly reduced space
requirement and improved search performance. In this paper, we study the improve approach in search engine
limitation among these various alternatives.

III. AVOID EXPRESSION AND MULTIPLE PARAMETERS
Often, the results of a query are matching rows that span multiple tables. For example, consider the schema of a
book retailer’s database, where the nodes are the tables and the edges represent foreign key relationships
between books and retails table. Suppose a user is searching for books on ‘programming’ by ‘Ritchie’ in
database. This statement are put as single parameter, we can convert into programming and Richie as two
parameter. Sometime the two keywords are not present in a single row in any one table. The required
information is distributed across the tables Authors, Books and Authors Books. The rows need to be generated
by joining tables on the fly by exploiting the schema as well as content of the database.

IV. PROCESS BOOLEAN EXPRESSION BEFORE QUERY PROCESSING
Our work focus on the Boolean expression process before the query process. Single query with Boolean
expression separate and make multiple parameter as keyword. When an attribute value is a string containing
multiple keywords, retrieving rows where a keyword matches a substring (e.g., LIKE “%kwd%”) cannot exploit
an index lookup on the attribute. In such cases, full text search functionality is necessary for efficiency. We
show a novel alternative for doing such matches using SQL. We explore the applicability and limitations of our
scheme.

V. RELATED WORK
Keyword model support to extract data from the database not only single but also combination of multiple
databases. A single keyword fulfilled many client request query. Consider one person who will go travel trip , he
doesn’t know about new city and state that time he try to find location by land mark and nearby keyword, like
nearby bus or railway station . Figure 1 shown as proposed methodology step, here every step consist of some
function which related to search query processing. Keyword-based search is a well studied problem in the world
of text documents and Internet search engines .An interesting post search activity is the ranking of results. Our
work differs from canonical use of inverted lists because we need to generate hits within a database that span
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multiple tables, as materializing all table joins and publishing each as a document (and using a text search
engine) is not a scalable solution.

Fig 1 Proposed Methodology Step
The approach in addresses the problem of AND, OR combination query. To find preferences step has followed
some procedure to find the keyword or some key subject which correlated to dataset .Now find relation with
keyword or subject .Based on keyword step select sources data. That submitted query modifies based on
keyword and get result to nearest to user preferences. The work in addresses the problem of proximity search
over semi-structured stores. In contrast, our core focus is on finding exact matches in a multi-relation database
that contains all keywords specified in the query.
The search component resemblance for multiple parameter in input query, where a database is viewed as a
single universal relation for querying purposes, thus hiding the complexity of schema normalization. The
challenge in the universal relation approach is to map a selection query over the universal relation to a SQL
query over the normalized schema. Although certain aspects of our search algorithm (such as join trees) are
similar to universal relations concepts, an important difference is that keyword searches have to deal with the
additional complexity that the names of columns in the selection conditions are not known.
Our approach is a commercial query process that supports keyword-based searches by extracting the content of
the database with Boolean expression. Thus, this approach duplicates the content of the database, which makes
data integrity and maintenance difficult. However, unlike the keyword-based approach, it “guesses” a single
SQL statement that best fits a query expressed in a natural language.

VI. CONCLUSION
In our approach model component are communicate with databases using the standard search parameter
interface, and thus can be supported over virtually any relational database. Our work are focus on search query
processing for Boolean expression for that our model need to generate hits within a database that span multiple
tables joins and combine for scalable solution. We focus about search query performance improvement.
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ABSTRACT
Lineament analysis constitutes an interesting approach in the geological mapping and mineral exploration.
Classification of manmade lineament features like road, rail road, pipe line etc from the ASTER image using the
suitable object properties. Feature extraction is the method of capturing the visual content of images for
indexing and retrieval. A feature reduction is the method of Reduce the dimensionality of a data set by finding a
new set of variables, smaller than the original set of variables. To extract the object of interest, Gray Level Co
occurrence matrix (GLCM) and, Principal Component Analysis (PCA) algorithms have been considered. Object
oriented segmentation and classification methods are a new development in this direction. Here, the Image is
decomposed into non-overlapping regions. In addition to the spectral properties, shape and textural properties
of the regions are taken into consideration for classification of the regions in lieu of the individual pixels.

Keywords: Feature extraction, GLCM , Object Based Image Analysis, Principal Component
Analysis.
I. INTRODUCTION
Remote sensing is the science (and to some extent, art) of acquiring information about the Earth's surface
without actually being in contact with it. This is done by sensing and recording reflected or emitted energy and
processing, analyzing, and applying that information [1]. Recent researches on image classification made by
chain code method and polygonal Approximation for detecting edge features in the image [2].

II. BACKGROUND AND RELATED WORK
In geology and hydrology applications, linear features regularly reflect the geological lineaments such as faults
or fractures and hydrological structures such as river or shoreline [3]. The mapping of lineaments (fracturing) is
a necessary part of the mineral exploration research. The lineaments are the linear or curvilinear discontinuities
which dealt with the faults and folds; and are related with geo morphological features and/or a various tectonic
formation [4].

Various image enhancement techniques use directional filters (Sobel) and non-directional

(gradient) filters which are allowed to map a larger number of lineaments [5]. Extraction of linear features can
be achieved in a satisfactory level through proper segmentation and appropriate definition & representation of
key parameters of image objects [6].The faults and contacts from geological map and gravity data analysis are
striking mainly in NNE-SSW, which is the direction of the Kabul block trending fault structure [7]. Landsat
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7ETM+ image successfully differentiating fractures in different geological environment and the result is almost
similar with the high spatial resolution image [8].The extracted lineaments, based on subjective assessment,
from each dataset correlates lineament density and intersections with ore deposits occurrences. The aim of the
study is to determine the relationship between ore deposits and lineaments by plotting their geospatial data on
suitable maps [9]. Remotely sensed data frequently used to study about the terrain surface, thus unique
geomorphic and geologic features can be identified. It looks like linear features on the satellite images usually
represent fractures, faults or lithologic boundaries [10]. In this study, automatic lineament analysis is performed
in high resolution satellite imagery for identifying discontinuites in rocks. Manual digitized lineament map is
formed and it automatically extracted the lineaments [11]. In this paper canny algorithm offered perfect
information about lineaments with 3D image visualization which reconstructs using SRTM. 3D image
visualization provides excellent information about lineaments and geological features [12]. Canny edge detector
is one of the tool for features extraction and also an enhancement tool for remote sensing images, thus results a
very high enhancement level [13]. The detection of strong linear features on different scales from a level of
ground information compared to that obtained from aerial photographs. For detecting geological lineaments
from the aerial photographs, a new hough counter has been used. The new counter counts grey levels and
operates on both a pictures and its inverse, then combine the results of line / peak detection [14]. For feature
extraction, this paper presents an application of gray level co-occurrence matrix to extract second order
statistical texture features. The results show that these features have high discrimination accuracy [15]. In this
paper, a new method for color GLCM textures and computing with other good known methods is presented.
Extracting color texture features with the help of RGB and HSV color spaces [16]. In this paper, in order to
classify the plants by applying on the leaves images; the Gray-Level Co-occurrence matrix (GLCM) and
Principal Component Analysis (PCA) algorithms have been considered [17]. In this paper, various image feature
extraction algorithms are specified with architectural models with internal modules. Textural properties can be
calculated from GLCM to understand the details about the image content [18]. This paper approaches
segmentation of the scene with Multi-resolution Object Oriented segmentation. The step main focuses on
exploiting both spatial and spectral characteristics of the target feature extraction system. The road regions are
automatically identified using a soft fuzzy classifier based on a set of predefined membership functions. The
detected road segments are further refined using morphological operations to form final road network, which is
then evaluated for its completeness, correctness and quality [19]. The most important stage of OBIA is the
image segmentation process applied prior to classification. Multi-resolution image segmentation technique was
employed with the optimal object parameters like scale, shape and compactness that were defined after an
extensive trail process on the data sets. Nearest neighbor classifier was applied on the segmented images, and
then the accuracy assessment was applied. Results show that segmentation parameters have a direct effect on the
classification accuracy, and low values of scale-shape combinations produce the highest classification
accuracies [20].

III. STUDY AREA
The study area is based on ASTER San Gabriel River (USACE, 1949) which covers 60.6 miles (97.5 km).
The San Gabriel River in the San Gabriel Mountains and San Gabriel Valley in the Los Angeles Basin,
Southern California (Fig.1). This image covers an area of 39.5 by 45.4 kilometers, and is located near 34.1
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degrees North latitude, 117.9 degrees West longitude. For geologic epochs the river ran freely across dry
grasslands and through riparian zones and wide marshes to the Pacific Ocean, flooding in the winter and spring
then running nearly dry in the summer and fall. In this image, primary source that have many location in north
fork fish contain mount san Antonio,san Gabriel mountains in the elevation of 7,500 ft(2,286 m) and it
coordinates 34020’35”N 117043’30”W. In secondary source contains 4,800 ft (1,463 m) elevation & it have 340
15’29”N 118006’13”W coordinates. This site is small town area and contains various land use types (residential
areas, agriculture, forest, etc).

Fig. 1: ASTER image of San Gabriel, Los Angeles, California.

Fig 2. Object based Image Classification
IV. METHODOLOGY
Feature extraction is used to denote the piece of information which is relevant for solving the computational task
is related to certain application system. At first, the image is preprocessed with the help of wiener filter which is
used to remove noise from the original image. Wiener filter has been chosen because of its superior
performance.
GLCM is used for extracting features that involves simplifying the amount of resources to describe a large set of
data accurately. PCA is used for selecting particular features from the image. The main objective is to identify
the pattern (input vectors are correlated with the given data) which reduces the dimensionality of data to get
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most favorable space wherever they are linearly distinguishable. Finally classification can be done with help of
Object based classification. It was performed as the user friendly, multi scaled, and fully functional application.
It is not directly access the single pixels. In this classification the image segmentation is the important
preliminary step.

V. PROPOSED SYSTEM
5.1 Pre-Processing
Here the main focus is classifying the image using object information which leads to accurate classification
from high resolution Satellite images. In Pre-Processing, Multispectral image is converted in to Gray scale
image which eliminates hue, saturation information while retaining the luminance.

Fig. 3 Gray scale Image
Apply wiener filter to the image which for removing adaptive noise and produces an estimate of a desired or
target random process by linear time-invariant filtering of an observed noisy process. The Wiener filter
minimizes the mean square error between the estimated random process and the desired process. The wiener
Filter has a variety of applications such as System Identification, Noise Reduction, and Signal Detection.

5.2 Gray Level Co-occurrence Matrix
In statistical texture analysis, texture features are computed from the statistical distribution of observed
combinations of intensities at specified positions relative to each other in the image. According to the number of
intensity values of the pixels in each combination, statistics are classified into first-order, second-order and
higher-order statistics. The Gray Level Co-occurrence Matrix (GLCM) method extracts second order statistical
texture features. The approach has been used in a number of applications, Third and higher order textures
consider the relationships among three or more pixels.
The GLCM calculation based on following table:

Neighbour pixel value à
0

1

2

3

0

0,0

0,1

0,2

0,3

1

1,0

1,1

1,2

1,3

Ref pixel value:
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2

2,0

2,1

2,2

2,3

3

3,0

3,1

3,2

3,3

A GLCM is a matrix where the number of rows and columns is equal to the number of gray levels, G, in the
image. The matrix element P (i, j | Δx, Δy) is the relative frequency with which two pixels, separated by a pixel
distance (Δx, Δy), occur within a given neighborhood, one with intensity ‘i’ and the other with intensity ‘j’. The
matrix element P (i, j | d, ө) contains the second order statistical probability values for changes between gray
levels ‘i’ and ‘j’ at a particular displacement distance d and at a particular angle (ө). Using a large number of
intensity levels G implies storing a lot of temporary data, i.e. a G × G matrix for each combination of (Δx, Δy)
or (d, ө). Due to their large dimensionality, the GLCM’s are very sensitive to the size of the texture samples on
which they are estimated. Thus, the number of gray levels is often reduced.

5.3 Entropy
Entropy shows the amount of information in the image that is needed for the image compression. Entropy
measures the loss of information or message in a transmitted signal and also measures the image information.

5.4 Energy
Energy provides the sum of squared elements in the GLCM. Also known as uniformity or the angular second
moment. Angular Second Moment is high when image has very good homogeneity or when pixels are very
similar

5.5 Correlation
Correlation-Measures the joint probability occurrence of the specified pixel pairs.

5.6 Contrast
Measures the local variations in the gray-level co occurrence matrix.

5.7 Inverse Difference Moment
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Inverse Difference Moment (IDM) is the local homogeneity. It is high when local gray level is uniform and
inverse GLCM is high. IDM weight value is the inverse of the Contrast weight.

The results of feature extraction methods are:

Fig 4. GLCM Calculation
5.8 Feature Selection Process
The reduced Principal Components are then sorted in ascending order. The reduced matrix of PCA features has
been arranged as
PC1 ≥ PC2 ≥ PC3 ………… ≥ PCN
Principle component and N is the number of features for an image. Left side of the matrix contains most
significant features and right side of the matrix has least significant features after PCA calculation. Least
important features can be useless as these hold very fewer information and have no impact on precision.
Features on the left side hold more important information because left side of the matrix having very high
variation. The aim of our research is to choose smallest amount of features that can give best precision. At last,
from PCA features we have selected first L columns of matrix M. Though, we have chosen first few columns of
PCA reduced feature that have high variations.
PC1 ≥ PC2 ≥ PC3 …………… ≥ PCL
L is the number of columns in above equation. The results of feature selection calculation are

Fig 5. PCA Calculation
VI. CONCLUSION & FUTURE ENHANCEMENTS
The basic elements of an object-oriented approach are image objects. Image objects are contiguous regions in an
image. Image objects can be linked to a hierarchical network, where they are attributed with a high-dimensional
feature space. Segmentation parameters for multi resolution segmentation are: scale, color, shape, compactness,
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smoothness. Now, features in the ASTER image are extracted with the help of GLCM and PCA. It reduces the
essential features of objects of interest. Furthermore, this method results efficient retrieval of object properties
from the image. Further it will be applied to the object oriented segmentation and classification techniques to
extract the objects of interest. Object based classification was performed as the multi scaled, and fully functional
application. It is not directly access the single pixels if the segmentation will produce the accurate result means
the classification performance is automatically increase. The main advantage of using object based classification
it gives better performance than the pixel-based classification.
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SURVEY ON VIRTUALIZATION VULNERABILITIES
Indumathy M
Department of MCA, Acharya Institute of Technology, Bangalore, (India)
ABSTRACT
Virtualization plays a major role in serving the organizations to reduce the operational cost, and still ensuring
enhanced effectiveness, improved use and flexibility of obtainable hardware. Virtualization is both an chance
and a threat this paper presents a literature study on various security issues in virtualization technologies. Our
study focus mainly on some open security vulnerabilities that virtualization brings to the environment. We give
attention to on security issues that are unique for virtual machines. The security threats listed here are common
to all the virtualization technologies available in the market; they are not specific to a single virtualization
technology. We provide an overview of various virtualization technologies available that comes together with
virtualization Finally we provide a discussion of several security holes in the virtualized environment..

Keywords: Virtualization, Security, Threats, Attacks, Hypervisor
I. INTRODUCTION
Virtualization is a technology to help IT organizations to optimize their application performance in a moneyspinning manner. However, it can also present challenge that cause some security difficulties that are, regrettably,
serious. Most of the current interest in virtualization is virtual servers since virtual zing servers contain a good
quality potential to reduce cost of server-based services. In definition, the saying virtual machine is a software
that, alike to a physical computer, operates an operating system and desired applications. The main part of a
virtual system’s controlling system are Guest Operation System which is a special operating system and a layer
called a virtual machine monitor or manager

which create and pedals the virtual machine's other virtual

subsystems.In accumulation of two parts of controlling system, there a Main part which are essential in typical
virtual machine, which is called hypervisor. A hypervisor or virtual machine monitor (VMM) is a piece of
computer software, firmware or hardware that creates and runs virtual machines. A computer on which a
hypervisor is running one or more virtual machines is defined as a host machine. Each virtual machine is called
a guest machine. The hypervisor presents the guest operating systems with a virtual operating platform and
manages the execution of the guest operating systems. Multiple instances of a variety of operating systems may
share the virtualized hardware resources. [1]

II. VIRTUALIZATION TECHNIQUES
There are several kind of virtualization techniques which present alike features but differ in the degree of concept
and the methods used for virtualization.

2.1 Full Virtualization
A certain kind of virtual machine environment that provides a complete simulation of the underlying hardware.
The result is a system in which all software including all OS’s capable of execution on the raw hardware can be
run in the virtual machine. Broadly simulate all computing elements as instruction set, main memory, interrupts,
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exceptions, and device access. Full virtualization is only possible given the right combination of hardware and
software elements. Full virtualization has proven highly successful .Sharing a computer system among multiple
users isolating users from each other (and from the control program) and emulating new hardware to achieve
improved reliability, security and productivity. It needs a single machine that could be multiplexed among many
users. Each such virtual machine had the complete capability of the underlying machine, and the virtual machine
was identical from a private system.

Fig (a) Full Virtualization
2.2 Paravirtualization
Para virtualization involves modifying the OS kernel to replace non-virtualizable instructions with hypercalls that
communicate directly with the virtualization layer hypervisor. The hypervisor also provides hypercall interfaces
for other critical kernel operations such as memory management, interrupt handling and time keeping.
Paravirtualization via an modified OS kernel as guest OS It is very difficult to build the more sophisticated binary
translation support necessary for full virtualization. Paravirtualization is different from full virtualization, where
the unmodified OS does not know it is virtualized and sensitive OS calls are trapped using binary translation.
Paravirtualization cannot support unmodified OS.

Fig (b) Paravirtualization
III. TYPES OF VIRTUALIZATION
3.1 Server Virtualization
This is the most vital type of virtualization which is used to make a facade between users and servers. Server
virtualization can be considered as creating virtual servers inside a single system. It reduces the number of servers
and increases the effectiveness of system. Obviously it saves the cost of purchase and maintaining. It provides
high quantity use of processing power too.
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3.2 Storage virtualization
Storage virtualization resolves the rising complexity of running storage by combining multiple storage devices
into a single, logical resource with a single view. Storage virtualization merge storages and logically examining
them which decreases archiving ,recovery in disasters, backups could be managed easily particularly it applies to
larger SAN or NAS arrays, but it is presently as accurately applied to the logical partitioning of a local desktop
hard drive.

3.3 Network Virtualization
Network virtualization could be clear as ability to deal with and prioritize traffic of a network [2]. Network
virtualization provides a mechanism to have multiple customized networks. It brings more flexibility, scalability,
Reliability via optimizing the network speed.

3.4 Application Virtualization
Application virtualization, the user is able to run a server application locally using the local resources without
needing the complexity of completely installing this application on his/her computer. Such virtualized
applications are designed to run in a miniature virtual environment containing the only the resources needed for
the application to execute.

3.5 Memory virtualization
Is the consolidation of available physical memory from many individual systems to construct a virtualized ―pool
of memory which is then shared among system mechanism Similar to virtualized data storage, the consolidation
of multiple physical memory resources into a single virtual resource can add levels of difficulty when it comes to
mapping and documenting information locations.

IV. VIRTUALIZATION THREATS
4.1 Isolation Failure
One of the primary benefits of Virtualization is recognized as Isolation [4]. This benefit, if not deployed correctly
will generate a threat to the environment [6]. deprived isolation or badly chosen access control policy will cause
the inter- attack between two VMs or between VMs and its associated VMM. For instance, VM Escape is one of
the worst cases happening if the Isolation between the host and the VMs is compromised. In case of VM Escape,
the program running in a VM is able to bypass the VMM layer and get access to the host machine. Since the host
machine is the root of security of a virtual system, the program which gains access to the host machine can also
gains the root privileges.

4.2 Service Interruption
This threat may occur when an attacker gains access to an organization's login identification which may direct to
further vulnerable activities such as Denial-of-Service (DoS) or Distributed-Denial-of-Service (DDoS) attacks
where a DoS attack is an attempt to make a computer resource occupied to its intended users [5]. One common
method of this type of attack involves saturate the target machine with false requests such that it cannot respond to
the reasonable requests in a timely manner [9]. An attacker typically uses multiple computers to launch an assault.
Eradication of the DoS attacks using IDS (Intrusion Detection Systems) over the cloud will solve most of these
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problems [7]. Another excellent approach is to limit the resource allocation using proper configurations. On the
other hand, a DDoS attack aims to make services or resources unavailable for indefinite amount of time by
flooding it with worthless traffic [9]. The two main objectives of these attacks are, to exhaust computer resources
(CPU time and Network bandwidth) so that it makes services unavailable to valid users [8]. The second objective
is, imitating pragmatic web service traffic, in order to create a large group of agents to launch an attack [6]. Thus,
DDoS attack is a major threat to Availability. The solution for this event is to increase number of such critical
resources.

4.3 Dependency on Secure Hypervisor
The security of a computer system depends on the quality of the basic software kernel that controls the execution
of several processes. In case of multi-tenant architecture, a single server can host several VMs on it and thus
would have the respective configuration file of all VMs. The security could be a main aspect since all these
information will be stored with a common storage system. By gaining access to this information, an attacker can
launch VM Hijack attack on the VMs which are hosted on the same server [10].

4.4 Shared Technology Issues
These issues arise when IAAS vendors deliver their services in sharing infrastructure [11]. These infrastructures
were not designed to offer strong isolation. For example, VM Hopping is an attack which happens, when two
VMs are deployed over the same host. An attacker on first VM can gain access over the second VM by knowing
the IP address or gaining access over the host. If the attacker gains access over the host, he can monitor the traffic
going over the second VM. Hence he can attack the second VM by changing the flow of traffic or manipulate the
traffic itself. Strong compartmentalization is required to ensure that users do not interfere with other tenants
running on the same cloud provider. Thus, compromise on Confidentiality is a serious security issue.

4.5 Multi-tenancy
During execution of multiple VMs on the same host, different users can share both the application and physical
hardware [11]. This may lead to information leakage and other exploitations. For instance, in a virtual system,
inappropriate VM management policy will cause VM sprawling [4], a case where number of VMs rapidly
growing while most of them are idle or never be back from sleep, which may cause resource of host machine
being largely wasted.

V. CONCLUSION
Any function relying upon an rising technology should also consider the diverse possible threats as well. Such an
application with lack of ability to anticipate or handle the threats may possibly lead to failures. The classification
of various security threats presented in this paper would definitely benefit the cloud users to make out proper
choice and cloud service providers to handle such threats efficiently. The future work of the author would involve
developing a model to detect and prevent the most common Virtualization related threats
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ABSTRACT
Protected, low-overhead key establishment is vital to maintainthe high level of confidence and security that are
necessaryin several categories of Delay Tolerant Networks (DTNs). A small number of works presenting
solutions to DTN key establishment have concentrated principally on targeted networking atmospheres. In this
work, to deal with the key establishment concern for Bundle Protocol (BP), a time-evolving topology model and
two-channel cryptography is formulated to design well-organized and non-interactive multilevel key exchange
protocol. A time-evolving model is employed to properly model the periodic and fixedbehaviour patterns of
space DTNs, and consequently, a node can plan when and to whom it should transmit its public key. In the
meantime, the application of two-channel cryptography allows DTN nodes to exchange their public keys or
revocation position information, with authentication assurance and in a non-interactive approach. This
approach facilitates to set up a secure context to maintain BSP, tolerating huge delays, and unanticipated loss
of connectivity of space DTNs. The experimental investigationreveals the security and provides enhancement in
peculiarities, problems and opportunities a DTN network maintenance.

Keywords: Bundle authentication, Cryptographic Controls, key establishment, Space-based delay
tolerant networks.
I. INTRODUCTION
Delay – Disruption Tolerant Architecture, DTN is meant to provide connectivity in Heterogeneousnetworks
which lack incessant connectivity due to disruptions or considerable delays like that ofnetworksoperating in
mobile or extreme terrestrial environments or planned network in space. The DTN effectively improves network
communications where the network connectivity is Periodic/Intermittent and or Prone to disruptions [1]. The
Store and Forward technique via the Bundle Protocol (BP) of the Delay Tolerant Network facilitates the flow of
data/information across any complex or intermittent network traffic. Initially developed for Deep Space
Communication (Inter Planetary Internet), the Delay-Disruption Tolerant Network communication model can
also be used in Wireless (Terrestrial) environments, both in Military and Civilian Applications. The design of
DTN and the protocol did not evolve without consideration for security which led to the development of
relevant security documentations [2] [3] to address DTN-related security issues. The security documentations
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highlight security requirements, define design considerations, identify possible threats as well as open issues.
From the DTN security documentations and the security analysis in [4,5], the identified threats this work is
designed to address are masquerading, modification and replay.
The use of PKI is associated with constraints like authorization server unavailability and limited capabilities of
certain nodes for cryptographic operations. The focus of this paper is to investigate how PKI concept can be
used to provide an authentication solution that does not depend on server availability during post trust
establishment network communication while taking the capabilities of the entities into consideration. The
existing PKI based schemes in DTN are [5] and [6,7]. These schemes either use certificates and encourage large
storage of security credentials or depend on server availability. Here utilized a time-evolving topology model
and twochannel cryptography to design efficient and noninteractive key exchange protocol.
The contributions of this paper are summarized as follows: 1) Implementing traditional PKI to provide trust
initiation/establishment; 2) introducing the proposed two-channel cryptography and out-of-band channels for
PKI based certificate; 3) proposing a time-evolving model to formally model the periodic and predetermined
links of space DTNs; and 4) evaluating the performance of the proposed and reference schemes through
simulation.

II. RELATED WORKS
As above-mentioned, the BSP needs a way of distributing public keys to support for this specification.
Generally, anon-interactive message authentication protocol uses two separate channels. One is a broadband
insecure channel and the other is a narrow-band authenticated channel. Some practical narrow-band channels
include Voice-over-Internet-Protocol (VoIP), data imprinting by a user, Near Field Communication (NFC),
infrared, laser, or visible light between two devices [8]. The narrow-band channels are generally called as OutOf-Band (OOB) channels [9]. What follows are the common assumptions on twochannel cryptography. A
broadband channel is insecure and an adversary has full control over this channel. The adversary can eavesdrop
any messages sent over the broadband channel, modify the messages sent via this channel, and insert a forged
message into this channel at any time that it likes. On the other hand, an adversary has limited control over the
narrow-band authenticated channel. In detail, the adversary cannot modify the information transmitted over the
narrowband authenticated channel. Balfanz et al. introduced the idea of hashing the data to be authenticated and
delivering the hash value over the narrow-band authenticated channel to the verifier [10].In Figure 1, a
broadband insecure channel is denoted by a single arrow line and a narrow-band authenticated channel is
denoted by a double arrow line. In practice, the narrow-band channels are generally derived from OOB
channels, which can be used in space DTNs context for bootstrapping security contexts and exchanging public
keys. There are several issues that need to be addressed, such as, the balance between usability and security, the
adaptation to diverse scenarios and contexts. A laser channel is used for implementing an OOB channel in space
DTNs. In addition, the major merits of OOB channels are message integrity and authentication, instead of
confidentiality.

III. PROPOSED SYSTEM
The current BSP is built on the assumption that the DTN nodes already have access to authenticated copies of
each other’s public keys. That is, the DTN nodes know who they are supposed to be talking to. This assumption
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can be achieved by combining pre-authentication with periodic key exchange via OOB channels. In this section,
proposed public key establishment scheme which will provide a fundamental key management support for BSP
of space DTNs. The scheme consists of two stages: a bootstrap stage and an exchange stage.

3.1 Initiating and Bootstrapping Security Contexts
In this paper, pre-authentication mechanism is preferred to use to bootstrap the secure contexts for BSP secure
communications. At bootstrapping stage, by exploiting two-channel cryptography techniques, the authentication
information comes directly and demonstratively from their owners via authenticated OOB channels, and then
the legality of this information can be confirmed easily. With respect to pre-authentication for space DTNs, an
appropriate OOB channel is considered to be a manner with human attention. What this means is that the parties
exchange key information via physical contacts (a type of authenticated OOB channels), such as injecting
authenticated public keys by space mission authority, which is able to support demonstrative and authoritative
identification. Another candidate OOB channel is audio band or vision band between two nodes. The
demonstrative properties of such OOB channels with human attention enable a target device to be identified in
communication. The key information that is established via such physical contacts during pre-authentication
will then is used for subsequent secure communication using BSP.

3.2Non-Interactive Multi-Level Key Establishment
NMKE is based on multi-variate symmetric polynomials, which was first proposed in [12] for group key
agreement. In particular, at the initialization stage of NMKE, the root node of the hierarchy generates a ran- dom
six-variate polynomial

(referred to as the master polynomial) in the finite field
. For each node A at the second level, the root node

assigns

a

public

identifier

IDA

to

A

and

gives

A

a

five-variate

polynomial

share

. Then A further distributes four-variate polynomial
Finally, a leaf node C

shares to its chil- dren nodes (say B),

.

that is a child of B obtains a three- variate polynomial share

In NMKE, each node has an unique identification vector (IV), which consists of three elements and is used for
key establishment. The root node's IV is (null; null; null), where the value of null is equal to 1. The IV of a
second-level node A is

, and a third-level node B whose parent is A has the IV
is the IV of C, which is a child of B. To compute a secret key, each node

evaluates its polynomial share by fixing all x's (if any) to be null and setting all y's as the elements of the other
node's IV. For example, when C attempts to establish a shared key with a second-level node D, C
,

computes
While D computes
Due to the symmetry property of

.
.

The above construction can only achieve partial resistance to collusion attacks at each level. To address this
problem, Random Perturbation Polynomials (RPPs) is added to the polynomial shares that are distributed to
third-level nodes and leaf nodes. The purpose of this is to prevent the attacker from getting the original
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polynomial shares, which are the essences of breaking the master polynomial. In particular, A generates (for its
child B) a four variate perturbed polynomial share
where
and

bit outputs,

is a RPP with r. Similarly, C obtains

. Due to the existence of RPPs, the least significant r bits
of the outputs of polynomial evaluations are perturbed. Hence, the most significant

bits of the outputs are

bit key segment is not long enough to resist brute-force-based attacks, multiple

used as the key. If the

master polynomials can be used simultaneously and concatenating these key segments can form a strong
cryptographic key.
The design of RPPs is combining Lagrange interpolation and the construction algorithm for univariate
perturbation polynomials. Let
words,

denote the domains of

is the set of identifiers of the nodes at the

, respectively. In other

-th level. Let JX denote the set of identifiers of X's

children. In NMKE, the RPP for a four-variate polynomial share (of node B) is constructed as

where,
•

is a

bit RPP constructed on the fly using Lagrange interpolation with randomly picked

is a

-bit RPP constructed on the fly using Lagrange interpolation with randomly picked

data points
•
data points
•

is a r3-bit RPP pre-computed using the algorithm

Note that the degrees of

are

and

respectively, which are fairly small since there

are limited number of nodes (resp. children) at the first level (resp. of B). Furthermore, the construction
algorithm ensures that

can have a small degree and scale to potentially large domains (

The perturbation length of

.

. Similarly, the construction of three-variate

RPP for leaf node C is

3.3 Non-Interactive multilevel Public Key Exchange for Space DTNs
In addition to initiating and bootstrapping as above described, the DTN nodes need to exchange and update their
public keys periodically in the future life of the network. In the proposed scheme, the network nodes implement
this process not blindly, but according to schedule. The schedule model is derived from space-time graph that
illustrates security-aware contacts between space DTN nodes at certain time steps. When a period for
exchanging or updating comes, each DTN node sends its public key and the authentication information for this
key to the security-aware neighbors, according to a predetermined space-time graph. In the following
subsections, first presented the non-interactive multilevelpublic key exchange protocol using two-channel
cryptographic technologies, and then introduce the space-time graph for space DTNs. Thereafter, the public key
exchange mechanism based on space-time graphs is given.
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3.4 Public Key Exchange Protocol
Due to high delays and unexpected loss of connectivity, an interactive protocol does not work well in space
DTNs. This motivates a design of non-interactive multilevel key exchange protocols in an authenticated manner.
As discussed above, two-channel cryptography and OOB channels have advantages on designing a noninteractive multilevel message authentication protocol, which utilized to enable two DTN nodes to securely
exchange their public keys (or revocation status information). The main idea is to exchange a public key, that
may be long term or ephemeral, on the normal channel, and independently calculate a cryptographic hash value
from this public key. This hash value is then transmitted from one device to the other over the OOB channel, in
order to verify that the public key exchanged on the normal channel has not been altered. Because of only
processing at security-aware nodes, i.e., a “single hop” from a security-aware forwarder to the next securityaware intermediate receiver [13], an authenticated OOB is easily achieved. Accordingly, by utilizing twochannel cryptography, public keys can be authenticated between a forwarder and the next intermediate receiver,
if it is needed. Here considered a space node
protocol. This protocol enables
one hop for

that possesses the public key

to securely send its public key

and performs the following

to another node

which is reachable in

. In more detail, the protocol is performed as follows:

1) The sender,

, appends its identity
to the receiver

sends the result
2) The sender,
3) The sender,

as well as the current time t to its public key

, and thereafter

over a broadband insecure channel (a traditional channel);

, computes
, sends the authentication information for its public key, i.e., h, to the receiver

over the

narrowband authenticated channel (often OOB channels);
4) When receiving the public key

and the authentication information

over the traditional channel and the OOB channel respectively, the receiver
if

is the correct timestamp and

accepts

for this public key from
as the public key of

; otherwise, reject it.

Further illustrated this process in the following Fig.2. Here, H is a collision resistant hash function. In order to
resist birthday attacks, the size of h needs at least 160 bits. Mashatan and Stinson gave a formal security proof
for the non-interactive multilevelmessage authentication protocol on which the above key exchange protocol is
built [14].In addition, in this protocol introduced timestamps to protect it from replay attacks since it is a onepass protocol and inherently open to replay attacks. This means that nodes would need to have a common notion
of time, just as precisely determining windows of communication opportunities and correct antenna-pointing,
for example. The time synchronization issue is one of the current areas of space DTN research. Most works aim
at using suitable modifications to the Network Time Protocol (NTP) and the CCSDS Proximity-1 Space Link
Protocol. NTP is widely used to synchronize computers in the Earth Internet and has been deployed in low-orbit
Earth orbiters. In this paper, assumed that space DTNs have time synchronization.
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Fig.1. Non-Interactive Multilevel Public Key Exchange Protocol

Fig.2. Space-time graphs for space DTNs
3.5 Space-Time Graphs Based Public Key Exchange For Space DTN
Now the public key exchange protocol is described based on the above-generated space-time graph specifying
when and to whom a node should send its public key. When a period comes, say

, the process for public key

exchange is started. According to the space-time graph, each node sends its public key to all the predictable
nodes reachable in one hop, via the non-interactive protocol given by Fig.2. Each node

, i = 1,..., n performs as

follows (used “→” to denote the protocol given in Figure 3):
1) At time
2) At time

,

, when the node
,

, when the node

at the preceding moment
3) At time

is one-hop reachable for

,

at this moment;

is onehop reachable at this moment and not one-hop reachable

;
, when the node

reachable at the preceding moments

as well as

is onehop reachable at this moment and not one-hop
(i.e., not one-hop reachable at all the preceding time

points in the time dimension of the space-time graph); and so on.

Fig.3. Public key exchange based on space-time graph
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As shown in Fig.4, a directed arc line

denotes that node

sends its public key and the corresponding

authentication information to one of its one-hop reachable nodes
cryptography technologies. For node
authenticated manner, since
and

public key to

public key of node

, it sends its public key to node

is its one-hop reachable node at that moment. At time

sends its public key to

sends its

. Thus, all the other nodes in this network have gotten the

, key exchange takes place between three pairs

, key exchange takes place between

pairs, ( ,

,

. Illustrated this process with bold arc lines.

From another perspective, at time
At time

in a non-interactive and

respectively.
,

Then, at time

, at time

at time t, by utilizing a two-channel

) and ( ,

At time

and

, as well as

and V4. Then, at time

), perform this key exchange protocol. Only one pair ( ,
, there are two pairs, ( ,

) and ( ,

and
two

) exchanges keys at time

), performing public key exchange process.

Finally, it is seen that all nodes in the network given in Fig.1 complete public key exchange in four slots from
.It is important to note that the similar method can also be applied to exchange public key revocation messages
between space DTN nodes. In this way, the authentication and integrity of public key revocation message can
also be guaranteed. This is another essential issue of secure space DTNs [15].
With the scheduled and periodic contacts, the public key exchange, public key update and the revocation status
issuing can be implemented based on time-evolving network models combined with two-channel message
authentication mechanisms. Unlike the traditional PKI, here it does not need a Certification Authority (CA) and
no certificate is involved. Via the above mechanism, the backbone network, including DTN gateways that
connect various DTN domains, achieves the support of generally-available public keys. Nevertheless, there are
still some nodes that might never be in contact with some others. Considering this case, let the DTN security
gateways to bridge between the nodes in the backbone network and the nodes in the sub-networks. This means a
hierarchical strategy. Specifically, the backbone network and the access sub-network respectively run the above
protocol interiorly. A DTN security gateway forwards the public keys from the nodes in the domain or subnetwork that the gateway controls to the nodes in the backbone network, along with its own public key.
Meanwhile, the gateway also forwards the public keys of the nodes outside of the sub-network to the nodes in
the sub-network that it controls.

IV.EXPERIMENTAL RESULTS AND DISCUSSION
4.1 Security Considerations
In the public key exchange protocol (Figure 3) based on two-channel cryptography,
corresponding hash value

and its

respectively correspond to the message M and its hash value in

the protocol given in Figure 1. A formals security proof for this protocol, on which the key exchange protocol is
built, is given by Mashatan and Stinson [10]. Here just briefly sketched the key points specifying the security of
the scheme. Two types of attackers are defined as follows: substitution attackers and impersonation attackers, in
order to show that the receiver can assure the owner of the public key, and its authenticity as well as
freshness.For a substitution adversary, it is computationally infeasible to find a substitution

such
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that

.Here,

is a false public key. This is implied from the assumption that the adversary

cannot modify the information (i.e., h) transmitted over the narrow-band authenticated channel.
What is more, H is a collision resistant hash function. In order to resist birthday attack, the size of the
authenticated information h is greater than 160 bits.According to the two-channel cryptography, an adversary
cannot forget the authentication information sent over the narrow-band authenticated channel. Then, for an
impersonation adversary, in order to convince the receiver that a public key

is sent from a target

sender, it has to replay the authentication information previously sent by the target sender, such
. Here note that t is the current time and

as

represents the preceding time. Factually, this

type of attacks are successful with negligible probability, because it is computationally infeasible to find a
forged

such that

, even if

. This is derived from

the assumption that H is a collision resistant hash function and the size of the hash value is greater than 160 bits.

4.2 Perfromance Evaluation
To examine the performance of the proposed scheme, simulations have been conducted to evaluate the
convergence speed. In this simulation, convergence speed is considered as a metric for the performance
measurement. The convergence means that every node achieves the public keys of all the other nodes during a
key exchange period. The convergence speed is measured by the minimum number of slots during which all
nodes in the network complete public key exchange. In this simulation, the experiment is repeated for multiple
times and obtained the average values of this metric. Randomly a time-evolving network is generated via
random graph model.

Slots Needed to complete Key
Establishing

35
30
25
20
15
10
5
0

Non-Interactive multilevel Public Key
Exchange Protocol

0.1 0.2 0.3 0.4 0.5 0.6 0.7
Probability of n-hop Contacts

Fig.4. Convergence Speed Comparison
First a sequence of static random graphs is gnerated in order to represent the time-evolving DTN with 100
nodes. Then, the space-time graph corresponding to this time-evolving network is generated, and thereafter the
public key exchange process is performed on this spacetime graph. In this experiment, probability
pincreasedfrom 0.1 to 0.99 which significantly increses network density. For each probability, 100 random
networks and get an average value is generated, which is presented in Fig.5.
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Non-Interactive multilevel Pu
Exchange Protocol
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Fig.5.Simulation result for Number of Contacts
Fig. 6 shows the simulation result for the number of contact of the communicating entities with proposed
system. From the figure when the number of communicating entities increases the number of contacts also
increases. The proposed system hasfewer contacts when compared to the existing one. The reason is that the

Number of Cryptographic
Operations

convergence speed of theproposed system is high

Non-Interactive multilvel Public Key Exchange
Protocol
Public Key Infrastructure Protocol

60
50
40
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20
10
0
4

.

6
8
10
12
14
16
No.of Communicating Entities

Fig.6.Simulation result for Number of Cryptographic Operations
Fig.7 shows the number of cryptographic operations carried out by proposed system during bundle transmission.
The number of communicating entities include one sender, one destination and as many intermediate nodes
(DM) as possible. While the proposed scheme has zero contact and zero cryptographic operations by the
proposed system, the number of contacts and cryptographic operations by proposed system reduces with
increase in the number of communicating entities.For every contact establish proposed work carries out three
cryptographic operations of public key decryption, signature verification and symmetric key encryption.

V.CONCLUSION
In this paper, a novel approach non interactive public key exchange protocol is proposed along with some
directions for addressing the challenging problem of Non-Interactive multilevel Key establishment in space
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DTN environments and establishing secure context to support for BSP of space DTNs. As the DTN is relatively
new, the current state of the art is mainly limited to the “language” the security nodes should speak upon which
the security services would be built. Limited work has been done in the area of key management and more
specifically in key exchange. In the proposed protocol, the space-time graph is utilized to model the predictable
property of space networks. This makes the key establishment process scheduled and not opportunistic. The
performance of the proposed protocol is measured by means of convergence speed, cryptographic operations
and number of context. The experimental results shows that the proposed protocol is better than the existing
public key exchange protocols in delay tolerant networks
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ABSTRACT
Heterocyclic nucleus shows a vital contribution in medicinal chemistry. Imidazole has occupied a unique
position in heterocyclic chemistry, and its derivatives also shows considerable role in pharmaceutical
chemistry.
Infectious diseases and the increasing number of microbial pathogens resistant to many antibiotics and
chemotherapeutics still make the treatment of infection disease an important universe problem. Despite many
antibiotics and chemotherapeutics drugs are available, but still there is requirement of discovery of new drugs
with improved antimicrobial properties and resistance power. The heterocyclic compound Benzimidazole
derivatives are formed by the fusion of benzene and imidazole rings which containing nitrogen, oxygen, sulphur.
The major challenges for medicinal chemistry the development of simple, effective and eco friendly method for
the synthesis of heterocyclic compound with enhance antimicrobial activity.
Now a day various methods have been proposed for the preparation of imidazole derivative but, all of this
reported method has several drawbacks like ,use of organic solvents which causes, pollution and many type of
disease, strong reaction conditions, time consuming reactions and use of expensive reagents. To solve such type
of problems here we report a simple, practically feasible and eco friendly method for the synthesis of imidazole
derivatives.
The efficient synthesis of substituted benzimidazole derivative 3a-f with excellent yield by one pot condensation
of 1, 2-diaminobenzene 1with aliphatic carboxylic acid in acidic medium 2 under microwave irradiation is
mentioned in this paper.

Key Words: Condensation, Benzimidazole Derivatives, 1, 2-Diaminobenzene, Solvent-Free,
Carboxylic Acid and Microwave Irradiation.

I. INTRODUCTION

The benzimidazole derivatives are formed by the fusion of benzene and imidazole rings which containing
nitrogen. A perusal literature reveals that among many pesticides, nitrogen and sulphur heterocyclic, strong
feature for their activities is the presence of NCS linkage. The biologically activity of various natural compound
is due to the presence of imidazole nucleus.
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On the basis of various literature surveys Imidazole derivatives shows various pharmacological activities like
antifungal1, antibacterial activity2, anti-inflammatory activity3, anti-tubercular4 activity, anti-depressant activity5,
anticancer activity6, antiviral activity7. Benzimidazole derivatives also possess excellent biological activity like
antiulcers8,

antihypertensives9,

antihistaminics10,

antitubercular11,

antiasthmatic12,

anti-diabetic13

and

antiprotozoal.
In addition to benzimidazole, carboxylic acid derivatives which are used in synthesis of benzimidazole
derivative are also associated variable range of antimicrobial activities such anticancer, antibacterial, antifungal,
ant malarial and ant tuberculosis.
The general method for synthesis of benzimidazole derivatives involves the condensation 1, 2-diaminobenzene
with different aliphatic carboxylic acid in acidic medium by refluxing in ethanol but, all of this reported method
has several drawbacks like:
1.

Use of organic solvents which causes pollution and many type of disease.

2.

Strong reaction conditions

3.

Timing consuming reactions

4.

Use of expensive reagents.

The solvent free reaction or dry media techniques under microwave irradiation are one of the main fields of our
research. In view of importance benzimidazole as a chemotherapeutic agent, and development of a facile,
efficient and environmentally benign method to synthesize this heterocyclic compound would be great value.
This observation prompted us to develop an environment friendly approach for synthesis of substituted
benzimidazolewhich possesses various antimicrobial activities.The reaction time, yield, and 1HNMR spectra are
mentioned in Table-1 and Table-2.

II EXPERIMENTAL SECTION
The open glass capillary is used for determination of m.p. and which is generally are uncorrected. TheModel BP
310/50 of Microwave Oven which is operating at 2450 MHz and power output of 500 W was used in these
experiments. The completion of reactions was monitored by TLC. Infra-Red spectra were recorded by using
Shimadzu FTIR-420 spectrophotometer. 1H NMR spectra were recorded at 400oC by using Bruker FT
spectrometer in CDCl3 using TMS as an internal reference. The JEOL SX-303 mass spectrophotometer is used
to record mass spectra. The Coleman automaticanalyses are used to elemental analyses of C, H, and N element
of all compounds. The yield and melting point are given in Table-1.

III GENERAL METHODS AND MATERIALS
3.1 MICROWAVE ASSISTED SYNTHESIS OF SUBSTITUTED BENZIMIDAZOLE
DERIVATIVES 3a-F:
1, 2-diaminobenzene 1(0.002mol) and aromatic carboxylic acid 2(0.002mol) along with HCl were mixed in a
beaker thoroughly and the mixture was heated in household microwave oven, operating at medium power
(500W) for the specified period (1-3 min) mentioned in Table-1.
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The completion of reaction was checked by TLC at every 30 sec. and after completion of reaction. The reactionmixture was allowed to attain room temperature, and then reaction-mixture was eluted with acetate. The solvent
was removedto obtain the crude product 3 a-f.

3.2 THERMAL SYNTHESIS OF SYNTHESIS OF SUBSTITUTED BENZIMIDAZOLE
DERIVATIVES 3a-f:
1, 2-diaminobenzene 1(0.002 mol) and aliphatic carboxylic acid 2 (0.002mol) along with HCl were

first

dissolved in methanol and then reaction mixture was refluxed on water bath at the time specified in Table -1.
The completion of reaction was checked by TLC at every 30 sec. and after completion of reaction. The reactionmixture was allowed to attain room temperature, and then reaction-mixture was eluted with acetate. The solvent
was removed to obtain the crude product 3 a-f.

IV RESULTS & DISCUSSION
After the experiment it is concluded that the compounds which are synthesized in the paper showing enhanced
yield .The identification and characterization of the compound determined on the basis of their1 melting Point,
TLC, 1HNMR and mass Spectroscopy. The spectral and elemental analysis of newly synthesized compound is
elaborated in Table-2, which confirms the structure of synthesized compounds.

Table-1
Melting point and Yield of Compound 3a-f
Compound

Time

Yield (%)

M. P.
(0C)

R
MWI (min) Thermal(hour)

MWI

Thermal

3a

C6H5

3

5

80

38

276

3b

3-

2

4

89

40

266

NH2C6H4
3c

3-ClC6H4

1

5

90

45

298

3d

3-

2

5

85

42

288

3

4

86

45

302

2

4

90

48

285

OCH3C6
H4
3e

3NO2C6H4

3f

3,4-(
Cl)2C6H3

Table-2
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1

HNMR ,I R , Mass SpectraandElemental Analysisof Compound 3a-f

Compd

Mol.Formu
lla

IR
Spectra

1 H-NMR

Elemental Analysis

MS (EI,
m/z (M+)

(CDCl3, δ, ppm)

(KBr, υ
cm-1)
3a
C13H10N2

1755

5.70-5.85 (m, 4H), 13.17 (s,1H,

C, 63.39; H, 5.30; N,

NH exchangeable with D2O),

18.40

194

6.43-7.04 (m, 5H)
1755

3b
C13H11N3

5.75-5.89 (m, 4H), 13.17 (s,1H,

C, 63.39; H, 6.30; N,

NH exchangeable with D2O),

25.07

209

6.50-7.08 (m, 4H), 5.0(s,1H,-NH2
1755

3c
C13H9N2Cl

5.75-5.89 (m, 4H), 13.17 (s,1H,

C, 55.39; H, 6.29; N,

NH exchangeable with D2O),

18.40

228

6.55-7.06 (m, 4H)
1755

3d
C13H9N3O2

5.70-5.85 (m, 4H), 13.17 (s,1H,
NH exchangeable with D2O),
6.46-7.09 (m, 4H), 3.73(s,6H,-

C, 56.35; H, 5.07; N,

239

25.07

OCH3)
3e

C13H8N2Cl2

1755

5.70-5.85 (m, 4H), 13.17 (s,1H,

C, 50.39; H, 5.82; N,

NH exchangeable with D2O),

18.40.

262

6.47-7.10 (m, 3H)

V CONCLUSION
The major challenges for medicinal chemistry the development of simple, effective and eco- friendly method for
the synthesis of heterocyclic compound with enhance antimicrobial activity.
Now a day various methods have been proposed for the preparation of imidazole derivative but, all of this
reported method has several drawbacks like ,use of organic solvents which causes, pollution and many type of
disease, strong reaction conditions, time consuming reactions and use of expensive reagents. To solve such type
of problems here we report a simple, practically feasible and eco-friendly method for the synthesis of imidazole
derivatives. The growth of green chemistry is important because it has many advantages like, short reaction
time, eco-friendly, pollution free and use of energy. In view of importance benzimidazole as a chemotherapeutic
agent, and development of a facile, efficient and environmentally benign method to synthesize this heterocyclic
compound would be great value. This observation prompted us to develop an environment friendly approach for
synthesis of substituted benzimidazole derivatives which possesses various antimicrobial activitieslike
antibacterial, antiviral and antifungal activities etc.
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ABSTRACT
We report synthesis and structural characterization of CoFe2O4:SiO2 nanocomposites. Samples were prepared
by sol-gel and co-precipitation technique. Structural characterization of synthesized samples was carried out
via X-ray Diffraction (XRD), Fourier Transform Infrared Spectroscopy (FTIR) and Scanning Electron
Microscope (SEM) characterization techniques. The results show that the formation of Cobalt Ferrite: Silica
spinel structures are effected by changing methods. FTIR spectra display bonding constituents of CoFe2O4:SiO2.
Surface morphology was studied by using SEM.

Keywords: Co-precipitation, Nanocomposites, Sol-Gel, Structural Properties and Synthesis.
I INTRODUCTION
Nanomaterials and Nanotechnologies attract tremendous attention in recent researches. New physical properties
and new technologies both in sample preparation and device fabrication evoke on account of the development of
nanoscience. Various research fields including physicist, chemists, material scientists, and engineers of
mechanical and electrical are involved in this research. The spinel AB2X4 is one of the most interesting and
important families of crystalline compounds, with applications in magnetic materials, ceramics, catalysis, etc
[1]. A, B and X denote a divalent cation, a trivalent cation and a divalent anion, respectively, in the
stoichiometric formula of AB2X4, including oxides, sulfides, selenides and tellurides [2–4]. Spinel ferrites [5]
have been studied for many years due to their performance in high-frequency devices. In particular, the spinel
cobalt ferrite (CoFe2O4) has covered a wide range of applications including electronic devices, ferrofluids,
magnetic delivery microwave devices and high density information storage due to its wealth of magnetic and
electronic properties, such as high magnetostriction and high rate of change of strain with magnetic field, cubic
magnetocrystalline anisotropy, high coercivity, moderate saturation magnetization, high Curie temperature TC,
photomagnetism, high chemical stability and good electrical insulation [6–17]. Recently, many approaches have
been used to synthesize ferrite ultrafine powders [18–22], but the tendency of nanocrystallites to aggregate and
coarsen at elevated temperature is still a critical obstacle. Hence, the methods of dispersing nanoparticles in a
suitable matrix, such as resin [23], polymer films [24], and silica [25-27], have been applied to prevent from
crystallite coarsening and particle aggregation. The sol–gel-derived amorphous silica matrix is an excellent host
for supporting different type of guest nanoparticles. If nonreactive species were inserted into the initial solution
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(called “sol”), the solid oxide network gradually grew around the species during the sol–gel reaction and finally
obtained a doped gel with dispersed species encaged in the pores of the gel [28]. In this study, cobalt ferrite
(CoFe2O4) nanoparticles are dispersed in silica matrix in a sol–gel method as well as co-precipitation method.

II EXPERIMENTAL
2.1 Materials
Cobalt nitrate hexahydrate (Co(NO3)2 .6H2O) , ferric nitrate nonahydrate (Fe(NO3)3.9H2O),ammonium
hydroxide (NH4OH) (Sigma-Aldrich) and double distilled water were used as precursors of Cobalt Ferrite while
mixture of tetraethylorthosilicate (TEOS) (Merck), ethyl alcohol and double distilled water in a 1/3/10 molar
ratio were used as precursors of Silica. The composites were prepared by adding 35 wt% of Co ferrites in the
matrix.

2.2 Synthesis of SiO2
For this, typical molar ratio of TEOS/ C2H5OH/ H2O was taken as 1/ 3/ 10. NH4OH was added drop wise in
solution mixture of TEOS, C2H5OH and distilled water. Addition of NH4OH turned solution mixture transparent
to milky. The suspension so obtained was stirred for 2h at 60 0C. SiO2 suspension for co-precipitation and solgel follow same route.

2.3 Synthesis with Co-precipitation route
The nitrates of cobalt and iron were dissolved in double distilled water at the determined molar ratio (Co/ Fe =
1/2). NH4OH was used as the precipitating agent. Also, the mixed solutions of Co(NO3)2.6H2O (100ml,1M),
Fe(NO3)3.9H2O (100ml, 2M), were prepared and kept at 600C. This mixture was added abruptly to the boiling
solution of NH4OH. The solution was then stirred at a constant velocity. After that the solutions were
maintained at 70 0C for 1h. This duration was sufficient to form the spinel ferrite. The final pH of the suspension
is approximately 11. A dark brown precipitate in water suspension was obtained. The precipitates were washed
with double distilled water. Suspension so obtained was added to above prepared SiO2 suspension drop wise and
continuously stirred at 60 0C for 4hrs. The resultant precipitates were then filtered and washed many times; and
then dried at 80 0C in vacuum oven for 24h. The dried sample was grind to a very fine powder. These fine
powdered samples were then heated at 750 0C using a programmable muffle furnace.

2.4 Synthesis with Sol-gel route
35 wt% of cobalt ferrite was obtained by dissolving cobalt nitrate and iron nitrate in the deionized water in a
molar ratio of 1:2 according to the stoichiometric proportion of Co and Fe in CoFe2O4. The nitrate salts used in
this work were chosen because they decompose at relatively low temperatures. The CoFe2O4 solution so
obtained wad added drop wise to above prepared SiO2 suspension. The precursor solution was stirred for 2hrs
for homogenization and left to rest for gelation, which happened due to hydrolysis and polycondensation of the
metallic alkoxide. The humid gels obtained were submitted to aging at 600C for 24 hrs; dried at 80 0C for 24hrs
and treated thermally at 750 0C using a programmable muffle furnace.

III CHARACTERIZATION
The samples prepared by co-precipitation and Sol-gel methods were denoted as (A) and (B), respectively. XRD,
FTIR and SEM techniques have been used to characterize the obtained powder products. X-ray diffraction
(XRD) patterns were recorded with X-ray diffractometer using CuKα radiation (λ= 1.54060 Å). X-ray
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diffraction can be pictured as a reflection of the incident beam from the lattice planes. The FTIR study of
samples was performed with FTIR spectrophotometer in the wave number range of 4000-400 cm-1. Specimen
for FTIR study were prepared in the form of pellets by pressing the homogeneous mixture of sample and KBr.
FTIR spectra displays information about bonding constituents of CoFe2O4: SiO2 nanocomposites. A Philips XL30 scanning electron microscope was used to characterize the morphologies and microstructure of the samples.

IV RESULTS AND DISCUSSION
4.1 XRD Study
X-ray diffraction pattern of CoFe2O4: SiO2 samples prepared using both co-precipitation and sol-gel methods are
shown in Figure 1. A very broad hump at 2ϴ ~ 21-250 in XRD traces for both the samples attributes to the amorphous
nature of the SiO2. The XRD pattern shows sharp and intense peaks at 2Ө ̴ 30.10, 33.20(*), 35.57, 36.88, 43.16, 54.10,
57.08, 62.65 which could be easily indexed by comparing with (JCPDS PDF card no. 22-1086) to cubic spinel structure
(Fd3M) of CoFe2O4 with (220), (311), (400), (511) and (440) diffraction planes and (*) represents characteristic peak
of α- Fe2O3. By comparison with the JCPDS database for SiO2 and the results obtained by Hu et al. [29], the peak at 2θ
≈ 31 contain a trace of SiO2 along with the peak at 2θ ≈ 350, however both of these peaks are highly masked by the
CoFe2O4 peaks in the same area. The sharp increase in the intensity of peak centred at 2Ө about 35.570 indicates that
CoFe2O4 particles have nucleated in silica matrix. The strongest reflection was used to calculate the crystallite size and
lattice constant since this crystallographic plane exhibited the maximum diffraction intensity. In this work, the strongest
reflection centred about 35.570 with miller indices by (311) is used to estimate the mean crystallite size of CoFe2O4:
SiO2 from well known Debye- Scherrer formula

β = kλ / D(D-S) cosӨ
In which D(D-S) is the grain diameter, β is half intensity width of the relevant diffraction, λ is the wavelength of the Xray radiation, k is a constant taken as 0.91and θ is the diffraction angle. Mean crystallite size calculated using DebyeScherrer formula (D(D-S)) for nanoparticles obtained by co-precipitation technique is found to be ̴

27 nm and while

particle size of nanoparticles obtained by sol -gel is estimated to be ̴ 16 nm. The interplaner spacing corresponding to
most intense reflection is d is calculated for prominent peak (311) using Bragg’s equation [30]

In order to consider the stress broadening, the particle size is also calculated using Williamson- Hall method (β = kλ /
D(W-H) cosӨ + 4ɛ Sin Ө, where ɛ is stress coefficient) and found to be ̴ 34 nm for nanoparticles synthesized by coprecipitation method and ̴ 25nm that for sol-gel method (Table1).

4.2 FTIR Study
FTIR spectra of the studied provide some important information about the structural changes, phase composition and
bonding in the samples. The FTIR study of samples was performed with FTIR spectrophotometer in the wave number
range of 4000-400 cm-1. A typical FTIR spectrum fig.2 of sample (a) prepared by co-precipitation method shows three
strong broad-absorption bands

centered around 3450, 1635 and 1097cm-1 while that of sample (b) i.e. prepared by

sol-gel method shows bands at 3446, 1637 and 1095 cm-1. In general, in FTIR spectra of silica, 3446 and 3450cm-1 are
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assigned to the stretching vibration of H-O-H and surface silanol group (Si-OH) respectively. The absorption at 1095
cm-1 for Si–O–Si of the SiO4 tetrahedron grows narrower and stronger in FTIR spectra of sample (b) than (a). From the
spectra of both the samples, we can observe a band about 1635-37 cm-1 assigned to the deformation of molecular water.
The band at 1095-97cm-1 is associated with the transversal optical (TO) mode of the Si-O-Si asymmetric stretching
mode vibration. Band at 970cm-1 was probably due to the contribution from Si-O-Fe vibrations and from Si-O-H
stretching vibrations. The presence of Si-O-Fe vibrations reflected some interactions between the highly secluded Fe3+
at 590 cm-1 may be attributed to the presence of

ions and the adjacent silica network. In addition, a very faint band

cobalt ferrite .The poor development of ferrite structure in as-prepared sample is evidenced by the weakening of
characteristic band of ferrite (590 cm-1). This fact is in agreement with XRD results. Absorption at 806 and 468 cm-1
occurs due to bending vibration of Si-O-Si. The above discussion corresponds to the production of well crystallized
cobalt ferrite: silica composites.

4.3 SEM study
Figure3 (a, b) indicates the SEM images of samples which were obtained by two different methods i.e. by coprecipitation as well as sol-gel method. The micrograph of CoFe2O4: SiO2 nanocomposites prepared by co-precipitation
method as shown in Figure 3(a) shows agglomeration of nanoparticles. In comparison to this nanoparticles prepared by
sol-gel method distinctly exhibit narrow grain size distribution and displays better sphericity of particles.

V FIGURES AND TABLES
5.1 Table
Sample

Synthesis method

Lattice parameter (a)
(Å)

D(D-S)

D(W-H)

Interplaner spacing (d)

(nm)

(nm)

(Å)

A

Co-precipitation

8.37

27

34

2.5236

B

Sol-gel

8.35

16

25

2.5176

Table1. The crystallite size, lattice constant and interplaner spacing of the synthesized CoFe2O4: SiO2
nanoparticles prepared with different methods.

5.2 Figures

Fig1. XRD patterns of the products synthesized by different methods (a) Co-precipitation (b) Sol-gel
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Fig2. FTIR spectra of the products synthesized by different methods (a) Co-precipitation, (b) Sol-gel

Fig.3 SEM images of CoFe2O4: SiO2 nanoparticles synthesized by (a) co-precipitation (b) sol-gel method.

VI CONCLUSION
In summary, CoFe2O4:SiO2 nano-particles have been successfully synthesized by the co-precipitation and sol-gel
methods. The ferrite phase formation is confirmed by XRD studies. XRD results confirmed the formation of
cubic spinel structure of the samples. It is also observed that the size and shape of the acquired products are
sensitive to their method of preparation. From the comparative study of both the methods it is illustrated that the
sol-gel method leads to formation of smaller particles compared to that prepared by co-precipitation method.
The FTIR analysis corroborates the spinel structure of the samples and also reveals bonding system of the
constituent atoms and functional group. Surface morphology was studied by SEM characterization technique which
shows agglomeration of nanoparticles by co-precipitation route yet sphericity by sol-gel route.
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NOISE IN MEMS PIEZORESISTIVE CANTILEVER
Udit Narayan Bera
Mechatronics, IIITDM Jabalpur, (India)
ABSTRACT
Though pezoresistive cantilevers are very popular for various reasons, they are prone to noise and they generate
heat that can cause erratic beam deflection. The objective of this paper is to investigate electronic and thermal noise
of a highly sensitive piezoresistive cantilever mainly used for Atomic Force Microscopy (AFM) applications. This
work included the effect of temperature and impurity dependence of piezoresistance for modeling noise limited
resolution. Doping thickness and density varied with both p and n type for measuring noises (Johnson and Hooge)
and joule heating. Results are also applicable to other types of piezoresistive sensors.

Keywords: AFM, MEMS, Noise, Piezoresistive Cantilevers
I. INTRODUCTION
Micro/Nano-level sensor and actuators have emerged one of the most dynamic and exciting technologies since last
two decades for their diverse and innovative applications. These sensors span a great variety of mechanical designs.
With the invention of scanning tunneling microscope and development of the first atomic force microscope (AFM),
various cantilever based sensors receive more and more attention for their small volume and high sensitivity. Simple
cantilever beam type structures have been found to be especially suitable transducers of physical, chemical and
biological stimuli into readily measured signals in forms of tip deflections and induced stress. The optical method
for deflection read-out was developed for detecting cantilever deflection based on light beam reflection or laser light
interferometry. However, the precise alignment and a large fraction of size limit its applications. To get rid of these
problems, microcantilevers with piezoresistive element were introduced. A piezoresistive microcantilever has large
dynamic range, CMOS integration facility and reliability. It can be used in any medium. Having detection
mechanism inside the cantilever and easy implementation in large array allow them to compete with other types of
cantilever such as piezoelectric, electrostatic, thermal etc. But piezoresistive cantilevers are prone to noise. Two
major electronic noises are Johnson noise and 1/f noise. Johnson noise describes voltage fluctuations at the terminal
of a conductor or semiconductor at equilibrium. These fluctuations are caused by the random vibrations of charge
carriers in equilibrium with the lattice [1], [2]. Low Frequency noise is a frequency dependent non-equilibrium
noise, which is predominant at lower frequencies. It is also known as 1/f noise. The mechanism that generates 1/f
noise is still an active area of research. Two widely discussed mechanisms of 1/f noise are the fluctuation in the
mobility described by Hooge [3] and the fluctuation in the number of carriers developed by McWhorter [4].
Piezoresistive cantilevers are vulnerable to thermal effects such as the variation in the temperature coefficient of
resistance because of change in energy level of the carriers and the thermal deflection because of bimetallic effect.
These effects change the characteristics of the piezoresistors significantly.
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II. PREVIOUS WORK
Noise in MEMS sensors has been studied by many scientists who have focused on specific noise sources, which
they believe limit their device performance [5-8]. Optimization analysis to improve sensitivity and reduce noise was
also done [9-11]. Harley and Kenny [9] showed methods used for fabricating high-sensitivity piezoresistive
cantilevers to improve their sensitivity, bandwidth, and noise. They discussed geometric and process parameter
effects on cantilever sensitivity, bandwidth, and noise. Later [1], they gave a more detailed analysis for the
optimization of piezoresistive cantilevers. In their work, sensitivity, noise, bandwidth, and spring constant were
subjected to optimization based on cantilever geometry, process design, and voltage operation. They provided
formulas and graphs showing the effect of thickness, length, and width on cantilever sensitivity. Thinner cantilevers
yielded to an improvement of the sensitivity. Cantilever leg lengths were chosen judiciously since a trade-off
between sensitivity and low frequency noise is involved through the number of carriers. For process optimization,
shallow-doped cantilevers led to high noise, since the number of carriers was small. Deep-doped cantilevers led to
low noise because of the large number of carriers. However, deep-doped cantilevers reduced the sensitivity since the
sensitivity efficiency β derived by Tortonese [12] was smaller. There is therefore a trade-off between noise and
sensitivity. The same effect is seen with the choice of doping concentration since the number of carriers plays a role
in the noise and sensitivity readings. Harley and Kenny confirmed the presence of bulk 1/f noise in their cantilevers.
They propose further studies on anneal to improve the quality of the crystal lattice in order to reduce the bulk 1/f
noise. They also suggested that piezoresistive devices be biased according to their tolerance on power dissipation, to
prevent either their destruction or the decrease of their performance, since at low frequencies the noise increases as
the bias voltage squared.
This paper we introduced a highly sensitive piezoresistive cantilever and then investigated noises by taken care of
piezoresistive properties.

Table 1: Table of variables
Var

Definition

Units

α

Hooge constant

-

β

Sensitivity efficiency

-

πl

Piezoresistive coefficient

m2 /N

ρ

Resistivity

Ω-cm

E

Modulus of elasticity

N/m2

F

Force

N

Fmin

Force resolution

N

fmax

Max frequency

Hz

fmin

Min frequency

Hz

k

Spring constant

N/m

kB

Boltzmann’s constant

J/K

l

Length

m
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lleg

Leg length

m

b

Width of leg

m

p

Doping density

cm-3

q

Electron charge

C

Q

Joule heat

J

R

resistance

Ω

t

thickness

m

T

Temperature

K

td

Doped thickness

m

VB

Bias voltage

V

Vj2

Johnson noise power

V2

Vh2

Hooge noise power

V2

w

Width

m

x

displacement

m

μp

Hole mobility

cm2Vs-1

III. PRESENT WORK
The objective of this paper is to design and analyze a new high sensitive piezoresistive cantilever design and
characterize its noise with respect to atomic force microscopy application. For AFM, a concentrated load of 20 nN
was applied to the free end of the cantilever. The proposed dual leg micro-cantilever (Fig-1) has a U-shaped
piezoresistor (Fig-2) inside it. The design and analysis of the sensor is done using commercially available finite
element analysis software. Single crystal silicon used as the base material of the cantilever. Both p+ and n- type
doping of silicon used for piezoresistor. The noise depends on parameters like doping density, doping types, doping
thickness, leg length, resistivity etc. In general the piezoresistive coefficient is a function of the impurity
concentration and temperature. It is a decreasing function of concentration and temperature. Table-2 shows how
longitudinal piezoresistance varies with doping density. This property is used for calculating noise and hence
resolution. Comments on joule heating of the piezoresistor include both p and n type doping.
Table 2: Longitudinal piezoresistance factor as a function of doping concentration
1×1018

5×1018

1× 1019

5× 1019

1× 1020

n-type (%)

98

92

85

52

34

p-type (%)

95

80

66

28

20

Doping concentration
(cm-3)
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Figure 1: Dual leg microcantilever

Figure 2: U-shaped piezoresistor (after applying force)

(1)
(2)
(3)

(4)
We know that,
and
So,
(5)
Length of the piezoresistor has obtained by taking average of minimum and maximum length. All the legends have
described in Table-1.

IV. RESULTS
Results show a significant increment of sensitivity (1) for proposed dual leg configuration (Table-3) than that of
conventional one (approximately 2.15×). A higher quality factor cantilever withstands for Biosensors while a softer
one shows prominent improvement of performances in AFM. Though piezoresistor length does not have significant
effect on sensitivity in conventional micro-cantilever, a silicon cantilever shows inverse relationship between
sensitivity and leg length illustrated in Fig-3. We varied cantilever length from 100 μm to 400 μm and piezoresistor
length as 0.25l, 0.5l, 0.75l and l, where l is cantilever length. Width and thickness of the cantilever are 10μm and
1μm respectively.
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Table 2: conventional Vs Proposed dual leg configuration
Deflection
(μm)

∆R/R

Surface
-6

Stress(×10 )

(×10-3)

N/m2
Conventional

0.374

0.95

0.686

Dual leg

0.737

2.05

1.48

(Proposed)

In the frequency range from 10 Hz to 1 kHz, when Johnson noise (2) level is growing (Fig-6), Hooge Noise (3) has
found to be decaying with larger leg length (Fig-8). Sensitivity and both types of noise are decreasing with
increasing doping thickness.Fig-5,10,11 describe how noises, resolution, resistivity and piezocoefficient changes
with respect to doping density. Johnson noise is found to be dominating for p-type doping than n-type. A
comparison between Johnson noise and Hooge noise with respect to leg length has illustrated in the Fig-9. Minimum
detectable force (MDF) (4) improved with increased doping densities (Fig-7) and doping thickness (Fig-4). It has
also been found that Joule heating (5) affects more prominently for p+ type than that of n- type (Table-4). Bias
voltage (VB) kept 5V throughout this work.

Figure 3: sensitivity with respect to cantilever
length and leg length.

Figure 4: MDF with different doping thickness (Td)
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Figure 5: Variation of resistivity with respect to doping density

Figure 7: MDD Vs Doping density

Figure 9: Comparison between noises with lleg

Figure 6: Johnson noise

Figure 8: Hooge noise

Figure 10: πl with respect to doping density
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Table-4: Joule Heat
Doping

n-type

p-type

(W)

(W)

10^12

2.6×10-8

8.65×10-9

10^13

2.6×10-7

8.65×10-8

10^14

2.6×10-6

8.65×10-7

10^15

2.5×10-5

8.67×10-6

10^16

2.15×10-4

7.81×10-5

10^17

1.34×10-3

5.56×10-4

10^18

4.7×10-3

2.58×10-3

10^19

0.0194

0.0126

10^20

0.0146

0.096

10^21

0.7031

0.865

-3

density cm

Figure 11:Joule heat with respect to doping density

V. CONCLUSION
All the graphs and data were shown that validate sensitivity, noises and joule heating model in piezoresistive
microcantilever. We found doping has a tremendous effect on performance of piezoresistive microsensors. Both n
and p type doping has been varied along with different doping thickness and doping densities. It has shown that how
geometry of the cantilever such as leg length affects sensitivity and both the noises (Johnson and Hooge). It is also
included temperature and impurity effects of piezoresistor to calculate noises. Finally conclusion on noise limited
resolution has been obtained. All the results shown in this paper are also applicable for other types of piezoresistive
sensors.
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ABSTRACT
A considerable amount of wind energy is produced due to the pressure difference created by the moving vehicles
on the highways. This wind energy can be utilized for the generation of electrical energy with the help of
vertical axis wind turbines. This project aims to extract this energy in the most efficient manner. Vertical
axis wind turbine can be installed on the median of the roads so that the wind from both sides of the median will
act tangentially in opposite direction on both sides of the turbine thereby increasing effective wind speed acting
on the turbine. This wind flow will depend on the velocity of the vehicle, size of the vehicle and intensity of the
traffic. So a detailed survey has to be done for studying these distributions. Based on the studies made an
optimal wind turbine design has to be made. The wind power harnessed through this technique can be used for
street lighting, traffic signal lighting, toll gates etc.

Keywords: Blade Aerodynamics, Permanent Magnet Synchronous Generator, Renewable Energy,
Vertical Axis Wind Turbine, Wind Power.
I.

INTRODUCTION

In today’s life the demand on electricity is much higher than that of its production. One of the biggest issues ever
since men realized is that natural resources are going to be finished one day and a replacement is to be found.
Apart from that fossil fuels play a major role in pollution, global warming and greenhouse gas. In order to
overcome such problems incorporation of more renewable energy sources such as sunlight, wind and biomass is
essential in the current century. Energy is very much essential for development of any nation. The global demand
for energy is increasing in a rapid rate due to rapid rise in population and industrialization, while the energy
sources are depleting in a very fast manner. Currently, more than 68 percent of electrical energy is produced by
thermal power plants where fossil fuels such as coal, diesel etc. are used. As we realize that fossil fuels are going
to be exhausted, we’re trying to develop other means of power generation.
Wind energy is considered the fastest growing source of clean energy. However, it is limited by its variable
nature. Highways can provide a considerable amount of wind to drive a turbine due to high vehicle traffic. Due to
the pressure difference in the air adjoining the vehicle wind will be generated [1]. This project aims to extract this
energy in the most efficient manner. Small vertical axis wind turbines can be installed in these areas to extract this
power. The wind turbines will be placed on the road dividers so that wind flow from both sides of the highway

5081 | P a g e

International Conference On Recent Trends In Engineering Science And Management

ISBN: 978-81-931039-2-0

Jawaharlal Nehru University, Convention Center, New Delhi (India), 15 March 2015

www.conferenceworld.in

will be acting tangentially in opposite directions on both sides of the turbine [2]. These types of turbines can be
installed on express highways and other high speed traffic areas to generate electricity. Ideally, the turbine can be
used globally as an unlimited power source for street lights and other public amenities. Also this system can be
connected to the grid to supply the increased power demand.

1.1

Current Scenario

As of 31 March 2014, total installed capacity in India is 255.012 GW. Most of the energy requirement is served
by the conventional sources, a major part of which is contributed by thermal power plants. In India almost
177.742 GW of energy is generated by thermal plants, 40.799 through hydroelectric power plants, 4.78 GW
through Nuclear power plants and remaining 31.692 GW through other renewable source. India’s electricity
sector is amongst the world’s most active players in renewable energy utilization. India stands 5th in wind power
generation with an installed capacity of 21.136 GW. Even though, we are facing a deficit of electrical energy due
to lack of resources as well as the increased power demand. Currently, we are trying to incorporate more
renewable sources into the grid to support the increased power demand. As a part of it a lot of researches are
going on in the field of wind power generation and the researchers are trying to exploit the field of highway wind
power generation as highway is one of the potential source of wind energy.

1.2

Significance/Importance of the Project

Since we are depending mostly on non-renewable sources, and they are depleting in a very fast manner, currently
there is a shortage of electric power in the world. Also, pollution due to conventional sources like coal, diesel etc.
is also a major problem. Because of these above mentioned reasons, we are trying for incorporation of more
renewable energy resources (like solar, wind etc.) into the grid to support the increasing power demand. These
renewable sources are long term sources of energy and only capital cost is significant for its implementation.
Nowadays, the vehicle density is increasing by a very fast rate and because of the development in road
transportation facilities such as the development of express highways and national highways, where vehicles
move in immense speed, large amount of wind energy will be generated by the moving vehicles on these
highways.

1.3

Objective Of The Project
•

Incorporation of more renewable energy to the power system.

•

Design of a new method of generation of electricity using the wind energy generated by the moving
vehicles on the highways.

•

Development Stand-alone system for providing the power to the highways.

II. DESIGN METHODOLOGY
Optimum design of the turbine is very important in the development of this project. Design of the vertical axis
turbine for the highway wind power generation is explained in the following sections.

2.1

Data Collection

Before starting the design of the wind turbine, it should be made sure that sufficient wind energy is generated by
the moving vehicles on the highways for the operation of the turbine. So, wind readings (peak values) were taken
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from different places in Salem highway at different intervals. The graphical representation of wind readings from
a highway is shown in fig. 1. The natural wind speed is not considered here.
From the readings taken, it was found that average wind speed available on highway median is around 6 m/s.
Also, it is found that wind speed is higher during the night time. From the readings taken from the highways, it
was noticed that wind speed is varying with respect to the height from the ground and maximum wind speed is
obtained between 1 metre and 2 metres from the ground level.

Fig. 1: Wind readings from Salem highway
2.2

Schematic Diagram

Schematic diagram of the proposed project is given in fig. 2. The kinetic energy of the wind is converted into
rotational energy using vertical axis wind turbine which is either coupled directly or through gear. Rotational
energy from the turbine is converted into electrical energy by the permanent magnet synchronous generator
whose output is fed to an IGBT based chopper. Since the wind speed is not constant, the output of the generator
will be varying frequently. Chopper regulates the output of the generator and charges the battery. Stored energy
in the battery can be used to light LED based street lights using an LED driver circuit.

Fig. 2: Schematic Diagram of the Project
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2.3

Blade Selection

Blade selection is one of the major step in the design of a wind turbine. Blades convert kinetic energy from the
wind into rotational energy in the turbine shaft.
Vertical axis wind turbines are of generally two types- drag machines and lift machines. Drag machines move
slower than the wind, have low efficiency and are self-starting, while in case of lift machines blade speeds are
greater than the wind speed and are more favourable from an energy production view point but they are not selfstarting [3]. Wind energy generated by moving vehicles may not be continuous as there may be idle time with no
vehicle traffic and the turbine may need to stop and start frequently. Therefore, self-starting property is one of the
very crucial parameter in case of highway wind turbines.
Two or three blades are the standard but four blades were chosen because it resolves a few issues with vibrations,
noise and starting. Also, when four blades are used, atleast one blade will be always in direct contact with the
wind [4].
To maximise power extraction, the use of cambered or angled blades is beneficial because such profiles will
significantly increase the performance in the upwind where most of the power is produced. Thicker aerofoils are
desirable in gusty conditions because turbines operating at lower tip speed ratios will experience smaller
fluctuations in λ during the gusts and the drop in CP is also reduced
Helically twisting the blades have been shown to produce smoother torque output that can increase the life of the
mechanical components of the VAWT [5] Also, helically twisted turbine yields a steady power output and a
higher mean CP.
From the readings taken from the highways, it was noticed that maximum wind speed is obtained between 1
metre and 2 metres from the ground level. Therefore, the height of the turbine is decided as 1 m. Also, since the
median width is 1 metre, the diameter of the turbine is taken as 0.8 m.

2.4

Mathematical Model

Mechanical work is a form of energy, which is given by force multiplied by distance
E = W = Fs
Force is given by mass multiplied by acceleration
F = ma
E = mas
From kinematics of solid motion,

(1)

v2 = u2 + 2as

a=

v2 − u 2
2s

Assuming the initial velocity of the object is zero,
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Substituting (2) in (1), we get

a=

v2
2s

E=

1 2
mv
2

(2)

The power P in the wind is given by the rate of change of kinetic energy

P=

Mass flow rate

dE 1 dm 2
=
v
dt 2 dt

dm
is given by
dt
dm
= ρ Av
dt

P=

Therefore,

1
ρ Av3
2

The actual mechanical power Pw extracted by the rotor blades in watts is the difference between the
upstream and the downstream wind powers

P=

ρ Av =

From the mass flow rate,

Substituting (4) in (3), we get

1
ρ Av(vu 2 − vd 2 )
2

ρ A(vu + vd )
2

Pw =

(v + v )
1
ρ A(vu 2 − vd 2 ) u d
2
2

Pw =

v
1
v

ρ A  u (vu 2 − vd 2 ) + d (vu 2 − vd 2 ) 
2
2
2


Pw =

 v 3 v v 2 v 2v v 3 
1
ρ A u − u d + u d − d 
2
2
2
2 
 2

Pw =

2
v v 3  
1
 1  v
ρ Avu 3  1 − d 2 + d − d 3  
2
vu vu  
 2  vu

Pw =

1
ρ Avu C p
2

(3)

(4)
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Where, coefficient of performance C p =

2.5

1  vd 2 vd vd 3 
+ −
1 −

2  vu 2 vu vu 3 

Generator Design

Generator is required to convert the mechanical energy generated by the turbine into electrical energy. In this
application, since the wind speed is not constant, the rotational speed of the turbine will be varying frequently.
Therefore variable speed generators should be used here. In wind turbine applications the commonly used
generators are DC generators or permanent magnet synchronous generators [6] [7]. Also, since the rotational
speed of the turbine will be low, the generator should be of low rpm rating.
Here, a three phase PMSG of ratings 100 VA, 24 V, 200 rpm is used for conversion of electrical energy into
mechanical energy.

III. SIMULATION AND ANALYSIS
A Simulink model [8] with permanent magnet synchronous generator and uncontrolled bridge rectifier was
developed for the proposed system, which is shown in fig. 3. The wind turbine model was realized using the
generic equation of Cp developed by Heier, which is given below:

Where,
A variable wind speed block is created to obtain time varying wind output as per the wind readings obtained from
the survey on highway. The block-set gives variable amplitude signal as its output. This variable wind is given as
the input to the wind turbine block-set which is coupled to the permanent magnet synchronous generator. Output
of the generator is rectified using an uncontrolled bridge rectifier. The variable wind input applied to the turbine
is shown in fig. 4. The three phase AC output of the permanent magnet synchronous generator and the rectified
output voltage of the uncontrolled bridge rectifier are shown in fig. 5 and fig. 6.
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Fig. 3: Simulink model of the windmill

Fig. 4: Fluctuating wind input to the turbine
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Fig. 5: Three phase output voltage of PMSG

Fig. 6: Rectified output of bridge rectifier
Since the wind speed is fluctuating, the mechanical torque generated by the turbine will also be fluctuating. The
turbine shaft is coupled to the rotor of the generator. Because of the fluctuating torque input of the generator the
rotational speed of the generator will be varying thus the output voltage of the generator will also be fluctuating
rapidly. Here only an uncontrolled bridge rectifier is used at the output of the generator. But in order to keep the
output voltage constant for battery charging, a closed loop converter should be used.

IV. CONCLUSION
The proposed model of helical vertical axis wind mill will be a good source of renewable energy on highways.
The wind energy generated by the moving vehicles on highways can be utilized to generate electrical energy
which can be stored in a battery and used for purposes like street lighting, traffic signals, road studs etc. This
design concept is meant to be sustainable and environmentally friendly. If these types of turbines can be installed
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on long high speed express highways like golden quadrilateral, a considerable amount of electrical energy can be
generated, which can solve the issue of energy crisis to a large extend.

NOMENCLATURE
ρ

Density of air (kg/m3)

A

Frontal sweep area of turbine (m2)

νu

Upwind velocity (m/s)

νd

Downwind velocity (m/s)
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ABSTRACT
This paper proposes a Model Predictive Control methodology for a non-inverting Buck-Boost DC-DC converter
for its efficient control. PID and MPC control strategies are simulated for the control of Buck-Boost converter
and its performance is compared using MATLAB Simulink model. MPC shows better performance compared to
PID controller. Output follows reference voltage more accurately showing that MPC can handle the dynamics
of the system efficiently. The proposed methodology can be used for constant voltage applications. The control
strategy can be implemented using a Field Programmable Gate Array (FPGA).

Keywords : Buck-Boost DC-DC Converter, FPGA, MPC

I INTRODUCTION
There are many control strategies available for the control of power converters. Proportional Integral and
Derivative (PID) control is commonly used control methodology. The widely used linear PID control depends
on the decision of the operation point that restricts the performances [1]. Model predictive control (MPC) is an
advanced method of process control that has been in use in the process industries in chemical plants and oil
refineries since the 1980s. It has also been used in power system balancing models during recent years. [2]
Model predictive controllers rely on process dynamic models obtained by system identification, most often
linear empirical models are used. The main advantage of MPC is that it allows the current timeslot to be
optimized, taking into account future timeslots. A finite time-horizon is optimized, but only the current timeslot
is implemented. MPC take control actions by anticipating future events. PID and LQR controllers do not have
this predictive ability. MPC is a digital control.

Online MPC is known to be difficult if not impossible to implement for sampling rates above 10 kHz [3]. The
explicit MPC proved to be a viable alternative for the control of power converters. Successful implementation of
a highly simplified explicit MPC law for a buck converter was reported in [4]. In this paper non-inverting buckboost converter is considered. This type of converter has bilinear averaged dynamics which makes the synthesis
of predictive controllers difficult.

Model Predictive control is normally used as a supervisory control strategy with the control action taking place
in minutes or hours [5]. Conventional controllers like PID control is used as low level control with control
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action taking place in seconds. But the conventional controllers will not consider the constraints in the process.
If we can make use of control strategies which take care of constraints also as low level controller, we can
increase the efficiency and reliability of the system. Supervisory controls such as MPC is not used as low level
control because of the hardware limitation to handle constraints. But with the use of Field Programmable Gate
Arrays, this limitation can be avoided and MPC can be used as a regulatory control.
With the increasing power demand in the modern world, the use of renewable energy sources is becoming much
more important. Renewable energy technologies are clean sources of energy which have much lower
environmental impact than conventional sources of energy.

This paper also concentrates in the integration of

solar and wind energy for constant voltage battery charging. With the use of buck-boost converter desired output
voltage can be obtained for a wide range of input voltage.

Planning and
Scheduling

Real-Time
Optimization

Supervisory
Control

Regulatory
Control

Safety and
Protection

Measurement and
Actuation System
Process

Figure 1. Hierarchy of process control[5]
The low complexity control law can be implemented using VHDL or Verilog suitable for practical deployment
in low cost FPGA or ASIC device. FPGA implementation can also be done using LabVIEW platform [6].

II BUCK-BOOST DC-DC CONVERTER
The non-inverting buck-boost converter is essentially made up of one buck and one boost converter connected
in series. This type of converter can produce lower as well as higher output voltages than the supplied one. A
PWM signal can be given as the control signal. The PWM signal must have constant frequency and controlled
duty cycle ratio. The duty cycle is varied for attaining desired output voltage. The schematic representation of
buck-boost converter is shown in Fig. 2.
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Figure 2. Schematic reprasentation of non-inverting buck boost converter
A simplified model of the system is derived for the control design. Effect of dead time and non-linearities of the
circuit components are neglected. The ON resistance of the power transistors is lumped with the inductor
resistance into RL. The resulting model is described by:

(1)
(2)

III MODEL PREDICTIVE CONTROL
In recent years the model predictive control (MPC) gained significant interest from academic community as an
alternative to classical control methods for power electronics. Even some industrial high volume products were
announced recently that are claimed to be MPC based [7]. The main advantage of MPC with respect to
conventional control is systematic treatment of system constraints. Optimization with respect to a given criterion
typically gives a boost in converter performance as well [8].
In this paper we employ the MPC methodology to control a non-inverting buck-boost converter, which is a very
common converter topology and is often considered as a benchmark for control design. We specifically aim at
low and medium power converters where cost-effective solutions are essential, and high sampling rates are
required.

IV SOLAR AND WIND INTEGRATION
In the laboratory setup we have 5 Solar PV modules of rating 75W with open circuit voltage Voc=21.5 V. The
output voltage obtained from 5 such panels is 90V. We also have one wind turbine of rating 1KW 24V 3 phase
PMSG. Buck-Boost DC-DC converter can be used to obtain an intermediate voltage between these two for
constant voltage applications such as battery charging.
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Figure 3. Battery Charging Application
V SIMULINK MODEL
MATLAB Simulink model has been created for PID and MPC control of Buck-Boost converter and its
performance is analyzed.

Figure 4. Open loop control of buck-boost converter
The buck-boost converter is operated in buck mode by controlling the switch T1. Switch T2 is kept in open
condition. Here we want to keep output voltage at 20V. The error voltage is supplied to the PID controller which
is then compared with the inductor current to obtain the switching pulse to the switch T1. Here inductor current is
taken as the state variable.
The buck-boost converter is operated in boost mode by controlling the switch T2. Switch T1 is kept in open
condition. Here also we are trying to keep output voltage at a constant level of 20V. The error in the output
voltage is fed to the PID controller which is then compared with the inductor current to determine the switching
pulses to be given to switch T2. Inductor current is taken as the state variable.

Figure 5. PID control of buck-boost converter - buck mode
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Figure 6. Simulated Result Of Output Voltage - Buck Mode

Figure 7. Applied PWM Signal To Switch – Buck Mode

Figure 8. PID Control of Buck-Boost Converter - Boost Mode
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Figure 9. Simulated Result of Output Voltage - Boost Mode

Figure 10. Applied PWM Signal To Switch - Boost Mode
VI SIMULATION RESULT
Performance of PID and MPC controller for buck-boost converter is studied using MATLAB Simulink model.
Unlike model predictive controller (MPC), PID controller directly compares the collected data value with a
reference data value, and then use the compared error value for the new input in order to minimize it and keep
the system data value reach and stay at the set point [9]. The parameters of PID controllers used in the
calculation must be tuned according to requirements of system performance.

Figure 11. MPC Controlled Buck-Boost Converter
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Figure 12. MPC Controlled Buck-Boost Converter
A Simulink model for studying the performance of MPC on buck-boost converter has been developed. MPC
Controller Toolbox in MATLAB is used for designing MPC controller.

Figure 13. Simulated Result Of Output Voltage – Mpc Controller
VII FUTURE SCOPE
The MPC algorithm for controlling buck-boost DC-DC converter can be implemented using FPGA. Systems
based on FPGAs (Field Programmable Gate Arrays) provide many advantages over conventional
implementations. Unlike processors, FPGAs use dedicated hardware for processing logic and do not have an
operating system. Because of the parallel processing paths, different operations can be executed parallel without
competing for the same processing resources. This makes FPGA very fast, and multiple control loops can run on
a single FPGA device at different rates. Verilog or VHDL can be used as the programming language.
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VIII CONCLUSION
MATLAB simulation of buck-boost is carried out for both PID and MPC controller. Results are compared for
the two controller. MPC is found to show better results compared to conventional PID controller. Compared to
the PID control, MPC shows better result. Time taken to reach the set value is considerably less in case of MPC
control. Output follows the set-point more accurately. In case of PID control the output reaches the set value of
20 V in 0.35 seconds, whereas in case of MPC controller the output reached set pint in less than 0.2 seconds.
The results showed the advantage of MPC for dealing with the system dynamic over PID and could be designed
for more complex and fast system dynamics even in presence of constraints.
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ABSTRACT
Wireless sensor network (WSN) is vulnerable to many kinds of attacks since they have unique characteristics
like limited bandwidth, limited battery power and no specific network topology. Therefore interest in research of
security in WSN has been increasing since last several years. Security is a very challenging issue in WSN as it is
without infrastructure and self-governing. Wormhole attack is one of the severe attack in wireless sensor
network. In this paper, the techniques dealing with wormhole attack in WSN are surveyed and an approach for
wormhole detection and prevention is proposed. Our approach is based on timing measurement mechanism and
other characteristics of Wormhole attack and will be implemented for AOMDV (Ad hoc on demand Multipath
Distance Vector) routing protocol in WSN. Proposed approach looks very promising compared to other
solutions proposed in literature. All the simulations will be performed in NS2 simulator.

Keyword- AOMDV, malicious node, RTT, Wormhole attack, WSN.
I. INTRODUCTION
The wireless sensor network is an approach to perform the communication using sensor nodes. The technology
allows nodes in a network to communicate directly with each other using wireless transceivers without need for
a fixed infrastructure. Sensor nodes are deployed in large number to monitor the environment or system by
measurement of physical parameters such as temperature, pressure, characteristic of object and their motion or
relative humidity. Each node of the sensor network consist of the three subsystems: the sensor subsystem which
senses the environment, the processing subsystem which performs local computations on the sensed data and the
communication subsystem which is responsible for message exchange with neighbouring sensor nodes. Size and
cost on sensor nodes result in corresponding constraints on resources such as energy, memory, computational
speed and communications bandwidth. The application scenarios for WSNs are many, including military
surveillance, commercial, environment, medical, manufacturing and home automation to name many but few
[1]. WSNs are vulnerable to variety of security attacks due to the broadcast nature of the transmission medium
and fact that sensor nodes often operate in hostile environments.
Classification of security attacks in WSNs is done according the layers of the OSI model. The attacks which
operate at the network layer are referred to as routing attacks. There are many types of attacks possible in
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network layer like spoofed or replayed routing information, selective forwarding, sinkhole attack, Sybil attack,
Wormhole attack and Hello flood attack.
Section II describes about wormhole attack in detail. Section III describes related work proposed by various
authors. Section IV deliberates our proposed work for detection and prevention of wormhole attack. Section V
defines the platform of implementation. In section VI we conclude.

II. WORMHOLE ATTACK
During this attack, a malicious node captures packets from one location in network and “tunnels” them to
another malicious node at a distant point which replays them locally. The tunnel can be established in many
ways e.g. in-band and out-of-band channel. This makes the tunnelled packet arrive either sooner or with a lesser
number of the hopes compared to the packets transmitted over normal multi hop routes. This creates the illusion
that the two end points of the tunnel are very close to each other. However, it is used by malicious nodes to
disrupt the correct operation of WSNs routing protocols [2]. They can then launch a variety of attacks against
the data traffic flow such as selective dropping, replay attack, eavesdropping etc. Wormhole can be formed
using, first, in-band channel packet to another malicious node

using encapsulation even though there is one

or more nodes between two malicious nodes, the nodes following
between

and

nodes believe that there is no node

employ an physical channel between them by either dedicated wired link or long range

wireless link shown in Fig. 1

Figure 1. Wormhole Attack
When malicious nodes from a wormhole they can reveal themselves or hide themselves in a routing path. The
former is an exposed or open wormhole attack, while the latter is a hidden or close one. In Fig 1, the destination
D notice that the packet from the source S is transferred through the node A and B under hidden wormhole
attack, while it believes that the packet is delivered via node

and

under exposed wormhole attack.

III. RELATED WORK
In this section we discuss some of the existing solutions to the wormhole attacks in wireless ad hoc networks
and mobile ad hoc networks. Few of the solutions are as below:
S.Gupta et al [2] proposed a Wormhole Attack Detection Protocol using Hound packet called WHOP for
detecting wormhole attacks without using any special hardware or monitoring system. In this method after route
discovery process source node uses a hound packet to detect wormhole attacks which counts hop difference
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between the neighbours of the one hop away nodes in the route. After the process the destination node detects
the wormhole based on the hop, difference between neighbours of nodes exceeds the acceptance level.
The technique called ‘packet leashes’ [3] prevents packets from traveling farther than radio transmission range.
The wormhole attack can be detected by an unalterable and independent physical metric, such as time delay or
geographical location. It overcomes wormhole attack by restricting the maximum distance of transmission,
using either tight time synchronization or local information. Temporal leash is to ensure that the packet has an
upper bound on its lifetime. The drawback of this is that they need highly synchronized clocks. Geographical
leash is to ensure that the recipient of the packet is within a certain distance from the sender. The drawback of
this scheme is that, each node must know its own location and all nodes must have loosely synchronized clocks.
Because clock synchronization is resource demanding, and thus, packet leashes have limited applicability in
wireless sensor networks.
Chiu et al. [4] introduce a delay analysis approach called DELPHI. It calculates mean delay per hop of every
possible route. DELPHI applied a multi-path approach, and recorded the delay and hope counts in transmitting
RREQ and RREP through the paths. After collecting all response, the sender computes mean delay per hop of
each route. The path with the wormhole attacks, the delay would be obviously longer than the normal path with
the same hop count. Hence, the path with longer delays would not be selected to transmit data packet and
wormhole nodes could be avoided.
Khalil et al. [5] introduces LITEWORP in which they used notion of guard node. The guard node can detect the
wormhole if one of its neighbour is behaving maliciously. The guard node is a common neighbour of two nodes
to detect a legitimate link between them. In a sparse network, however it is not always possible to find a guard
node for a particular link.
Varsha et al. [6] presented efficient method to detect a wormhole attack called modified wormhole detection
AODV protocol (MAODV). Detection of wormhole attack is performed using number of hops in different paths
from source to destination and delay of each node in different paths from source to destination. It compares the
delay per hop of every node in the normal path and a path that is under wormhole attack, finds that delay per
hop of a path that is wormhole attack is larger in comparison of normal path. Drawback is that this method does
not work well when all the paths are wormhole affected.

IV. PROPOSED MECHANISM TO DETECT AND PREVENT WORMHOLE ATTACK
Ad-hoc on-demand Multipath Distance Vector routing protocol is an extension to the AODV protocol to
discover multiple paths between the source and the destination in every route discovery. In AOMDV routing
protocol for communication of any two nodes the sender node checks in the route table whether a route is
present or not, if the route is not present then it broadcasts the RREQ packet to its neighbours which in turn
checks whether a route is present to the required destination or not, if present it gives the routing information
else it broadcasts the packet. Whenever the destination receives the RREQ packet it sends RREP packet to the
source along the same path through which the RREQ packet has arrived. For all RREQ packets arrived through
other routes the RREP packets are sent along the same path. All the paths are stored in the routing table at
source node. In this way the routes are established [7]. The main idea in AOMDV is to compute multiple paths
during route discovery procedure for contending link failure. When AOMDV builds multiple paths, it will select
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the main path for data transmission which is based on the time of routing establishment. The earliest one will be
regarded the best one, and only when the main path is down other paths can be effective.
This paper proposed a technique to detect and prevent the wormhole attack in the network efficiently using
AOMDV protocol. Details of the proposed algorithm is as follows. Note time

when the source node

broadcasts a RREQ packet and when the corresponding RREP packet is received by the source, again note the
received time of the packet. If there are multiple RREP packets received, that means there are more than one
route available to the destination node then note the corresponding times
the above two values one can calculate the round trip time
Trip Time of each route

of each RREP packet. By using

of the established route or routes. Take Round

and divide it by respective hop count. With the help of this value say

the average round trip time of all the routes. The value obtained is threshold Round Trip Time
threshold value with each Round Trip Time
Trip Time

and hop count of that particular

. If the total Round Trip Time

calculate

. Compare the

is less than threshold Round

route is equal to two than wormhole link is present in that

route else no wormhole link present in that route. Since wormhole link detected in that route, sender detects first
neighbour node

as wormhole node and sends dummy RREQ packet through that route i and neighbour

At the destination end receiver receives dummy RREQ packet from its neighbour
as wormhole node. Routing entries for

and

.

and detects neighbour

are removed .from the source node and broadcast to other

nodes. Thus wormhole affected link is blocked and is no more used. So, that from the next onwards whenever a
source node needs a route to that destination, first it checks in the routing table in the route established phase for
a route and it will come to know that, the route is having wormhole link and it will not take that route instead it
will take another route from the routing list of the source node which is free from wormhole link if available.
Advantage of using AOMDV protocol in our proposed mechanism is that, it has less overhead and end to end
delay.
4.1 Algorithm
1. When sender broadcast route request packet it will note the time

.

2. For each route reply received by the sender node, sender node notes time

.

3. Sender node calculates the round trip time for all routes using a formula
=

- .

4. Calculate the threshold round trip time by using this formula
=
5. Calculate average round trip time for every route, using round trip time of different routes obtained in step 4.
6. Note this time as threshold round trip time
7. If (

is less than

for each route.

and hop count on route i is equals to 2 == true) then{

a. Detect route i as a wormhole link
b. Sender detects first neighbour node

as wormhole node
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c. Sender sends dummy RREQ through route i and neighbour
d. Receiver receives dummy RREQ from its neighbour
e. Receiver detects its neighbour
f. Routing table entries for

and

as wormhole node
are removed and also broadcasted to other nodes

}
Else {
There is no threat of wormhole attack and it is not detected
}
End If

4.2 Diagram of Proposed Algorithm

Figure 2 Route Selection of Proposed Method
The process explained in section VI sub section A. is same as presented in the above diagram. Number of the
routes (i) is equal to 3. Route 1 is wormhole affected path and so dummy route request is sent through this path
to detect the malicious nodes, thus avoid the path from being used to send the packets by source node S to
destination node D.

V. SIMULATION ENVIRONMENT
The preferred Network Simulator version 2 (NS-2) is discrete event packet level simulator. NS-2 is a package of
tools that simulates behavior of networks such as creating network topologies, log events that happen under any
load, analyze the events and understand the network. Network Simulator is based on two languages: C++ and
OTcl. OTcl is the object oriented version of Tool Command Language. While the core of NS-2 is written in

5102 | P a g e

International Conference On Recent Trends In Engineering Science And Management

ISBN: 978-81-931039-2-0

Jawaharlal Nehru University, Convention Center, New Delhi (India), 15 March 2015

www.conferenceworld.in

C++, one uses OTcl to write simulation scripts. Operating system used is Linux or UNIX based. Trace file is
obtained at the output used for Network Animator and also for plotting X-Graph [8].

VI. CONCLUSION
In our technique no special hardware is required. All we need to do is calculate the round trip time of established
route and average round trip time (RTT) of every route to calculate threshold RTT. In this strategic method not
only wormhole nodes in WSNs are prevented but also detected. Future plan is to implement a new mechanism
to defend against wormhole attack which could be easily integrated with AOMDV routing protocol. Effort will
be done to improve the parameters like Packet delivery ratio, throughput and end to end delay. Lastly compare
its result with standard methods.
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