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ABSTRACT 

In now a days increasing diseases and people are becoming health conscious. And proper diagnosis of 

diseases and time to time normal or abnormal biological changes detection leads to avoid critical situations. 

Hence the system designed for that purpose that periodically monitoring of patient and nodes of sensors for 

detecting biological changes should be done and under observation of all patients simultaneously can be easy 

by the body sensor network. IOT based technology used in system. Body Sensor Network Technology (BSN) is 

an important development of IOT techniques in healthcare in which a sick person is observed through a set of 

low power and light wireless sensor nodes. However, the development of this new innovations in healthcare 

domain ignoring security leads to the patient vulnerable to privacy. In this paper, firstly, we note the main 

safety requirements in modern BSN-based healthcare systems. Later, we offer a health insurance setup IOT 

with BSN, called BSN-Care, that can meet these needs effectively. 
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I. INTRODUCTION 

The body sensor network innovation is a most basic advancements utilized as a part of IoT-based cutting edge 

medicinal services framework. It is fundamentally an accumulation of low-power and light weight remote 

sensor hubs that are utilized to screen the human body works and encompassing environment. Since BSN 

hubs are utilized to gather delicate (life critical) data and may work in unfriendly situations, in like manner, 

they require strict security components to counteract noxious communication with the framework. The social 

insurance remote checking frameworks have turned into key donor to the change of the general population' 

personal satisfaction. The market area of social insurance remote checking frameworks has expanded 

altogether. The quantity of  individuals is expanding over the time where today in created nations it is entirely 

ordinary that individuals generally live autonomously in their own particular homes.  

Moreover, Internet of things (IoT) makes these social insurance remote observing frameworks in fact 

attainable (IoT as the idea of a screen capable and modifiable world in which sensors and actuators over living 

and non-living items) and the notwithstanding diminishing expense of sensors makes it monetarily possible. 

Some of the infiltration of savvy versatile innovation, it is additionally expected that populace is as of now 
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arranged to acknowledge this sort of arrangements gathering progressively individuals' private and delicate 

information, for example, temperature, blood glucose, pulse, beat oximetry sensor to provides some e.g. For 

example, human services individual analyzers, for example, brilliant beds naturally advise who are possessing 

them and much more, they can educate about various patients' physiological levels, making genuine keen 

home pharmaceutical allocators to, for example, consequently ready when prescription is not taken.  

In this project, at first we target the few security requireds in BSN based present day medicinal services 

framework. At that point, we invent a protected IoT based human services framework utilizing BSN, called 

BSN-Care, which can ensure to effectively finish those prerequisites. Accordingly, whatever is left of the 

article is sorted out as takes after. Secondly, we introduce a rundown of security parameters which are need to 

be tended to in any IoT based social insurance framework utilizing BSN. Thirdly, we depict a portion of the 

associated works in IoT based human services framework utilizing BSN. At last, we presented our BSN-Care 

framework and thusly, in this segment, we likewise so demonstrate to implement security in our BSN-Care 

model to accomplish all the fundamental security properties. 

 

II. LITERATURE SURVEY 

Sensor Body Sensor Technology (BSN) is the fundamental technologies for the development of IOT in the 

healthcare system, in which a ill person can be examined using a collection of light nodes and wireless 

sensors light. However, the development of this new system in healthcare applications without regard to 

safety makes the privacy of patients vulnerable. In this article, they firstly look out the major safety 

requirements in modern healthcare BSN [1]. The technology can be utilized to examine physiological 

parameters, such as the heart rate and the temperature of a human body. The aim of this project is to 

implement a safe and economic signs, accurate consumption that can be apply regularly and control with 

energy and vital efficiency rely on the Zigbee (IEEE 802.15.4) The device detects if a person is a disorder 

Physician and a Rx connected to a computer diagram chart for monitored physiological specification of a 

human body [2]. 

This article presents a detailed discussion of the various applications of intelligent WBAN health systems, 

development history, its benefits, disadvantages and prospects and future scenarios of this system. It also 

highlights the factual design before it has helped WBANs to provide long-term medical monitoring. Our main 

goal in this paper is to understand among main applications of sensor networks in the this area, known as the 

"Ear Amplifier", which helps people with problems in hearing to work better [3]. Recent interest and 

advancements in Wireless Body Area Networks (WBANs) has risen significantly, in no small part due to the 

demand for health monitoring devices, not only for use in professional healthcare institutions, but also from an 

ever increasing number of health conscious individuals. Here, we focus on giving an summary of WBAN 

applications, spanning the medical and non-medical fields. Furthermore, the challenges and issues needing to be 

thought upon for various applications are highlighted for future work[4]. This thrilling new domain of study is 

called the Wireless Area Network (WBAN) and leverages IEEE 802.15.6 and 802.15.4j standards, standardized 

specifically for WBAN physicians.  
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The purpose of WBAN is to make easy and better the speed, accuracy and dependability of sensor / actuator 

communication within, inside and in the vicinity of the body. The huge amount of the challenges related to 

WBAN has resulted in a number of publications. Here we examine the current state of WBAN art depending 

on the newest standards & publications [5]. 

 

III. METHODOLOGY 

A. System Block Diagram 

Here we propose to implement a health monitoring system. It mainly consists of four parts: First part is the 

heart pulse rate. This sensor is utilized to monitor the pulse rate of the person under observation. The usual 

heart rate of an adult human is 60-100 beats per minute. If the pulse heart rate of the sick person goes out of 

this particular range the pulse rate sensor generates a signal and sends it to the Raspberry Pi.0 

 

 

Fig. 1.Block Diagram 
Second part is monitoring the body temp. of the patient. We have used an LM 35 sensor for sensing the body 

temp. of the patient.The normal range for the body temperature of a normal person is 37 degree Celsius. If the 

deviation from this scale is large from this normal temperature then the LM 35 sensor will generate a signal and 

send it to the Raspberry Pi. The Third part of the system is that to ensure the sick person is in proper physical 

posture. Many times there is chance of a patient falling due to unconsciousness. There is a huge threat of 

sustaining fatal or serious injuries. Hence in this project uses the ADXL 345 sensor for fall detection. The 

attitude angle that is associated to the acceleration of the output of the ADXL345 sensor is considered as the 

judgment standard. The system can detect the trend, and make accurate judgment when the fall occurs, then 

send a signal to the Raspberry Pi. Hence we can immediately detect if a patient has fallen. 

B. Hardware  Used 

1.Raspberry Pi 

Raspberry Pi is a credit card size computer developed only in the UK by the Raspberry Pi Foundation with the 

aim of stimulating the teaching of basic computer science in schools. It has two models; The model has 256 

MB of RAM, a USB port, and a network connection. Model B has 512 MB of RAM, two USB ports, and an 
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Ethernet port. The Broadcom BCM2835 has a system on a chip that includes an ARM176JZF-S 700MHz, 

Core Video GPU IV and an SD card processor. 

2. ADXL 345 Sensor 

The ADXL345 is a small accelerometer with three axes, and ultralupo thin, high resolution (13 bits) up to ± 

16 g. The digital output data is formatted as 16-bit twos complement and are accessible via an SPI digital 

interface (3 or 4-wire) or I2C. The ADXL345 is suitable for mobile applications. Measure the static 

acceleration of gravity in tilt sensing applications, as well as the dynamic acceleration resulting from 

movement or shock. Its high resolution (3.9 mg / LSB) allows measuring tilt changes of less than 1.0 °. 

Various special detection functions are available. 

3. Body  TemperatureSensor 

This is human body temperature sensor. It can be applied to skin surface and indicate the body temperature 

after reaching steady state. The sensor is accurate and stable and complies with medical certification. It can be 

utilized in many applications such as child incubators, patient supervision and medical research labs. And 

specifications are bellow: 

 Accuracy: +/- 0.4% 

 Resistance: 2.25 Kohm at 25 C 

 Cable Length: 3 meters 

 Time constant: 7 second (sensor require about 5 time constant for stability to read 99%) 

 Temperature range: -40 to 100 C 

 Certification: CE,ISO13485 

 

4.Pulse Rate Sensor 

Pulse Sensor is a well-designed plug-and-play heart-rate sensor. It can be used by students, artists, athletes, 

makers, and game & mobile developers who want to easily incorporate live heart rate data into their projects. 

The sensor clips onto a fingertip or earlobe and plugs right into microcontroller board.  

 

IV. SECURITY REUIREMENTS IN IoT BASED HEALTHCARE SYSTEMUSING BSN 

Security is a one of the best out of basic parts of any framework. Individuals have alternate opinion with respect 

to security and thus it characterized from multiple points of view. Generally, security is an idea like wellbeing of 

the framework all in all. Presently, the correspondence in sensor arrange applications (like BSN) in human 

services are generally remote in nature. This presents different security dangers to these frameworks. These are 

the security issues cloud posture difficult issues to the remote sensor gadgets. In this area, we depict the key 

security prerequisites in IoT based human services framework utilizing BSN. 

1. Data Privacy 

Like WSNs, information security is thought to be most vital issue in BSN. It is required to shield the 

information from revelation. BSN ought not release patient's imperative data to outer or neighboring systems. 

In IoT-based human services application, the sensor hubs gather and advances delicate information to an 
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organizer. A foe can listen in on the correspondence, and can catch basic data. This listening in may bring 

about potential dangers to the sick person since the enemy can utilize the procured information for some illicit 

purposes. 

2. Data Integrity 

Maintaining sensitive information does not shield it from outer changes. A foe can simply modify the 

information by including a few pieces or by controlling the information with in a bundle. This modified data 

can be sent to the facilitator. Absence of trustworthiness system is rarely exceptionally risky particularly in 

the event of life-basic (when crisis information is changed). Information misfortune can likewise happen due 

to the awful correspondence environment. 

3. Data Freshness 

Data Freshness The foe may at times catch information in travel and replay them later utilizing old key as a 

part of more seasoned to confound the facilitator. Information freshness advises that information is new and 

nobody can replay the old message.  

4. Authentication 

It is among the best necessities in any IoT based medicinal services framework utilizing BSN, which can 

proficiently manage the imitating assaults. In BSN based social insurance framework, all the sensor hubs send 

their information to an organizer. At that point the organizer sends intermittent redesigns of the person under 

treatment to a server. In this unique circumstance, it is exceedingly basic to guarantee both the character of the 

organizer and the server. Verification affirms their personality to one other. 

5.  Anonymity 

A more tasteful property of the obscurity is the untraceability, which ensures that the foe can neither perceive 

who the sick person is not can distinguish whether two discussions start from same (obscure) quiet. Similarly, 

obscurity shrouds the wellspring of a parcel (i.e. sensor information) amid remote correspondence. It is an 

administration that can empower secrecy. 

6.  Secure Localization 

Most BSN applications require accurate approximation of the area of patient. Absence of savvy following 

system permits a foe to send in right reports about the patient area by reporting false flag qualities. Presently, 

with a specific end goal to guarantee a safe IoT-based social insurance framework utilizing BSN, it is 

exceedingly basic that the framework ought to represents all the aforementioned security necessities and in 

the end can oppose different security dangers and assaults like information change, pantomime, listening 

stealthily, replaying and so on. 
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Table 1. Security Risks to BSN and corresponding Security Requirements 

 

V. RESULTS 

In the Fig.2 shows Experimental Setup and Fig. 3 gives the various kinds of pulse heart rate of patient also its 

encrypted pulse rate. Then temperature is display on the screen.  

 

Fig. 2  Experimental Setup 

 

Fig. 3 Result of Temperature  

 

Fig. 4 Result of Temperature, ADXL and Pulse Rate 
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Fig. 5 Web Application Output 

 

Fig. 6 Mobile Output 

 

Table 2: Result Table 

 

 

 
VI. CONCLUSION  

The project was planned to reduce the response time for a medical emergency. It constantly senses the heart 

pulse rate, the body temperature, and has a provision to detect falls. The main objective of the project was to 

notify the doctor once likely so that proper action can be taken to treat the patient. The use of internet means 

that the condition of the sick person can be observed through a web page or an Android app. Hence we can 

state that this project helps in significantly reducing the time needed to spot an emergency and act quickly. It 

is also affordable than most other systems due to its affordable architecture. 
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