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ABSTRACT

This research paper discusses software defisedurelnternet of Things (loT)ata transmission irbG
millimeter wave (mmWavegommunicationsystem The proposed software definedystem dynamically
interleaves the datheforetransmssion in in5G mmWae communication systerBoftware defined secure 5G
mmWave communication system randomn@nsmits the dynamically interleaved data and the interleaved
parametergo the desed 10T device The loTreceiver performs dynamic deterleaving of the receivedath
using the received interleav@adrameters

Keywords- Millimeter Wave (mmWave); software defined (SCHoftware DefinedRandom Skip
Count (SDRSC)

I. INTRODUCTION

5G mmWave Communication is an emerging technique that helps to increase data cepmsttha globe by
having mmWave communication link. 5G mmWawmmunicationwill facilitate various advancdoT
applications like 10T, Virtual Reality (VR) , Augmented Reality (AR) and etc. Further I0T devices are also
involved in various transactions,tdeexchangepayments and so on. Further, 5G mmWave loT Communication
enabled devicesan be used to view real time information and to purchase itemslevices are equipped with
transceiversre capable of sending an encrypted data to the other loGedfA5].

5G mmWave 0T communication system requires security for data. The 5G loTcatatbe captured and
decoded which will lead to loss of sensitive data. The data transmitted using 5G mmWave loT communication
systemmay be demolished usingjammer The 5G mmWave IoT communication data can be prone to data
modification attacks if not transmitted securddd mmWave 0T communicaticzan suffemarnin-the-middle

attack and important transaction may take the incorrect re¥altius kind of attacksan critically affect the

5G mmWave IoT communicatiointerleaving has been used for avoiding the noiseitapermits arrangement

of data in specific row and column formats 5G mmWave loTcommunicationthere is a demand and need for

a securenethod br ensuring data security in 5G mmWave IoT communication s)&&h

5G Millimeter Wave (mmWave) communication system growth also inviting attention of IoT along with
security. 5G loT will provide pervasiveness and ubiquity with mmWave communicatiogmsykiT for a
common user will increase interaction with user common devices and will interact in virtual or augmented mode
having l1oT connectivityThe method proposed hererdiable and highly precisgecuredo prevent 0T data

loss and |oT data leaga[10-15].
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This paper is organized as follows: Sectiondiscribe thedynamic interleaving in 5G mmWave |oT
communication systemSections Ill describethe dynamic interleaving steps in 5G mmWave IloT
communication systenturther sectiohV describe th system architecture for dynamically data interleaving in
5G mmWave IoT communication systerfihis researchobject isto enable a secured 5G mmWave IoT
communication system among laBvices. limproves security in 5G mmWave |oT communication sysbgm
implementing dynamic interleaving using randomization.

II. DYNAMIC INTERLEAVING IN 5G MMWAVE I0T COMMUNICATION SYSTEM

Accordingly theresearctprovides a system for facilitating a secure 5G mmWaV¥ecommunicatiorbetween a

first 1oT device and a secorldT device. In this system, the firkdT device transm# secure interleaved data
dynamicallyto the second IoT devicaising randomization technique. Further, the first device transmits the
dynamically interleaved data to the second device. The firdtelalso transmits dynamically interleaved
parameter$o the second device. Further, upon receiving the dynamically interleaved dataramétergrom

first device, the second device-ui¢erleaves received data.

The researcBystem enables secured Idata communication by havimgndomizer based dynamic interleaving
tool. In this system, data to be transmitted uSgmmWave 0T communication systaminterleaved in a
specific format and interleaved data is sent to the otherdkvice. The loT tramsitter also sends dynamic
interleavingparametersvhich are used for interleaving the data, to the destination 10T device through secured
5G channel or by having a certificate authority (CA). The dynamically interleaved loT data and dynamic
interleavingpaameterscan be sent to the destination 10T device using same 5G communication channel. The
dynamically interleaved loT data and dynamic interleayiatametergan be sent to the destination 10T device
through different channels and by using separate 8@nunication channels for 10T data transmission
increases security in the data transmission.

5G mmWave IoT communication system dynamic interleaving can be performedirmegsional matrix. In a
2-dimensional model, the 10T dat@be transmitted using 5€n be arranged in a 2 dimensional (2D) mdiyix

using SDR based architecturdD matrix has form of Rows and Columns. In this security method5@e
mmWave |oT communication systehas to calculatgparametersuch asquantity of rows (m), quantity of
columns (n), data filling / releasing formabystem further has capability f®andom Row (Dm) / column
Selection for filling the matrix and Random Column (Dn) / Row Selection for releasingpThdata from

matrix and so on for arranging th&T data in natrix in the random fashiomsing SDR
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Figure 1. Dynamically Data Interleaving Before Transmissionfor 5G mmWave IoT Communication

System
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FIG. 1 illustrates a block diagram which shows various componentd@F device. ThdoT devicecomprises

JARSE

transmiter antenna software defined dynamic interleaving of payload, 10T message generation unit, preamble
generation and et@heloT transmitterantennacan be used to send and recdivE and 0T message generation

unit facilitates transfer of messages frome loT device The 10T deviceeansenda new message and/or view a
received message using tbecure moduleThe 0T deicefacilitates5G mmWave 10T communication system
between loT devices.The proposed system enables secured data communication by iatiogpoa
randomization based dynamic interleaving scheldeng the dynamic interleaving scheme, @ mmWave

loT communication system devicésterleaves thdoT message to be transmitted, in a specific format and
transmit to the destinatioioT device. The 5G mmWave 0T communication system deviicgroves |0T data

security in transmission.

[ll. DYNAMIC INTERLEAVING STEPS IN 5G MMWAVE |IOT COMMUNICATION
SYSTEM
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Figure 2: Dynamically Data Interleaving Between 5G mmWave IoT Communication Devices
FIG. 2 illustrates a various stagand step®f software defined secure Internet of Things (I1oT) in 5G mmWave
communication systenThe loT device comprises preamble generation element, dynamic interleaved payload
generation element, |0T message generation elemieansceiver, |oT message detection element , preamble
detection elemenand dynamic dénterleaved payload generation elemértte preamble generation element
301 generates preamble of the IOT message to be transmitted. The preamble part of thecaressagsed to
obtain synchronization between the transmitted and received messages. An example of the preamble of g
message can be header of the message. Further, length of the preamble affects packet overhead of the messa
and can accordingly affectalnsmission time of the messagée loT dynamic interleaved payload generation
elementgeneratesdynamically interleaved payloathT data. The dynamic interleaved payload generation

elementimplements a dynamic interleaving algorithm in order to ensurk legel security in the 10T data
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transfer. The loT dynamic interleaved payload generation eleimenteaves the data to be transmitted into a
specific format using randomization techniqueT dynamic interleaved payload generation elemeant
safeguardhe data at the time of any attack or communication failure or hacking.

loT message generation elemegenerates the lofhessage to be transmitted to a destination 10T device. The

IoT message can be generated by arranging in order the preamble andatihédiy interleaved payload in a
particular sequence as specified by the 5G communication protocol used for data transmission between the 10T|
devices.The loT transmittertransmits the IoT message generated by the IOT message generation element and
also tansmits interleavegharameterso the destination 10T device. I0oT transmitiegin transmit the 10T
message and the interleayetametersising same 5G communication chanaiedlifferent time. 10T transmitter

can transmit the interleavezhrametershroudh different secured 5G channelsT data transmission can also

take place through an authorized certification authority (C&\. receiver element receives the dynamically
interleaved data and/or the interleavpdrameterstransmitted by the IoT transnétt The IoT preamble
detection element processes the received interleaved information and detect the preamble in the received 10T
message.

The 10T message is passed onto the dynamimteéeeaved payload generation element. The dynamic de
interleaved pdpad generation element performs-ideerleaving of the received IOT message to identify the
payload data. The dynamic -ttlgerleaved payload generation element can use the interlgraratgneters
received from the IoT transmitter of the sending loT deitsng the interleavedarameters the dynamic de
interleaved payload generation element, the dynamimtddeaved payload generation elemeetform de
interleaving of the received 10T messatf@T message detection elemgmbcesses the received infiaation

and constructs the original IOT message.

Fetch 1oT Data
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Dynamically Interleave Data
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Transmit
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NS

IOT Receive

Interleave Data Interleave Parameters

S

Dynamically De-Interleave 1oT Data

Figure 3: Dynamically Data Interleaving Steps
FIG. 3illustrates researchlow diagram whichdepictsvarious steps involved in the processlof dynamic

interleaving and dynamic daterleaving of dataloT datais fetchedby the dynamically interleaved payload
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generation elemerand dynamically interleaved payload geaton elemenperforms dynamic interleaving of

the dataloT dynamic interleaving of data is performed by using randomization ofidlatterleaving fashion

The dynamic interleaved data is transmitted to the destinkdibdevice using a transmitter in the sentEr
device

IoT data can be dynamically interleavedthe form of a Adimensional matrixSoftware defined secure IoT
systemcan use dedicated randomizers for the purpose ah@&Bleaving andlynamic interleaving can also be
done after generating the message or padket. proposed dynamic interleaving mechanism does not require
addition of any extra additional bits for set¢urof theloT data. This helps to maintain sahed data size even

if the 10T data is dynamically interleaveSoftware defined secure I0T systgrarametersire not always shared
with otherloT devices. If botHoT devices are paired or agreed to sharedtita based on certaparameters

the certainparametergan be used for the data sharing and no need to sepdridmmetergvery time with the
data.ln case of any attack or loss of data, paeameterare shared with thi®T device.

Theinterleaveddata is receivetly theloT receiver elemerin the receivetoT device. TheSDR receiver shall

be aware that the dynamic interleaving is done after packet generation or before the packet generation. Further
theloT receiver checkd the received data isew or if the data transmission is affected by hacking or data loss
or any such issues. If the received data is new or if the data transmission is affected by hacking or data loss of
any such issues, the receiver receives ll@wdynamic interleavegaranetersfrom the data transmitter. If not,

the receiver use (706) already received dynamic interlepagdmetersto dynamically denterleave the
received denterleaved data. In anthe proposed mechanism does not require the 10T receiver to receive
dynanic interleavedparameterseach time the data is transmittethe loT dynamic deinterleaved payload
generation element present in the receiledr device performsdynamic deinterleaving of the received data

using the dynamic interleavingarameterseceived from the transmittdoT device

IIl. SYSTEM ARCHITECTURE FOR DYNAMICALLY DATA INTERLEAVING IN 5G
MMWAVE IOT COMMUNICATION SYSTEM
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Figure 4: System Architecturefor Dynamically Data Interleaving
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Figure 4illustratessoftware defined secure IoT systarchitecture for measuring number of rows and number
of columns using randomizerg&or a 2dimensional matrix, if number of rows (m$ calculated using
randomizey then the number of columns (n) is calculated using a suitable equation or else if ther fim
columns (n) is calculated using randomizers, then the number of rows (m) is calculated using a suitable
equation. In the proposesbftware defined secure I0T system architecfarecalculating number of rows or
columns, the randomizer is initiatég inputting a bit sequencé randomloT clock shift is performed to the
inputtedloT bit sequence and two bits from patefined location in the bit sequence are fetdioedoT. Fetched
bits are compared with T look up tableand tablecan comprise maber of rows (m) to be selected
corresponding to the fetched bit sequerfoedoT. Based on the value tablethe system selects/decides the
number of rows (m) for the2 matrix. Software defined secure IoT systemchitecture for calculating data
fillin g/releasing format for a 2Mnatrix, the randomizeis initialized by inputting a bit sequence of suitable
length to the randomizeThe selectedoT data filling/releasing format is used for data filling/releasing to and
from the D matrix. Thebits can bepicked from any place in the sequence, as set byateare defined secure
0T systemandbits can be tapped from any set location.

Figure 5: System Architecturefor Sharing Dynamically Data Interleaving Data and Parameters
Figure 5illustrates SDR system architecture for sharing dynamically interleaved data andparameters
between senddoT and receiveloT. The data to be transmitted from tleel device to the destinatioloT
deviceis dynamically interleaved in theT devices like as shown |oT to loT 8 The dynamically interleaved
data and the dynamic interleavipgrametersre shared with the destinatiT devicein one to one manner or
through central server or CAhe dynamic interleaveld T data and the dynamic interleavied parametes can
be shared through differeBG channeldor better securityThe dynamic interleavedbT data and the dynamic
interleavedloT parametergan be shared through same chanhalgngdifferent timeslotsfor better security.
The dynamic interleavelbT parametergorresponding to a dynamically interleaved data stream is shared only
once between thidT devices. TheloT parametergan be retransmitted forlaT dataonly if any hackingakes
place TheloT parametergan be transmitted before the dynaatlie interleavedoT data so that the receiver
can perform real time diaterleaving of thdoT data. The channel used for sharing dynamically interlebo/Ed
parametershall besecured channel drauthorized certificate authority (CA) 5G software defied secure loT

system
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