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ABSTRACT: 

In the current study survey of black hole attack detection techniques in MOBILE Ad Hoc Network (MANET) are 

discussed with performance analysis. The aim of the paper is to find the gaps of the detection techniques of black 

hole attack in order to help the future researchers to propose a robust and feasible detection technique that will not 

only enhance the efficiency but also be easy to implement in MANET. The comparisons are done on the basis of 

different network parameters like throughput, packet drop ratio (PDR) ETC.  
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I. INTRODUCTION 

A Mobile ad-hoc network (MANET) is a newest Research topic among researchers because it provide flexibility and 

infrastructure less network. MANET has some different characteristic like dynamic network topology, limited power 

and limited bandwidth for communication. The routing protocols used in ad-hoc network are AODV (ad-hoc on 

demand distance vector) protocol, DSR both are of reactive routing protocol. AODV protocol is vulnerable by single 

Black Hole as well as collaborative Black Hole attack. A malicious node which act as a black hole advertise itself as 

having the shortest path to the destination node. In this paper we analyze in detail,” Single Black Hole” and 

Collaborative Black Hole” types of attack. We also provide a detailed list of solutions which protect the black hole 

in MANET’s 

Ad hoc networks have a large number of potential areas. Military uses such as connecting soldiers or other military 

units to each other on the battlefield or creating sensory arrays with thousands of sensors are two typical examples 

[1]. Ad hoc networks is used in situations where creating the infrastructure would be impracticable. Wireless mobile 

ad hoc network is infra Structure less network which is composed of several movable user nodes.  The network is ad 

hoc because it does not rely on a pre existing infrastructure, such as routers in wired networks or base Station in 

wireless networks. Instead, it seeks to set up routes on-demand. If a node wants to initiate communication with the 

https://en.wikipedia.org/wiki/Ad_hoc
https://en.wikipedia.org/wiki/Ad_hoc
https://en.wikipedia.org/wiki/Ad_hoc
https://en.wikipedia.org/wiki/Router_(computing)
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other node to which it has no route, the routing protocol will try to establish such a route by forwarding Packets. It 

Uses Three Type of Messages: 

 

RREQ - A route request message is transmitted by a node requiring a route to a node. It is broadcasted. Every RREQ 

carries a time to live (TTL) value which initialized to that states for how many hops this message should be 

forwarded.  

 If TTL= Negative value, at the target node, it discard the packet. 

If TTL= 0, at Target node then it accept the Packet  

RREP - A route reply message is send back to originator of a RREQ as shown in figure 1 if the receiver is either the 

node using the requested address, or it has a valid route to the requested address.  

RERR -  RERR is a error message generated by a node if it will not receive proper packet. Nodes or when a link 

breakage in an active route is detected.  

 

Figure.1: Architecture of AODV protocol 

 

The security threats have been extensively discussed and investigated in the wired and wireless networks [2]. There 

are many security related issues which have been studied in recent years. For instance, snooping attacks, packet 

overflow on the network by intruder node, wormhole attacks, single black hole attacks [3], co-operative black hole 

attack, routing table overflow and poisoning attacks, packet replication, denial of service (DoS) attacks, distributed 

DoS (DDoS) attacks [4]. This paper will focus on single black hole attack and collaborative black hole attack 

scheme in MANET.  

II. LITERATURE REVIEW 

In the literature of black hole attack detection a number of attack detection techniques are evolved.  

In [7] authors proposed DSA (Digital Signature Algorithm) based detection technique and Blowfish algorithm for 

encryption.  
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In [10] handshake mechanism is used where a periodic dynamic Id (value) is  generated in a same  group. Each node 

forwards data packet to its neighboring node after verifying dynamic value. Since the malicious node does not 

belong to the group, the dynamic value will not matched by malicious nodes.  

In [11] one algorithm is proposed that after finding the route, the source node sends encrypted message to the cluster 

head 

In [12] the proposed work not only detects the black hole nodes in case when the node is not idle but it can also 

detect the Black hole nodes in case when a node is idle as well. 

In [13] Modify Zone Routing protocol are used. It first finds the neighbor nodes and update the entry in routing 

table. It calculate the trust value of a node accordingly it decide whether the received message is from the 

appropriate node or not. 

In [16] proposed a DPRAODV (Detection, Prevention and Reactive AODV) to prevent security threats of black hole 

by notifying other nodes in the network of the incident. It detects the black hole node on the basis of sequence 

number. If the RREP_Seq_no. finds more than the threshold value, the node announce as a malicious node. 

In [17] proposed a new mechanism Cooperative Bait Detection Scheme (called the CBDS) for detecting 

mischievous nodes in MANETs under gray/collaborative blackhole attacks. The address of an adjacent node is used 

as bait destination address to bait malicious nodes to send a reply RREP message, and malicious nodes are detected 

using a reverse tracing technique. 

 

III. BLACK HOLE ATTACK 

The black hole problem is one of the security attacks that occur in mobile ad hoc networks (MANETs).It is occurred 

at routing layer in which data is change from other node. The transmission of packets on multiple nodes and 

dropping of packets is mostly occurring on routing layer [5]. Routing protocol whether we are using Active Routing 

Protocol or Proactive Routing Protocol is targeted by the attack. Black hole attack having great influencing attack on 

virtual mesh network [5]. Black hole attack is difficult to detect; it is mostly found in temporary networks like 

virtual/wireless mesh networks. 

In black hole attack, the sender node receive reply message from fault node and make smallest way to receiver node. 

Fault node sends reply message after authorized node to sender node and then sender become confuse in two replies. 

On that way, Fault node become sender node and whole data received by it. In this, the data packets fully dropped 

by sender node. 

Black hole attack will cause powerful effect to the performance of mesh networks. In previous research, the authors 

have carried out on black hole attack [6]. 

Single Black Hole: A single Black hole attack by sending falsie message to other node and it form a hole which have 

no idea of creating it. In figure 2. Shows the single black hole, node 8 act as a malicious node, which advertise itself 
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as having the shortest path to the destination node even if it does not have proper path to the node G (Destination 

Node). 

 

            

 

 

 

Figure 2. Single black hole attack 
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Schemes 
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Simulator 

Detection 

type 

Publicati

on year 
Results Defects 

75-80% than 
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85 % 
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AODV MATLAB Single 2014 
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Schemes 
Routing 

protocol 
Simulator 

Detection 

type 

Publicati

on year 
Results Defects 

AODV 

IDS based on ABM 

[15] 
MAODV NS-2 

Single 

detection 
2010 

The packet 

loss rate can 

be decreased 

to 11.28% 

and 14.76% 

Cooperative 

isolation the 

malicious node, 

but failed at 

collaborative 

black hole attacks 

DPRAODV [16] AODV NS-2 
Single 

detection 
2009 

The PDR is 

improved by 

80-85% than 

AODV when 

under black 

hole attack 

A little bit higher 

routing overhead 

and end-to-end 

delay than AODV 

Table 1: Survey of different scheme of Single black hole attack in MANET 

IV.  COOPERATIVE BLACK HOLE 

In AODV Routing Protocol, when Initiator node I wants to communicate with Goal node G, the initiator node I 

broadcast the RREQ packet (figure 2 ) to its entire neighboring node. The neighboring node updates their routing 

table if it found any new entry in the packet and check if it is a Goal node. If not, the neighboring node decrease the 

Time  To Live Field(TTL) and floods the network with the RREQ to the Goal node G until it reaches node G or any 

other intermediate node which has a fresh sufficient path to G, as depicted by example in Figure 1. The goal node or 

intermediate node generates the Route Reply Message (RREP) in reverse direction as shown in figure: This is a 

normal working of any reactive routing protocol when network has no malicious node. 
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Figure 3 Cooperative Black hole 

Schemes 
Routing 

protocol 
Simulator 

Publication 

year 
Results Defects 

cooperative bait 

detection scheme [17] 
DSR NS-2 2016 

Even in the case where 40% of the 

total nodes in the network are 

malicious, the CBDS scheme still 

successfully detects those malicious 

nodes while keeping the packet 

delivery ratio above 90% 

A higher control 

overhead than 

AODV 

CROSS- CHECKING 

ALGORITHM[18] 
AODV NS-2 2015 Leads to maximum throughput. 

The delay is 

increased. 

It use Threshold value 

[12] 
AODV NS-2 2013 

Throughput increased by 70% in 

case of cooperative 

It Produce more 

Overhead 

BDSR [19] DSR QualNET 2011 
The PDR of BDSR is always higher 

than 90% 

The overhead is 

minimal higher 

than DSR, but 

lower than WD 

approach 

BBN and RIP [20] AODV - 2010 No simulation results - 

      

MAC and Hash-based 

PRF Scheme [21] 
AODV NS-2 2009 

The PDR is higher than 90% when 

AODV is inaccessible 50% 

The malicious 

node is able to 

forge a fake reply 

to dodge the 

detection scheme 

 

Table2: Comparison of Collaborative Black Hole Attack Schemes 

V. ANALYSIS AND DISCUSSION 

In this paper we represent various detection schemes of both types of black hole attack. Table 1 and table 2 focus on 

the performance comparisons of the detection schemes.  This information is very important and helpful for the 

future researchers in order to modify the existing scheme or to propose new detection techniques. The result analysis 
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of the detection techniques shows the performance on the basis of throughput and PDR which are two very crucial 

parameters in MANET. The tables also shows the drawbacks of the detection techniques which may be recovered in 

future by the researchers. Hence it will show the gaps of the techniques. From the tables one important inference can 

be drawn that in comparison to Single black hole attack, collaborative black hole attack decreases the throughput 

considerably.  

VI CONCLUSION AND FUTURE SCOPE 

In the current study we represent a detailed survey of various black hole attack detection techniques with their 

performance analysis and drawbacks. We observed that most of the detection techniques suffer from high overhead 

and hence become infeasible to be implemented. In future we can propose a robust black hole detection technique 

that will be lightweight as well as efficient in terms of throughput and PDR. 
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