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ABSTRACT 

A novel framework is intended for fine-grained three-factor authentication (3FA) access control system for web-

based cloud computing services. Specifically, in proposed 3FA access control system, an attribute-based access 

control mechanism is implemented with the need of both a user secret key and a lightweight security device. As 

a user is unable access the system if they do not hold both, the mechanism will enhance the security of the 

system, especially in those eventualities wherever several users share the common computer for web-based 

cloud services. Additionally, attribute-based control in the system also enables the cloud server to restrict the 

access to those users with the similar set of attributes while preserving user privacy, i.e., the cloud server only is 

aware of that the user fulfills the desired predicate, however has no idea on the exact identity of the user. 

Finally, we tend to additionally perform a simulation to demonstrate the practicability of our proposed 3FA 

system. 
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I INTRODUCTION 

Cloud computing is a virtual host computing system that allows enterprises to buy, lease, sell, or distribute 

software and different digital resources over the web as an on-demand service. Although the new paradigm of 

cloud computing provides great advantages, there are mean while also concerns regarding security and privacy 

especially for web based cloud services. Data security, as it exists in many other applications, is among these 

challenges that would raise great concerns from users when they store sensitive information on cloud servers. 

These concerns originate from the fact that cloud servers are usually operated by commercial providers which 

are very likely to be outside of the trusted domain of users [3].  

Though the new paradigm of cloud computing provides great advantages, there are meanwhile also concerns 

about security and privacy especially for web-based cloud services. As sensitive data may be stored in the cloud 

for sharing purpose or convenient access; and eligible users may also access the cloud system for various 
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applications and services, user authentication has become a critical component for any cloud system. A user is 

required to login before using the cloud services or accessing the sensitive data stored in the cloud. There are 

two problems for the traditional account/password based system [6]. First, the traditional account/password-

based authentication is not privacy-preserving. However, it is well acknowledged that privacy is an essential 

feature that must be considered in cloud computing systems. Second, it is common to share a computer among 

different people. It may be easy for hackers to install some spyware to learn the login password from the web-

browser. In existing, Even though the computer may be locked by a password, it can still be possibly guessed or 

stolen by undetected malwares [2]. 

A three-factor authentication (3FA) is a new Fine grained three-element authentication (3FA) access control 

method for cloud based portals. Specially, in our proposed 3FA access control method involves, an attribute, 

Policy and device based security mechanism is carried out to generate secret key and a lightweight protection 

mechanism. As a user cannot access the system if s/he does not hold both, the mechanism can enhance the 

security of the system, especially in those scenarios where many users share the same computer for web-based 

cloud services. Additionally, attribute-based control in the system also enables the cloud server to restrict the 

access to those users with the same set of attributes while preserving user privacy, i.e., the cloud server only 

knows that the user fulfills the required predicate, but has no idea on the exact identity of the user. A cloud 

system may have many cloud service providers (CSPs) to boost the performance of said system. Based on 

availability and work load, the system selects a CSP for the client accessing it. Hundreds or thousands of clients 

may access the system simultaneously; hence the availability is a major problem. It can be improved by CSPs 

with data replication. The data owners may want to set some restrictions to clients who are try to access the data. 

In this scenario, the distributed data should keep all details about the different access control policies set to data. 

But again the authorized clients should be categorized according to permission; it will be a problem in a 

distributed system with many clients. 

Main contributions of this paper can be summarized as follows. We propose a fine-grained three-factor access 

control protocol for web-based cloud computing services, using a lightweight security device.  

1. The device has the following properties: (a) it can compute some lightweight algorithms, e.g. hashing and 

exponentiation; and (b) it is tamper resistant, i.e., it is assumed that no one can break into it to get the 

secret information stored inside. 

2. Our protocol provides a 3FA security. 

3. Our protocol supports fine-grained attribute-based access which provides a great flexibility for the system 

to set different access policies according to different scenarios. At the same time, the privacy of the user is 

also preserved. 

In the next section, we will review some related works that are related to our concept.  

II RELATED WORK 

We review some related works including attribute- based cryptosystem and access control with security device 

in this section. 
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A. User Key Generation Phase  

The user key generation process consists of three parts. First, the user generates his secret key and public key in 

USetup. Then in device initialization the security device is initialized by the trustee. During the authentication 

process the public parameters are generated. Finally the attribute issuing authority generates the user attribute 

secret key according to the user’s attribute in AttrGen. The secret generated by the attribute issuing authority 

determines which all data the user can access and this key is stored in the user computer. The user need to use 

his own computer and the security device key storage each time for accessing the cloud. Additional recovery 

options are also provided. 

 

Speke Algorithm for user key generation:- 

John and Jerry agree to use an appropriately large and randomly selected safe prime p, as well as a hash function 

H(). 2. John and Jerry agree on a shared password. 3. John and Jerry both construct g = ()2 mod p. (Squaring 

makes g a generator of the prime order subgroup of the multiplicative group of integers modulo p.) 4. John 

chooses a secret random integer a, then sends Jerry ga mod p. 5. Jerry chooses a secret random integer b, then 

sends John gb mod p. 6. John and Jerry each abort if their received values are not in the range [2,p-2], to prevent 

small subgroup confinement attack. 7. John computes K = (gb mod p)a mod p. 8. Jerry computes K = (ga mod 

p)b mod p. Both John and Jerry will arrive at the same value for K if and only if they use the same value for 

.Once John and Jerry compute the shared secret K they can use it in a key confirmation protocol to prove to each 

other that they know the same password , and to derive a shared secret encryption key for sending secure and 

authenticated  messages to each other. Unlike un authenticated Diffie-Hellman, SPEKE prevents man in the 

middle attack by the incorporation of the password. An attacker who is able to read and modify all messages 

between John and Jerry cannot learn the shared key K and cannot make more than one guess for the password in 

each interaction with a party that knows it. In general, SPEKE can use any prime order group that is suitable for 

public key cryptography, including elliptic curve cryptography. 

 

User Key Generation 
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B. Access Authentication Phase  

The access authentication process is an interactive protocol between the user and the cloud service provider. It 

requires the user to have his partial secret key, attribute secret key and the security device each time the user is 

accessing the cloud. The interactive authentication protocol takes as input TPK, APK and a claim-predicate. The 

user has some additional inputs including an attribute secret key SKX, Y for attribute A, USK = y and the 

security device. Parse skA, Y as (A, e, s, x^). 

 

Access Authentication Process 

 

C. Attribute-Based Cryptosystem- 

ABE enables fine grained access control over encrypted data using access policies and associates attributes with 

private keys and cipher texts. Within this context, cipher text-policy ABE (CP-ABE) allows a scalable way of 

data encryption such that the encrypter defines the access policy that the decrypter (and his/her attributes set) 

needs to satisfy to decrypt the cipher text. Thus, different users are allowed to decrypt different pieces of data 

with respect to the pre-defined policy[8]. This can eliminate the trust on the storage server to prevent 

unauthorized data access. Besides dealing with authenticated access on encrypted data in cloud storage service, 

ABE can also be used for access control to cloud computing service, in a similar way as an encryption scheme 

can be used for authentication purpose: The cloud server may encrypt a random message using the access policy 

and ask the user to decrypt[5]. If the user can successfully decrypt the cipher text (which means the user’s 

attributes set satisfies the prescribed policy), then it is allowed to access the cloud computing service. 

RC6 has a simple structure and description relative to the other proposed block ciphers. RC6 was one of five 

finalists for the Advanced Encryption Standard. It consists of two Feistel networks whose data are mixed via 

data dependent rotations. The operations in one round of RC6 are the following: two applications of the 
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squaring function f (x) = x (2x + 1) mod 232, two fixed 32-bit rotations, two data- dependent 32-bit rotations, 

two exclusive-ors and two additions modulo 232. A version of the RC6 is more accurately specified as RC6-

w/r/b where the word size is w bits, encryption consists of a non-negative number of rounds r, and b denotes the 

length of the encryption key in bytes. RC6 is an evolutionary extension of the block cipher RC5, which receives 

much attention because of its design which is even simpler than that of RC6 where RC5 works on two 32-bit 

words, RC6 is extended to operations on four 32-bit words. The relative simple structure of  RC5 has allowed 

for some easy analysis and yet it seems that 16 rounds of RC5 still resist all known attacks well. The design of 

RC6 is more complex than that of RC5, and consequently an analysis of the cipher gets more involved. The 

security of RC6 relies on the strength of data-dependent rotations, the mixed use of exclusive-or operations and 

modular additions, and on the squaring function f together with the fixed rotation. Table 1 summarizes a 

comparison between RC5 and RC6 different design parameters such as word size, block size, number of rounds, 

and secret key size. 

 

D. Mediated Cryptography  

Mediated cryptography was first introduced in as a method to allow immediate revocation of public keys. The 

basic idea of mediated cryptography is to use an on-line mediator for every transaction. This on-line mediator is 

referred to a SEM (Security Mediator) since it provides a control of security capabilities. If the SEM does not 

cooperate then no transactions with the public key are possible any longer. 

 

E. Key-Insulated Cryptosystem  

The general idea of key-insulated security was to store long-term keys in a physically-secure but 

computationally limited device. Short-term secret keys are kept by users on a powerful but insecure device 

where cryptographic computations take place [1]. Short term secrets are then refreshed at discrete time periods 

via interaction between the user and the base while the public key remains unchanged throughout the lifetime of 

the system. At the beginning of each time period, the user obtains a partial secret key from the device. By 

combining this partial secret key with the secret key for the previous period, the user renews the secret key for 

the current time period. Different from the proposed concept, key-insulated cryptosystem requires all users to 

update their keys in every time period. The key update process requires the security device [5]. Once the key has 

been updated, the signing or decryption algorithm does not require the device anymore within the same time 

period. While the proposed concept does require the security device every time the user tries to access the 

system. Furthermore, there is no key updating required in the system. 

 

III PROPOSED SYSTEM 

In this paper, we propose a fine-grained three-factor access control protocol for web based cloud computing 

services, using a light weight security device.  The device has the following properties: (1) it can compute some 

lightweight algorithms, e.g. hashing and exponentiation; and (2) it is tamper resistant, i.e., it is assumed that no 

one can break into it to get the secret information stored inside. 
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With this device, our protocol provides a 3FA security. First the user secret key (which is usually stored inside 

the computer) is required. In addition, the security device should be also connected to the computer (e.g. through 

USB) in order to authenticate the user for accessing the cloud. The user can be granted access only if he has 

both items. Furthermore, the user cannot use his secret key with another device belonging to others for the 

access. Our protocol supports fine-grained attribute-based access which provides a great flexibility for the 

system to set different access policies according to different scenarios. At the same time, the privacy of the user 

is also preserved. The cloud system only knows that the user possesses some required attribute, but not the real 

identity of the user. To show the practicality of our system, we simulate the prototype of the protocol. 

Our protocol supports fine-grained attribute-based access which provides a great flexibility for the system to set 

different access policies according to different scenarios. At the same time, the privacy of the user is also 

preserved. The cloud system only knows that the user possesses some required attribute, but not the real identity 

of the user.  

To show the practicality of our system, we simulate the prototype of the protocol. Tamper resistance. The 

content stored inside the security device is not accessible nor modifiable once it is initialized. In addition, it will 

always follow the algorithm specification. 

 

In this implementation we have 4 Modules, 

1. Trustee Module 

2. Attribute-Issuing Authority Module 
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3. User Module 

4. Cloud Service Provider Module 

 

Module Description: 

Trustee:  

It is responsible for generating all system parameters and initializes the security device.  

 

Attribute-issuing Authority: 

 It is responsible to generate user secret key for each user according to their attributes.  

 

User:  

It is the player that makes authentication with the cloud server. Each user has a secret key issued by the 

attribute-issuing authority and a security device initialized by the trustee.  

 

Cloud Service Provider:  

It provides services to anonymous authorized users. It interacts with the user during the authentication process. 

 

IV CONCLUSION 

 

The model proposed in this paper gives power to the data owner to implement the security process attribute, 

policy and device mechanism, and hence retain the control over the data. The model also proposed the 

combination of cryptography and access control to keep the data safe from vulnerabilities. A multi factor 

authentication approach is employed for the authentication and authorization of the client, which increase the 

confidentiality and integrity of the data, which guarantee the isolation and safe execution of the cloud 

environment. 
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